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version 12.2

!

servi ce password-encryption
no service udp-small-servers
no service tcp-small-servers
no cdp run

!

host nane cbac-ci sco
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!
no i p source-route

!

enabl e secret 5 $1$Fr Mn$wBuOXgv/ | gy5Y. Dar Cnr i
!
usernane cisco privilege 15 password 7 0822455D0A16
no i p source-route

i p donmi n-nanme ci sco. com

i p nane-server 172.16.150.5

!
!--- Set up inspection list "myfw". !--- Inspect for the
protocols that actually get used. ! ip inspect name myfw
cuseeme timeout 3600

H-

p inspect name myfw ftp timeout 3600
p inspect name myfw http timeout 3600
inspect name myfw rcmd timeout 3600

H-

H-
L)

inspect name myfw realaudio timeout 3600

H-
L)

inspect name myfw smtp timeout 3600

H-
L)

inspect name myfw tftp timeout 30

H-
L)

p inspect name myfw udp timeout 15

H-

p inspect name myfw tcp timeout 3600

- P

interface Ethernet0/0

description G sco Ethernet RTP
i p address 10.20. 20.20 255. 255.255.0
no ip directed-broadcast
|

!-—— Apply the access list in order to allow all

legitimate traffic !--- from the inside network but
prevent spoofing. ! ip access-group 101 in! noip
proxy-arp ! !--- Apply inspection list "myfw" to
Ethernet 0 inbound. !--- When conversations are
initiated from the internal network !--- to the outside,
this inspection 1list causes temporary additions !--- to

the traffic allowed in by serial interface 0 acl 111
when !--- traffic returns in response to the initiation.
| ip inspect myfw in

no i p route-cache

!

no cdp enabl e

!

interface Serial 0/0

description Csco FR

i p address 172.16.150.1 255. 255.255.0

encapsul ation frame-relay | ETF

no i p route-cache

no arp frane-rel ay

bandw dt h 56

servi ce-nmodul e 56 cl ock source |ine

servi ce-nodul e 56k network-type dds

frane-relay I m-type ans

]

!--- Access list 111 allows some ICMP traffic and
administrative Telnet, !--- and does anti-spoofing.
There is no inspection on Serial 0. !--- However, the
inspection on the Ethernet interface adds temporary
entries !--- to this list when hosts on the internal
network make connections !--- out through the Frame
Relay. ! ip access-group 111 in no ip directed-broadcast
no i p route-cache bandwi dth 56 no cdp enable franme-rel ay
interface-dlci 16 ! ip classless ip route 0.0.0.0
0.0.0.0 Serial0 ! !--- Access list 20 is used to control
which network management stations !--- can access
through SNMP. ! access-list 20 permt 172.16.150.8 ! /--




- The access 1list allows all legitimate traffic from the
inside network !--- but prevents spoofing. ! access-li st
101 permit tcp 172.16.150.0 0.0.0.255 any access-|i st
101 permit udp 172.16.150.0 0.0.0.255 any access-|i st
101 permit icnp 172.16.150.0 0.0.0.255 any !/--- This
deny is the default. access-list 101 deny ip any any !
!-—- Access list 111 controls what can come from the

outside world !--- and it is anti-spoofing. ! access-
list 111 deny ip 127.0.0.0 0.255.255. 255 any access-|i st
111 deny ip 172.16.150.0 0.0.0.255 any ! !--- Perform an

ICMP stuff first. There is some danger in these lists.
!--—- They are control packets, and allowing *any* packet

opens !--- you up to some possible attacks. For example,
teardrop-style !--- fragmentation attacks can come
through this list. ! access-list 111 permt icnp any

172.16.150.0 0.0.0. 255 admi ni strativel y-prohibited
access-list 111 permt icnp any 172.16.150.0 0.0.0. 255
echo access-list 111 permit icnp any 172.16.150.0

0.0.0. 255 echo-reply access-list 111 pernit icnp any
172.16. 150. 0 0.0.0. 255 packet-too-big access-list 111
permit icnp any 172.16.150.0 0.0.0.255 tine-exceeded
access-list 111 permt icnp any 172.16.150.0 0.0.0. 255
traceroute access-list 111 pernmit icnp any 172.16.150.0
0.0.0.255 unreachable ! /--- Allow Telnet access from
10.11.11.0 corporate network administration people. !
access-list 111 permt tcp 10.11.11.0 0.0.0.255 host
172.16.150.1 eq telnet ! !--- This deny is the default.
I access-list 111 deny ip any any ! !--- Apply access
list 20 for SNMP process. ! snnp-server comunity secret
RO 20 ! Iine con O exec-tinmeout 5 0 password 7
14191D1815023F2036 | ogin local line vty 0 4 exec-tineout
5 0 password 7 14191D1815023F2036 | ogin |ocal |ength 35
end
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