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XX : ip auth-proxyiE & R ECisco |IOSPs K fEEREBMRA12.0.5F E A |

ANHNEARBBREERETREANKEMEL. XHERAINMARESREHER (R
) BAERESREAE) . MREHMEEE EEER , FRACEERBEMES TREKNFE,

15

MEBXHESNFRET , FSRENENRERES.

RIE

AERMEARBRER XS FATRIIEEN E A

& : A Command Lookup Tool(ERREFMEF)EHERBAXERFEFANTTNEZER.

 aFd B
AR A L TR ERE -

RADIJS Server
19216810103
Internet

Fa 4m
10.89.129.195/233

Fa 00
192.168.10.10024

—

PC
192.168.10.200/24

FELC
AERSERUTRE
72063% HH &%

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname psy-rtr-2
1
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logging queue-limit 100

1

username admin password 7 <deleted>
aaa new-model

!-—— Enable AAA. aaa authentication login default group
radius none !--- Use RADIUS to authenticate users. aaa
authorization exec default group radius none aaa
authorization auth-proxy default group radius !---
Utilize RADIUS for auth-proxy authorization. aaa
session-id common ip subnet-zero ! ip cef ! ip auth-
proxy auth-proxy-banner !--- Displays the name of the
firewall router !--- in the Authentication Proxy login
page. ip auth-proxy auth-cache-time 10 !--- Sets the
global Authentication Proxy idle !--- timeout value in
minutes. ip auth-proxy name restrict_pc http /---
Associlates connections that initiate HTTP traffic with
!--- the "restrict_pc" Authentication Proxy name. ip
audit notify log ip audit po max-events 100 ! no voice
hpi capture buffer no voice hpi capture destination !
mta receive maximum-recipients 0 ! ! interface
FastEthernet0/0 ip address 192.168.10.10 255.255.255.0
ip access-group 116 in !--- Apply access list 116 in the
inbound direction. ip auth-proxy restrict_pc !--- Apply
the Authentication Proxy list !--- "restrict_pc"
configured earlier. duplex full ! interface
FastEthernet4/0 ip address 10.89.129.195 255.255.255.240
duplex full ! ip classless ip http server !--- Enables
the HTTP server on the router. !--- The Authentication
Proxy uses the HTTP server to communicate !--- with the
client for user authentication. ip http authentication
aaa !--- Sets the HTTP server authentication method to
AAA. ! access-list 116 permit tcp host 192.168.10.200
host 192.168.10.10 eq www /--- Permit HTTP traffic (from
the PC) to the router. access-1list 116 deny tcp host
192.168.10.200 any access-1list 116 deny udp host
192.168.10.200 any access-1list 116 deny icmp host
192.168.10.200 any !--- Deny TCP, UDP, and ICMP traffic
from the client by default. access-list 116 permit tcp
192.168.10.0 0.0.0.255 any access-list 116 permit udp
192.168.10.0 0.0.0.255 any access-list 116 permit icmp
192.168.10.0 0.0.0.255 any !--- Permit TCP, UDP, and
ICMP traffic from other !--- devices in the
192.168.10.0/24 network. ! radius-server host
192.168.10.103 auth-port 1645 acct-port 1646 key 7
<deleted> !--- Specify the IP address of the RADIUS !---
server along with the key. radius-server authorization
permit missing Service-Type call rsvp-sync ! ! line con

0 stopbits 1 line aux 0 stopbits 1 line vty 0 4 ! end
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permit tcp host 192.168.10.200 any
permit udp host 192.168.10.200 any
permit icmp host 192.168.10.200 any

It Cisco ACSHRE R R EBACLHB ANE.,

Cisco Srsrems G[[}up SEtup

AT Y Access Restrictions - I
User
@ | Setup | ;I _"",I
ﬁ Group Unlisted arguments
Setup _
" Perrt

Shared Profile
% Connpomnenits T =

Metwork
Configuration
g system
.. Configuration

— Cisco IOS/PIX RADIUS Attributes ?
| Configuration
v -av-

ﬁﬂ | Admeistrtion [009\001] cisco-av-pair

Eanta |auth—pr: oXy:pEiv-1lvl=15 —
P--_; Excternal User auth-proxy:proxyacl#l=permitc ﬁ
*j'u Databases top host 192.168.10.200 any

auth-proxy:proxvacl#z=permit

Reports and

2 | hehos udp host 192.168.10.200 any  =|

[ [003101] cisco-h323-credit-amount

[ [009102] cisco-h323-credit-time

[ [0094103] cisco-h323-return-code
[ =

Submit Submit + Restart Cancel
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- show ip access-lists — FRBH AR LB EMNRERMEMRBACL ( TIHFEREACLIKE ) . B1RE
ACLIR B i RIBE A E R D EST B 05T EHF B FMBR,

- show ip auth-proxy cache — B TRBBFREFRE XBITHNBRBNRIEERE. cacheBIETF , AR
HIH EMIPH L, JRES., SORIFAENERENEASORIFQAENERMRE, NREH
ER R EARAEBHTTP_ESTAB , AlIfE & S HBRFRI,

REREDESR
AR 0 T R S4B RS 17 SR RETE R
MBELHSUR B RFRER | BFONRBREERER,

BYEE : 5 debug EES 28l , FFE2 B HEEI Debug ETHEEE.
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