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cl ass-map type inspect match-any priv-pub-traffic

mat ch protocol ftp

mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

! policy-map type inspect priv-pub-policy class type

i nspect priv-pub-traffic inspect class class-default !
zone security public zone security private zone-pair
security priv-pub source private destination public
servi ce-policy type inspect priv-pub-policy ! interface
Fast Et hernet0 i p address dhcp ip nat outside ip virtual -
reassenbly zone security public ! interface

Fast Ethernet1l no i p address pppoe enable no cdp enable !
interface FastEthernet2 no cdp enable !--- oOutput
Suppressed interface VI anl description LAN Interface ip
address 192.168.108.1 255.255.255.0 ip nat inside ip
virtual -reassenbly ip tcp adjust-nss 1452 zone security
private !---Define LAN-facing interfaces with "“ip nat
inside” Interface Dialer O description PPPoX dialer ip
address negotiated ip nat outside ip virtual-reassenbly
ip tcp adjust-nmss zone security public !/---Define ISP-
facing interfaces with “ip nat outside” ! ip route
0.0.0.0 0.0.0.0 dialer O ! ip nat inside source route-
map fixed-nat interface Dialer0 overload ip nat inside
source route-map dhcp-nat interface FastEthernetO

overload !---Configure NAT overload (PAT) to use route-
maps ! access-list 110 permit ip 192.168.108.0 0.0.0.255
any !---Define ACLs for traffic that will be NATed to

the ISP connections route-map fixed-nat pernmit 10 match
ip address 110 match interface Dial er0O route-map dhcp-
nat permt 10 nmatch ip address 110 natch interface
Fast Et hernet 0 !---Route-maps associate NAT ACLs with NAT
outside on the !--- ISP-facing interfaces
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WHERFTIE(EHEERETFER)OITXERE Eshowin . E£AOITH R showds T & H#Y 2 #

. show ip nat translation — B R AZF EMEANATHZB =M 2 BHINATE S, kT ARBE R
FHERTWERSMENATA S L.

Rout er# show ip nat translation

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
tcp 172.16.108. 44: 54486 192. 168. 108. 3: 54486 172.16. 104. 10: 22 172. 16. 104. 10: 22
tcp 172.16.106. 42: 49620 192. 168. 108. 3: 49620 172.16.102. 11: 80 172.16. 102. 11: 80
tcp 172.16.108.44:1623 192.168.108. 4: 1623 172.16.102.11:445 172.16.102.11: 445
Rout er #

. show ip route — B8 R BB ZHFBEInternetI B A,

Rout er# show ip route

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S su- ISISsumary, L1 - 1S 1S level-1, L2 - IS IS |level-
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.108.1 to network 0.0.0.0

C 192.168.108.0/24 is directly connected, M anl
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.108.0 is directly connected, FastEthernet4
C 172.16.106.0 is directly connected, VIanl06
S* 0.0.0.0/0 [1/0] via 172.16.108.1
[1/0] via 172.16.106.1

- show policy-map type inspect zone-pair sessions — B/~ "ER EE TN TAH, EEE
B BB AERETE, Lt URZEIHE "TAH, RLEHTHRBEAR , 258
ERIEHATRE,
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