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SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan
02 2024 16:36:28 anaconda/anaconda.log 1012889 Jan 02 2024 16:36:28 anaconda/syslog 564

Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 7H1H7 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages
548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17 2024 20:11:11 secure 0 Jan 02 2 2024
16:31:58 spooler 16896 7 2024 19:38:55 wtmp SSPT33A/EE iR

RGN 4B MAEIB CLIE T show logging #4512 B £ S5 38 B 1 1T TR R HERR I B 82 25,

BB

BRIEREREITEE

- SHRR¥KESIZ(SE),

o WHHIANECLI,



RATH
AXEFHNEAER S 1 IR 512 (1SE) 3.3/ A

AN ERLRBBERRERAAVEBFRY, XPEABNFALBEREAR (HR ) WASKMD, NRE0EHEE
i, ERREBREETE S TRERN e,

ISEFIRENRBBRFEFAFER  FREAXAR, At , FEACLIALIERETshow loggingds - #11T B R #E R4
e RE P it

BREORBSIB(ISEOMEANBEL L AERNER KR, RIFEBENME , & L6 W EE Eshow loggingds 5 FRHEST 2B
R HERR

1-RFERK

RMERREBETRAMAMAST , BORANKER. Wt ARREIIETHEBEHERFHERE , 5|20 SERBEE,
MAFIRREER X

ERANTG®S , TRKECLIFARLERK

« show logging system <L ogFile>

ATRARGERRED

SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.|log 29542 Jan 02 2024 16:36:28 anaconda/anaconda.log
1012889 Jan 02 2024 16:36:28 anaconda/syslog 564 Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages 548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17

2024 20:11:11 secure 0 Jan 02 2024 16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#

5 . 5 R3ISEFE A IRIEHI E FA- show logging system ade/ADE.log tail
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2-HFRKHER R
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(Debug Log Configuration) , BIFERE , H— T u BB T A BERE , BEMEN AERE , RARE-THF.
v Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

CsbiE Debug Profile Configuration

> SSPT33A.luisagar.com

Context Visibllity Debug Log Configuration

Debug Level Configuration

Operations
Policy
© Reset to ) og Filter Enable

Administration
Component Name Log Level Log file Name Log Filter

Work Centers
filter INFO

Active Directory = Active Directory client internal messages ad_agent.log

Interactive Hel, admin-ca T CA Service admin messages Ise-psc.log Disabled

admin-infra 1 infrastructure action messages ise-psc.log Disabled
admin-license WARN License admin messages ise-psc.log Disabled
al-analytics INFO Al Analytics al-analytics.log [EETIEL]

DEBUG

anc Adaptive Network Gontrol (ANC) debug... ise-psc.log Disabled

TRAC ,
api-gateway oe APl Gateway native objects logs api-gateway.log Disabled

aplservice ISE API Service logs apl-service.log Disabled
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Mgt ZRIE—X  LRECEFBRUBER  BHERROERE,

: Bruntime-aaa. runtime-logging#runtime-configfk A58, B itk 2 &

f-=3
ABIE1596E |, LUB S REET .




AP B ERE
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FARBEESAERNARER , B SREE LERY I SEE M LB BETHENR. BUUARRANZETHRERR AR
BEMEL. TRERERNFRDER , THLCAZTETMREFM ARLHRNBRE,

BLERREERRE RNHRELRER  CEESREATRRMRERREENBAXENARARE,

EfEAYEEER , JAERERF > HEHR > AEEE > BElkEREREE :

= b Identity Services Engine Operations / Troubleshoot

)| Baokmarks Diagnostic Tools ~ Download Logs | Debug Wizard

57 Dashboard

Debug Profile Configuration

Context Visibility
Debug Wizard contains predefined debug templates with the help of which you can troubleshoot issues on ISE nodes. You can configure the debug log severity level for individual companents inside the template.
“_ Operations
I Policy
4. Administration
Status Node Applied
Work Centers

DISABLED

Interactive Help DISABLED

DISABLED
DISABLED
DISABLED

DISABLED

DISABLED

AR RERERIE

ERE-LEAERNER , REE - TAJBREA SRR



=yl Identity Services Engine Operations / Troubleshoot

Bookmarks Download Logs Debug Wizard

Caslibosrd Dsbug Profila Gonig
Context Visibility

Add New Prafile
Oparations

Policy AD Troubleshaoting

Administration

Wark Centers

Intaractive Help

drop-d

Component Name Description Log fila Name
accessiilter v RBAGC rescun Ise-psc.log
wo Diractory TRACE A itlog
INFO
IN
INFO
INFO

INFO

apl-sa
Ise-psc.iog

INFO a cazervice.log

INFO

ARN

INFO - Calk d log messages

INFO

INFO

collectoriog

clacosmnt Debug MET

cliant-wobapp INFO nt Pro T vor dobup mas
WARN ; or an M&T nodes
INFO
INFO

INFO

1B R AR

S EEE RN

RAAEAR , BIERANWTHBEREEN. BEER , ARE-TRHHN. ERERAERNER , ARE—Tsave:



Identity Services Engine

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> Debug Modes

Debug Log Configuratic
Context Visibility L

Debug Nodes

Operations

Policy Salected profile AD Troubleshooting

ose on which ISE nodes you want to enable this profils
Administration

Work Centers

B HostName Rol

ration, Monitoring, Policy Sery STANDALONE
Interactive Help

BE , XARBERDIEEHR

‘#ik’ Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Prafila Canfiguratian

Context Visibility DebUQ otile CO riguratio
bleshaot Issues on ISE nodes. You can configure the debug log severity leval for

Operations
Policy

Administration

Description Status Node Applied

Work Centers
1XiMA
Interactive Help Astive Dir BLED

ENABLED

=K

mR s



Mgt ERENHHLERARRZE , THERBTEENR.

FRAREREREAR |, EBEIEA, —TDebugNodes, BUHEFEABRMRMNETR , RER— T Save :



s Identity Services Engine

Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

Context Visibility

Debug Wizard

bug Nodes

Debug Nodes

Operations
Palicy
Administration

‘Work Centers

Intaractiva Help

FRgR

1§ T B AR B FAER (B

B IR > SMEEHER >

il |dentity Services Engine

Bookmarks Diagnostic Tools

Dashboard Debug Profile Configuration

Context Visibility Debug Log Configuration

Operations
Policy
Administration

Work Centers

Interactive Help

ERATERE

Download Logs

AD Troubleshooting

Host Name Persona

SSPT33A luisagar.com Ademini

Debug Wizard

Node List

Node Name

Rale

STANDALONE

Replication Role

STANDALONE

Operations / Troubleshoot

AEEE > BEANRE, EWMHY. &— TRest ToDefalt , REE—TYes,

Operations / Troubleshoot




2% . mMRERADebug Profilefd iR Fr {2 F Reset to Defaulti®18 , AlDebug Profiletemplated$ R IFRUAAREE | B iR E
BIHFERSNE  MERT T, MERATRASNEEERER STEFRAEEREREE , E— R REE,

ERESHEEANBERS  F2REARNXE , ERFAXERA T TN A NFH BFREE | ISELHRYEN B

{IFIECERE B

EAUT®S , WERECLIRARI BRI


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

« show logging application <logfile>

RETTANRKEERIR

SSPT33A/admin#show logging application 11947 Jul 18 2024 12:20:28 ad_agent.log 96501 Jul 18 2024 13:29:33 collector.log 116751 Jul 18
2024 13:30:00 guest.log 196958 Jul 18 2024 13:01:20 ise-€elasticsearch.log 5136021 Jul 18 2024 13:31:24 ise-psc.log 172755 Jul 18 2024
13:29:04 profiler.log 10596813 Jul 18 2024 13:31:10 prrt-server.log 28496 Jul 18 2024 12:37:04 redis.log 3489 Jul 18 2024 12:36:44
replication.log

R BEISERF B ARIEHI B FA- show logging application profiler.log tail

=P : BEBISERHEBRIEHYE FA- show logging application guest.log tail

RTSHRBEAEZN , FEABRFRSHK. =6 : BEBISEKE - show logging application local Storefisel ocal Store.log | include
70000\ NOTICE\

SSPT33A/admin#show logging application local Stor efisel ocal Store.log | include 70000\ NOTI CE\ 2024-07-18 00:03:28.668 -
05:00 0000423187 70000 NOTICE System-Stats: | SE Utilization, ConfigV ersionld=14667, SysStatsUtilizationCpu=5.41%,



SysStatsUtilizationNetwork=ethO: rcvd = 2052\; sent = 4062 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1577511\; sent = 115782 \;rcvd_dropped = O\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd = 2024-07-18
00:08:46.369 -05:00 0000423194 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionl d=14667, SysStatsUtilizationCpu=1.36%,
SysStatsUtilizationNetwork=ethO: rcvd = 1959\; sent = 3012 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1576019\; sent = 114411 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd =
SysStatsUtilizationDi sk Space=8% /opt, SysStatsUtilizationDiskSpace=1% /mnt/encpart, SysStatsUtilizationDiskSpace=8%
/opt/podman/containers/storage/overlay, AverageRadiusRequestL atency=0, AverageT acacsRequestL atency=0, DeltaRadiusRequestCount=0,
DeltaT acacsRequestCount=0, SysStatsUtilizationL oadAvg=0.40, SysStatsCpuCount=16, SysStatsProcessM emoryMB=18082,
ActiveSessionCount=0,

5t : k@& S show logging application local Storefisel ocal Storelog | include 70000\ NOTICE\TREA , BURREHS@HIER
RBISRISERRAS ( ERIRA ) o &t LLE ST d 5 show logging application local Stor efisel ocal Storelog | €23 "700005&
.



AR BB AR , AFECI +C—IR,
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SSPT33A/admin#show logging application guest.log | include portalwebaction

o show : T THARBERER.

» logging : #EAFR ARER.

« gpplication : FEEERFEAFBHNERERSEE,

* guestlog : EE®E Aguest.loghy BEFFIER.

+ include: kA HHBREL , MERIECRFIEEXRBREFHIT.

+  portalwebaction : 1 &l — 18 & K H - 8 S 1 BIR F S AE = (show logging application guest.log).

MRETRERENARER , TUBRURRESEE, UTRE—ERG , F—Tenter RIR&@H :



ise3-3a/admin#show logging application | include pxgrid 14059847 Jul 18 2024 20:46:09 pxgrid/pxgrid-server.log 5367398 Jul 12
2024 23:59:39 pxgrid/pxgrid-server.l0g.2024-07-12-1 16261440 Jul 13 2024 23:59:44 pxgrid/pxgrid-server.l0g.2024-07-13-1 16261440 Jul 14
2024 23:59:49 pxgrid/pxgrid-server.log.2024-07-14-1 16261794 Jul 15 2024 23:59:53 pxgrid/pxgrid-server.log.2024-07-15-1 16261625 Jul 16
2024 23:59:58 pxgrid/pxgrid-server.l0g.2024-07-16-1 16261479 Jul 17 2024 23:59:45 pxgrid/pxgrid-server.l0g.2024-07-17-1 0 Jul 12 2024
15:42:36 pxgrid/pxgrid_dbsync_summary.log 0 Jul 12 2024 15:42:36 pxgrid/pxgrid_internal_dbsync_summary.log 16744 Jul 15 2024 20:45:49
pxgriddirect-connector.log 2841 Jul 15 2024 20:45:44 pxgriddirect-service.log 6277 Jul 12 2024 16:33:53 pxgriddirect-service.log.2024-07-12-1
ise3-3aladmin#
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