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AR STREAN IR I E B & 17 R 75 51 28 (ISE) R B Cisco Secure Client Network Access Manager
(NAM)ELBHE 2R,

BREMN

EAP-FASTERE - MBS R HET. EE —FEE , EAP-FASTEATLSEF RIRRUFEARAREE
(TLVHRBEFSH/IBUBR T ZRBENZE, ELTLVERARERF in [ k< B EIERES 5
BREMENER, BEEUR , E_RRREFHRMISEHIMETE - P BFEUBRIMENS 0580
MR EREE R,

NAMEL BEl B RREAFEHEAP-FASTEAB MBI FE , YATAREEERNAR,
A, TENAMELEE ERERPEE S E R & EFE B,

HEWindowsE BEF A EAREREHNNAME B RN EHRF A,

1B A Windows £ & {5 Fi #8 [a] FI NAMEL i 55 78 3 BR #1498 5% o

ANEEHEBRERERTEERSPRESIZ(ISE)RFELLIEFAFFEEN L2 EFIHMAK
BEERNAMEEERNRYE , UERRZ2FAEERERE,

AR
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BRESRERHELT EE !

- 5@ BIRR%ESIZ (ISE)

« AnyConnect NAMFIEL & 2 Rim 4527

.« REEZREE

- HEAM802.1xAR ¥ I Cisco Catalystlit &

BRA T
ANAHNERARBIBEATHRBNERRA

« Cisco ISEMRZA<3.3% & FhR A

« Windows 10E2Cisco Secure Mobility Client 5.1.4.74% B & iR A

« Cisco Catalyst 92003 #2# , ## B Cisco I0S® XE 17.6.5 R E mhA
 Active Directory 2016

AXHFHNEARBBREEERERREANKENREL. XHEAINMAERERRCER (R
) AARERRE, MREHMEHREFT , FEAREERAEAESTREXNTZE,

#H RE
M E =



e

PC Switeh ISE Active Directory

ﬁ*#l)lb*I

EPCEMRIMIRE |, ISEREEEMIKRIKE TG FIRERE,
PCLEhttpREEEMRISEREFinFEEE , HPRISETENSAEAR,
RE , NSABEPCLZEZEEFIRNIERE,

REZEZAE , RAETHEISELEENRER EERNMNAMEEER
ZRENAMIER S HFEPC LAVERRE

EMBEBE , NAMEEBRIENAME EERHITEAP-FASTS 5 FE
REBRLT2AMEFEHR  ARBISEZ2FTERBRES A

SRER RS

AdotIx & 3 EFMEE @A B A IBH,

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius
aaa server radius dynamic-author
EFi1%10.127.197.53fA k25 £ 8 Qwerty123
auth-type any

aaa session-id common

ip radius source-interface Vlan1000

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radiusfAl lR8¥RAD1

address ipv4 <ISE server |IP> auth-port 1812 acct-port 1813
key <secret-key>

dot1x system-auth-control




AEEEMEISEFEFinHEMFNERAEEEEEMRACL,

ip access-list extended redirect-acl

10 deny udp any any eqig

20 deny tcp any any eqiZ

30 deny udp any eq bootpc any eq bootps
40 deny ip any host <ISEfa]fk231P>

50 permit tcp any any eq www

60 permit tcp any any eq 443

XM AR ERBEMhttpEER

2% |2 PR Mt R MR <25 & IR Mt SR BK 2 >

JE Mt Rk A

interface <interface name>

device-tracking attach-policy <2 & IR #t 5K #& & 8>

ip http server
ip http secure-server

THZEEFREREH

Esoftware.cisco.comFH THE ERERmER. T2EFHWindowsME R ERBEWebZBRESR

EERBBESHEY , 8 ASecure Client 5,

FFE B E. (Downloads Home) > TZ& 4, (Security) > MNixn2%Z %, (Endpoint Security) > T&%
ZE Fiw. (Secure Client) ( 2#5AnyConnect) > "Z 2% F %5, (Secure Client5)> T
AnyConnect VPNE Fix 28 , (AnyConnect VPN Client Software)

 cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg
* cisco-secure-client-win-4.3.4164.8192-isecompliance-webdeploy-k9.pkg
* tools-cisco-secure-client-win-5.1.4.74-profileeditor-k9.msi

ISE #H5E
$B 1.ZISELES

EEISEL LEZ2EFHEMESRAMEERAWebIBEB S , FEMEI/Workcenter > Posture > Client
Provisioning > Resources > Add > Agent Resources from Local Disko


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74
https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Rescurces From Local Disk

Agent Resources From Local Disk

Category Cisco Provided Packages

ChooseFile) cisco-secure- . deploy-k9.pkg

~ Agent Uploaded Resources

Name Version Description

wSecureClientDesktopWindows 5.1...  CiscoSecureClientDesktopWindows 5.1.4. Cisco Secure Client for ...

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Resources

Name Type Version Last Update Description

Lak Profile AgentProfile Mot Applicable 2024/07/26 17:23:41

Agent Configuratian AgentCanfis Not Applicable 2024/07/26 16:00:49
NAM Prafile AgentProfile Not Applicable 2024/07/26 16:00:00
CiscoSecureClientComplianceModuleWindows 4 0... 4.3.4164.8192 Cisco Secure Client Win...
CiscoSecureClientDesktopWindows 5.1.4.074 CiscoSecureClientDe... 5.1.4.74 Cisco Secure Client for ...

Native Supplicant Pro Not Applicable 2023/07/04 05:25:16 re-configu

CiscoAgentlessOS) 5.0.3061.0 2023/07/04 04:24:14 With CM: 4

SR 2 MR EREREIR T EEZINAMER
BEENARENAMEBRRWET B2 g BENAME B RS2,
BB 3.EISEL FENAME BiE SR

ERNAMELEREZR "Configuration.xmly #ERREEERERE LERISEL , FFEMEIClient
Provisioning > Resources > Agent Resources From Local Disk,



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Ressurces From Local Disk

Agent Resources From Local Disk

Customer Created Packa

Agent Profile

New Profile

Description

Choose Flle) configuration. xml

TRABVYREHREER

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Provisioning Policy
Resources Resources

Client Provisioning Portal
. ! -
1] Duplicate i Delete

~ : Version
Agent resources from Cisco site

Agent resources from local disk aSecureClientCo... 4.3.4164....
Native Supplicant Profile 1tConfig Mot Applic...

re Supplicant Pro... Not Applic...

Agent Posture Profile sAgentlessWind... 5.0.3061.0

AMP Enabler Profile | .
JsXSPWizard 2.7.0.1

NAM Profile AgentProfile Mot Applic...




Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy

Resources

: - Agent Posture Profile
Client Provisioning Portal

Mame
Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log
Operate on non-802.1X wireless

Enable signature check

1EPosture ProtocolZf % , TESECE I L AR B ESR BIFFE [ RS,

SREEBVUNERE

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy
Resources Resources

Client Provisioning Portal

{] Duplicate i Delete

Agent resources from Cisco site
Agent resources from local disk asecureClientCo...
Mative Supplicant Profile 1wConfig

Agent Configuration e Supplicant Pro...

Agent Posture Profile .
9 aAgentlessWind...

AMP Enabler Profile I .
JsXSPWizard

AgentProfile




BEHENZEEFRNSHAMERD , EREARET , BEISERIRZ 2. NAMADARTEE

Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Pro
New Agent Configuration

Resources

Client Provisioning Porta

ct Agent Package: CiscoSecureClientDesktopWindows 5.1 v

* Configuration Name: Agent Configuration

Description:

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW v

Cisco Secure Client Module Selection
ISE Posture .
VPN

MNetwork Access Manzger
Secure Firewall Posture

Network Visibility

EProfile T |, iE#EPosture INAMEL B 3 |, 638 — T Submit,



Overview Network Devices Client Provisioning Policy Elements Posture Policy

Umbrella
Client Provisioning Policy Start Before

Logon
Resources g

Diagnostic
and Reporting &8
Tool

Client Provisioning Porta

Profile Selection

* |SE Posture Paosture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Customer
Feedback

HER 6.7 F i HC SR G
AWindowstERRBE LT Finaaic REE , WERFE F —FPPRINHNERE,

Overview Network Devices Glient Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clignt Provigioning Policy . _— ‘ "
Client Provisioning Policy

Rule Namo Identity Groups Operating Systems Othor Conditions Rosults




SB 7 REEKRE
BRNARI KBRS TEERARGNET | SSEAEEISERE RS R BISR,
S EE S IG AR EE

EIE MR BEIPb it MIRADIUSH A €48 , FFE M FIAdministration > Network Resources,

Engine Administration / Network Resources

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server 5S¢
Network Devices

Letault Device
Network Devices

Device Security Settings

Name

Description

IP Address 1P : 10.197.213.22

Device Profile

Model Name

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Device Type All Device Types e
Network Devices

Default Device

Davice Security Settings

RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
Shared Secret
Use Second Shared Secret

Second Shared Secret

CoA Port



https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

s5E i FPolicy > Policy Elements > Results,

Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization

For Policy Export go to
Authorization Profilas

Lowmoagaoie ALLS

/7 Edit {] Duplicate il Delets
Profiling Profile

% Cisco
Posture =

& Cisco
Client Provisioning

% Cisco

fEcommand task T~ , BEEEEEMACLAEFIHALGME,

Dictionaries Conditions Results
Authentication Redirection

Authorization Profile

Autheorization

Authorization Profiles * Nam
Name .
Redirection
Downloadable ACLs

Description
Profiling

* Access Type
Postura 3 ACCESS_ACCEPT

Cllent Provisloning > Metwork Device Profile 3% Cisco ~ @
Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

“ Common Tasks
Web Redirection (CWA, MDM, NSP, CPP)
Client Provisioning (Posture) ACL redirect-acl L' Value Client Provisioning Portal (defi

Static IP/Host name/FODN
Suppress Profiler CoA for endpoints in Logical Profile

HER 10. AFT B E

i E K> K TR>-RR>F0RE> AFNHE |, BIFEAPER




Dictionaries Conditions

Authentication Default Network Access

Allowed Protocols Allowed Protocols

Mame )
Authorization Default Network Access

. Description | pefault Allowed Protocol Service
Profiling

Posture

Dictionaries Conditions Results

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
Authentication Require cryptobinding TLV

Allowed Protocols Allow PEAPv( onlv for legacy clients

~ B Allow EAP-FAST

Authorization

EAP-FAST Inner Methods
= Allow EAP-MS-CHAPv2
Profilin
< Allow Password Change Retries 3 (Valid Range 0 to 3)
Posturs 8 Allow EAP-GTC

Allow Password Change Retries 3 (Valid Range 0 to 3)
Cliant Provisioning ]
Allow EAP-TLS

Allow Authentication of expired cerificates 1o allow cernificate renewal in Authorization Policy

Use PACs Don't Use PACs
Tunnel PAC Time To Live
90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
L Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning
Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live
*| Enable EAP Chaining

v & Allow EAP-TTLS

5 E% 11.Active Directory

ER X ISEE N AActive Directoryid , W B INRRERHFTE , 22EHME,

EE> 5 4 &> 58 & > Active Directory




Engine Administration / Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources

SR 12.KBE
FEISE LU R EUBRFdotIxFA R, EMBIRM>KME,

Policy / Policy Sets

#iFActive directoryE A & 75T KW & 3R,

BBRERA, THENEREETRNRERA.
M ERARPIF,

- YIAEHE  EEMEISEREFIRARMAFARELEEFIRRENNAMEERER
- RHFGE  HETEFHRARMFUETEREECAMREESE

- BRFE  T2PEIE
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TR 1RISETHRLZE LS EFimikBB/NAMIER

EEEBdotIxREMNK IR , FE "HHeHE. RERA. EfMEIRHE> Radius >BNE H

EXBMLE | EERARKRNEERBURLMACL,

T

Switch#show authentication session interface te1/0/245$40%&
*H : TenGigabitEthernet1/0/24

[IF-ID : 0x19262768

MACHEHE : X4X6.XXXX.XXXX

IPveitit : KR40

IPv4iit : <client-IP>

FHEEZM . host/ DESKTOP-xxxxxx.aaa.prad.com
AREE . BIRE

e . &8

OperE##E : EEX#

Operi% &l B # : both

@8k . TEA

BREEID : 16D5C50A0000002CF067366B

MR EEEID : 0x0000001f

#HICHE - 0x7a000017

EHIKEE : POLICY_Te1/0/24

%II




R R B

PR#& 4R : DEFAULT_LINKSEC_POLICY_SHOULD_SECURE ( B %JIER150 )
LZEREE  ERE

TEMRE  EETLS

fAIRERRA :

URLEEM@ACL : redirect-acl

URLEE[M[

. https://ise33.aaa.prad.com:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee
7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

ACS ACL : xACSACLx-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

FIEMREEEFE

FEARRE

dot1 x5 7 B 2

Switch#sh device-tracking database interface te1/0/24

ORE B tth 1t SERK JE b 41k S TETVLANSR R B8 AR AE R0 R B e
ARP X.X.X.X b496.91f9.568b Te1/0/24 1000 0005 4mn W5 R39% , EFO

ERimLE , BEEEOTISERIRZ L ENERR , WIR— T StartE K ip & THEHREBIFo

Google Chrome isn't your default browser Set as default

cISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

Recent download history ®

Client Provisioning Portal : —
@ cisco-secure-client-ise-network-
assistant-
win-5.1.4.74_pk3-3.aaa.prad.com_8443_
Device Security Check WPTsDtDOROSunsnMYBIglg.exe
Your computer requires security software to be installed before you can connect to the network. 3.0 M8 = Done
Unable to detéct Posture Agent Full download history 2

+ This is my first time here

You must install Agent
accessing the network
Agent

fter instaliation, Agent will sutomatically scan your device
before allowing you access 1o the network
You have 4 minutes to install and for the system scan to
complate

Click here 1o download and inst

[P ¥

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
nebwork

3-"": You have 4 minutes to install and for the complance
check to complete

+ Remind me what to do next

BR—TEITRENSAEAREN,

o Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to

nartScreen is

unreachable and can't help you decide if this :

Publisher
-network-assistant-win-5.1.4.74_pk3-

BE  NSASRISERWUZLEFHRREBETH L ZHKIBZLFTME. NAMEBEBEMNAME BEER




configuration.xml,

FOViSiDning ® Cisco Secure Client - Downloader

The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Cisco Systems, Inc. Csco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

ZENAMR IR EHRMEIRT. B—TYes,



Ill ] M.
o Client Provisioning

The Cisco Secure Client - Downloader update checks have
\* been completed. [
evice Security Check

yur computer requires security software tg

B " Cisco Secure Client

o You must restart the system for the configuration changes to take effect
for:

Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes No

S B2 2 EAP-FAST

PCEFRBEAFERAEZEAE , NAMASIEBEAP-FASTHFEREMNEKETH M ERE.
MRKRIESHHRBFLRE  NAMBEREDER , YARKR KL AEABRKELSIERE,



"% Cisco Secure Client = >

AnyConnect VPN:
Ready to connect.

& M
EILED

HISERNEF HES L | #ium IR BN R AR A

B/7E , BENAMEBEREREE , BRI EAEAP-FAST , EAP-Chainingf& &% "Success. o



pk3-3/511201330/230
user
host/DESKTOP-OSCE4APT
PRAD
MuthentcationPaksed

Dt sl

Unknoean Access

Issued PAC type=Machine Aanhorization with axpiration timas:
=i Gl 2 07006 024

1 'I||I|'|.‘l_: |‘I oL

hauining Farsash Usar ard mascking both succesded

Dot1x Policy -

Charf sy

usar 1 @asn pred com

usar 1 @aaa prad com

DESKTOR-QSCEAPIS@ana. prad com

DESKTOR-SCEA F-'f'-|-$ﬁl-:|:|.=| prad oom

HER 3RER
ZE2EFRZEMARERER LT ERELRIRISER 2 ERBERS KRR




AnyConnect VPK:

n Use a browser to gain access.,

| v Connect

Web Authentication Required
Network:
ﬁ# Connected { b
Nl ) |
wired - R —
ISE Posture:
Compliant.
Metwork access allowed. Scan Again
[ |

0 @ et

CoATERER IR IGE | MERIRIE R IXEFF A RBE,

SE R R AR



$B 1INAMEEREZE

ZENAMEEE , BRFPC LA IR h B B FENAMEL & #2 Rconfiguration.xml,

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system

» ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client > Network Access Manager » system

Name Date modified Type Size

|2 configuration 7/26/2024 4:53 PM XML Document TKB
B internalEonfiguration 7/27/2024 12:27 AM XML Document 3 KB
= userConfiguration 7/27/202412:27 AM XML Document B

S B 2 NAMIER B 550 8%

B—TITHITH "2eEFRER, , RRERE "EL BF.



AnyConnect VPN:
Ready to connect.

B ZIME>BFREEH, #PEnable Extended LoggingBREL 5 #.,
BEROHEBERK/DEREA100 MB,

EHERE% , & — T Diagnostics1E & ik -2 I DARTHR# .



1 I ' I ' "
asco Oecure Client

Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all
i led © -

Diagnostics

Message HistoryZ§ % #8~ T NAME T BB S B M E R
SR 3. R ERVREE

EXBE RS LTS |, LUHERdotIxMNEE B EFE,
debug ip http all

debug ip http transactions

debug ip http url

set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dot1x-all debug
set platform software trace smd switch active RO radius debug

set platform software trace smd switch active RO auth-mgr-all debug
set platform software trace smd switch active RO eap-all debug

set platform software trace smd switch active RO epm-all debug

set platform software trace smd switch active RO epm-redirect debug
set platform software trace smd switch active RO webauth-aaa debug

set platform software trace smd switch active RO webauth-httpd debug



B AR AT 8%
show logging

show logging process smd internal
HER 4.I1SE LT
WEEEUTEMNISEXEREAT , UEADBBIEITHRE

- BP9

- ADO#EL

- WE

* runtime-AAA

e nsf

» nsf-session

« gt

- BEFIHWebFERA

MHEAE

BEEZE£EFiwmNAM

ISE#& i & & ST R I HR B 15 g

Catalyst 9000F %l 33 1 # I BY Dot 1 x & P& HE BR



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
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