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APl Request and Response flow

POST ( Identity Group Creation)

' 201(Created)

LosE

200 ( details in JSON Representation)

Details Retrieval

POST ( User Creation)

GET { User Details_Retrieval)

PUT ( User Details Modification)
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GET ( Identity Grou,
‘ 201(Created)
‘ 200 ( details in JSON Representation)
‘ 200 ( updated field)

LT RBBAPIETRENTAIZER , WRHEBREECHFUNBE,

1.5 402
FERAPOSTHEE & 1748,

APIFILEIURL:

https://<ISE IP>:9060/ers/config/identitygroup

AP Ry $R 5
HTTP 'Content-Type'#Z8E :  application/json
HTTP "Accept, tZ5H : application/json
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Request

POST - https://10.71.244.140:9060/ers/config/identitygroup

Headers~

Content-Type

Accept

+Add header
Basic auth~

ersadmin

Request bodyv

Type Custom

application/json

application/json

Response (0.711s) - https://10.71.244.140:9060/ers/config/identitygroup

201 Created

Headers >

2.5 HEFERARR

£ AGET 77 2B & &,

APIFFIYEIURL:

Show password?

https://<ISE IP>:9060/ers/config/identitygroup?filter=name.CONTAINS, <& {340 %>
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HTTP 'Content-Type'#Z 58 :
HTTP "Accept, ZH :

gl

application/json
application/json



GET :J .140:9060/ers/config/identitygroup?filter=name.CONTAINS.testusergroup
Headersv

Content-Type application/json

Accept application/json

+Add header
Basic auth

ersadmin

Response (0.786s) - https://10.71.244.140:9060/ers/config/identitygroup ?filter=name.CONTAINS.testusergroup

200 o«

Headers >

{
"SearchResult": {
"total": 1,
“resources": [
{
"id": "bb6ae7220-4289-11lea-aB4@-cee7c3felbld",
“name": "testusergroup";
"description”: " User group for testing",
“link": {
"rel": "self"”,

Send request

Show password?

"href": “https://10.71.244.140:9060/ers/config/identitygroup/b6ae7220-4289-11ea-aB48-ceeTcifelbld”,

"type": "application/xml"
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APIFEIL} Y URL:
https://<ISE IP>:9060/ers/config/internaluser/
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HTTP Content-Type Header: application/json
HTTP Accept Header: application/json
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{ "Internal User": { "name":
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Request “ T+

POST - https://10.71.244.140:9060/ers/config/internaluser/ Send request

Headersv
Content-Type application/json i
Accept application/jsen il

+Add header
Basic authv

ersadmin  ssesese Show password?

Request body
Type Customn
{
“InternalUsex®: {
"name": "testl23",
"email": "test@cisco.com",

"enabled": true,
"password”: "Letmein!l”,

"firstName": "test”,

"changePagsword”: false,

"identityGroups”: "b6ae7220-4289-1lea-aB40-ceeTc3felbod”, p

Response (80.364s) - https://10.71.244.140:9060/ers/config/internaluser/

201 Created

Headers >

4EREFAEARR
£ AGET T A A E A & R E .
APIFI4EIURL:

https://<ISE IP>:9060/ers/config/internaluser

BHEE : WURLTATARIBIBAEAE. AILAEAfirstName, lastName, identityGroup, name,
description, email, enabledi®RBEH &,
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https://<ISE IP>:9060/ers/config/internaluser?filtter=< A A B B 1 M6 % #>.CONTAINS ., <A HE
8 F9 4 oz 1B >

APIFF ALY $REE

HTTP Content-Type Header: application/json
HTTP Accept Header: application/json
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Request ol - I
GET -. 140:9060/ers/config/internaluser?filter=email.CONTAINS.test@cisco.com
Headers~
Content-Type application/json i}
Accept application/json i }

+Add header
Basic authv

ersadmin . Show password?

Response (1.348s) - https://10.71.244.140:9060/ers/config/internaluserfilter=email. CONTAINS.test@cisco.com

200 o«

Headers >
{

“SearchResult": {
"total": 1,
"resources": [
{
*id": "be9aee27-2212-4a77-aBe9-3092ba3b636e",
"name": "testl123",
"link": {
"rel": "self",
"href": "https://10.71.244.140:9860/ers/config/internaluser/beJaee27-22f2-4a77-aBe9-3092ba3b636e",
"“type": "application/xml"
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APIFEILAJURL:
https://<ISE IP>:9060/ers/config/internaluser/<{ A 5 BR4 o R A9 £ 2 32 I 49 65 A & ID>
UERERASRAPNBRIBREERA href URL,
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HTTP Content-Type Header: application/json
HTTP Accept Header: application/json
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{ "Internal User": { "id": "

il -
Request

PUT j

Headers~

Content-Type

Accept

+Add header
Basic authv

ersadmin

Request bodyv

140:9060/ers/config/internaluser/be%aee27-22f2-4a77-a8e9-3092ba3b6i6e Send request

application/json &

application/json i

.........

Show password?

Type Custom j
{
"InternalUser”: {

"id": "beY%aee27-22f2-4a77-aBed=3092ba3bfibe",

"name”: "testl23",

"password": "Letmein!3”,

enablePassword": "Letmein!3

}

}

Response (2.177s) - https://10.71.244.140:9060/ers/configfinternaluser/be9aee27-22f2-4a77-aBe9-3092ba3b636e

200 ox
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758 W EAdministration > Identity Management > Identities > Usersin ISE GUI,
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