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BEEMEMF  AFAEEAEEET B AR , UEAEMNADEERESHKRERN
SRR, KFFAKFECRENHERZHEIEE.

ANHPHNERABRRIBATRENEERIRA

* Microsoft Windows 10 Pro
+ Cisco WLC 5508 ( 8.5.135.0h% )
« ISEEXEEIRA3.0

ANHHNEARBBEREERTRREANKEMEL. XHEAINAMERERRERR (AR
) AVAERERRED . MRIEHVEREET | FBHRARCHEAETAE S TRERNTE,

HEAR

1]

L
WIRELESS PC

7N
~

‘

SSID: GUEST-WiFi

@

INTERNET

L RBIBHEERENTEEMGRME T @ AEE,
U B —ORAE -

SBR1SHEEREEBDREER B FIR(SSID) : SHEWIFi, ER—ERKME , FHISEELT
MACBRLLETERERE. LEMRBEEHRISELME_FERERL , YEREREEREEOE
FEBTHEMME, ISEREEEMEcisco-av-pairfIRADIUS Access-Accept:

« url-redirect-acl(%BEFHE@MPLFRE | UREWLCAME FEXNEFEIRFEEACL)HNERE)
« url-redirect ( REEEM@MEISEMNLE )



TR 2HEFEAZEEERRISE, #FHEE—TRegister for Guest Access , T F 2 IZMHRELUEZR
Ao REGKEREENSOETELKIRFNER. WABATENRBZMEE , SUE BT
AERHAMEZWEENAE, BIURFE , KACHERUEE (CAEEBNEG ) XFEA
Lgb/%%ﬁlo

S ER 3.ISEmWLCEERADIUSERER E (CoA)EFERE. EFAEEIEEBAuthorize-OnlyBHR
RADIUSTFERERE , WL.CEEHNRFMEAE. ISEBBWLCAMEZEM Access-AcceptHl
Airespace ACLETTEE |, EREH InternettVFHR ( AT FEAENRKRFHBBUARBZERE ) .

N orE TERSARBHTEAP)RE | ISEABERECOA Terminate UBREH S HRE | B
REAPEFEUNRFERAMISEZ ™. 1El ¥1)5AMAB(MAC BJ& ) , CoA Reauthenticate i 2 5
T AEERCYEB L REESE S

SR AGEEREEFENERESBET T,
AL (BRE R ) SEEMINE , AREN B FEE(BYOD).

N

AxX fE

WLC

1. AR B 7RI NEIRNFTRADIUSHIREE. BEZE Security > AAA > Radius >
Authentication SABX FARADIUS CoA(RFC 3576)

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit
v AAA Server Index 2
General
» RADIUS Server Address(Ipv4/1pve) 10.106.32.25
Authenticat
uehen LA dan Shared Secret Format ASCII
Accounting
Fallback Shared Secret
i Confirm Shared Se
Downloaded AVP nfirmiSho eret
» TACACS+ W
LDAP Key Wrap {Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local Net Users
Port Numbe: 1812
MAC Filtering s
= Disabled Clients Server Status Enabled
User Login Policies
Py Suppart for CoA Enabled [
Password Policies Server Timeout 2 seconds
» Local EAP Network User Enable
Advanced EAP Managament Enable
¥ Priority Order Management Retransmit Timeout 2 seconds
b Certificate Tunnel Proxy Enable
= Access Control Lists Realrm List
Access Control Lists 1PSac Enable

CPU Access Control Lists
FlexConnect ACLS
Layer2 ACLS

URL ACLS

Accounting G LI ELE . ZEFE1ECalled Station IDBM HEEWLCEAEASSID , A
ISEARIESSIDEL B ZSER IR A



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP
Security RADIUS Authentication Servers
v AAA Auth Called Station ID Type AP MAC Address:SSID B
General
= RADIUS
Authentication Use AES Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Security RADIUS Accounting Servers
* AAA .
Acct Called Station ID Type IP Address
General
» RADIUS MAC Delimiter Hyphen
Authentication
AcEDting Network Tunnel Server
;ar::gack User Proxy Index Server Address(Ipv4/Ipvé)
Downloaded AVP 1 *  10.106.32.25

. FEWLANSEET , BIZEEZELANWLAN)GSEWIFIXEEERAONE. FERAMACERE
Layer2 securityf% E ANone, E&L2/FEFE. REMIIIRAAARRSEF , BESORE
FMECHRAVISE IPH#itE, EAdvancedEE L , BUAAAA Override , Y ASHBEE A A HI(NAC)AR
RESRTEBISE NAC ( CoAZE ),

. BE ZSecurity > Access Control Lists > Access Control Lists , REE I MEFEUEE :
 GuestRedirect, AT BEENNRELEECAEHMRE
* Internet , A FIMBIRIRIER , T E H MR AR

AT RGuestRedirect ACLW &SI ( FEREFHE QP HERISERERE )

Security Access Control Lists > Edit
~ AAA
General General
= RADIUS
Authentication Access List Name GuestRedirect
Accounting
Fallback Deny Counters 1}
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
LDAP 0.0.0.0 /  10.106.32.25 /
1 Permit An An An A An o
Local Net Users 0.0.0.0 255.255.255.255 i : Y v i
MAC Filtering
= - 10.106.32.25 0.0.0.0
= Disabled Clients 2 Permit d / Any Any Any Any  Any 0

N e ralie 255.255.255.255  0.0.0.0

AP Policies
Password Palicies

b Local EAP

Advanced EAP
» Priority Order
b Certificate

v Access Control Lists
Access Control Lists
CPU Access Control Lists



ISE

1. RIFEROSHEEASBEREERWLCHTEARBIEALE,
2. B in B B 4H. EfZE T/EFU\(Work Centers)>3h & 35 (Guest Access)> & 148 (Identity

Groups)># i & 1848 (Endpoint Identity Groups).

= Cisco I5I

Overview Identity Groups Ext Id Sources Administratior Metwork Devices

Identity Groups
Endpoint Identity Group

Endpoint Identity Groups
i% Profiled
su Blacklist p— - -
, GuesiEndpolnis
, Clsco_GuestEndpoints
=, RegisteredDeviees m CGancal
sy Unknown

User identity Groups

SEMB TP OU>HEFEASFIFMT4>FRE , BYSFHEE, F2RELFHFRRTZ8
BRSO SRTF



Overview Identities Identity Groups Ext Id Sources Administration Metwork Devices

Guest type name:; *
Guest Portals

Guest Types Guest-Daily

Sponsor Groups

Sponser Portals Deseription:

Guest account acoess for 30 days

-
Lamguage File
Collect Additional Data
Custom Fields...
Maximum Access Time
Account duration stans
From first login
© From spensor-specified date (or date of self-registration, if applicable)
Maximum account duration
5 days - Default 1 (1-998)
Allow accoss only an those days and times:
From  9:00 AM To  5:00 PM Sun ¥ Mon 7 Tue  Wed ¥ Thu
Configure guest Account Purge Policy at:
Work Centers » Guest Access > Settings > Guest Account Purge Policy
Login Options
Madimum Simultanidous 16gins 3 (1-999)
WWhen guest exceeds limit:
0 Disconnect the aldest connection
Disconnect the newest connection
Redirgst uger 1 2 portal page showing an error message :_"l
This requires the creation of an authorization policy rule
Maximum devices guests can registar: § (1-948)
( Endgoint identity group for guest device registratien:  Cisco_GuestEndpoints A '::D

Portals & Components

« Fri Sat

ABMHFHHEMAFER  BEMHEMF. BMZEIEH O (Work Centers)>Eh &1 A (Guest

Access)>3h &9 F (Guest Portals).



Create Guest Portal - Choose Portal Type

Choosa tho Cypss of POrtal Yo Want 1o CIsane

Sporscned-Guest Ponal
Sponsars creaty guosts’ sccounts. Guesis Catmal eroall thair owe sstauns,
O Self-Registered Goert Portal
Guosts provice information to sutomatcally Croats sn SCCOUNL, With SHONSOr 3pProval &% &n optonal roquinement
Hotspos Guest Panal
Guosls can ACCosE thi ribwiik withoul cracenlishs, Bl you can a0d & weltome masEge and AR,

GB‘MQI m

5 RFFFEE , 2RCEVNGHERR  ARE '2HEE, RETEEARBBHRE , L&
BEFBHEERE.

BEEWIEISE LEESMTPRAIMRBRNESR , F2EUTXE

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216187-configure-
secure-smtp-server-on-ise.html

EATEHMRERE RTERIE, EPortal Page Customization™ , I B ERBERWAMEEH,. &
RERAT , SERFHARHAIR , TUERIEREHFRL THRENRE.

= Cisco|SE

Work Centers - Guest ACCess 9 @ B8 @
Chviividw Mherlities Idetity Groups Ext I Sources Adrinistration Metwork Davices Partals & Componenls Manage AcCownls Policy Ebants Policy Sets Mong
—
Pormsl Nama: Diederigitan
[
ik Clsco_Guest Seil-reglstered Guest portal
Grist Tids
Sposses eoeps
Language File B
Spondes Peral

Ponal tast URL

Portal Behavior and Flow Setlings Pomal Page Customizalion

Portal & Page Settings Guest Flow (Based on settings)

¥ Portal Settings

Lo
¥ Login Page Settings l
Sl Bagirabion e o
~ Registration Form Senings
(_.-lﬁ.nn o0 QUEST YDl Gt Didly ~ ) l I l
Sl Anqarration Change Femmecrd e v
Configure guest typas at:
Waork Ganters > Guest Arcess = Configure = Guast Types l

b Dtk et
Account valid for: 1 Dy w Maximum: 5 DAYS
I



https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html

6. BB EM B TE > Guest Access > Policy Elements > Results > Authorization Profiles 3R & i&
EMEREREER.

+ Guest-Portal(E B EFHE @ EFHE A ACisco_GuestH & AGuestRedirectiy EFE[EACL),
It GuestRedirect ACLE LRI EWLC EE VW,

= Cisco ISE Work Centers - Guest Access

Owverview dentities Identity Groups Ext Id Sources Administration Metwork Devices Portals & Components Manage Accounts Policy Elements

Authorization Profile
Conditions >

est-Parta
Results w

Allowed Protocols Reddirect to Self-registered guest portal

Authorization Profiles

ACCESS_ACCEPT o

Dawnloadable ACLE

 Permit_Internet ( Airespace ACLZ R Internet )



= C(Cisco ISE Work Centers - Guest Access

Overview |dentities Identity Groups Ext Id Sources Administration Network Devices Partals & Components

Autharization Profilas > Parmit_internet

Conditions >
Authorization Profile
Results ~
* Mame o
Allowed Protocols Permit_internet

Authorization Profiles
Description

i

Downloadable ACLs -

* Access Type
ACCESS_ACCEPT ~

Metwork Device Profile &% Cisco e £

Sarvice Template
Track Movement [
Agentless Paosture

Passive Identity Tracking

~ Common Tasks

Airespace ACL Nama

Airespace [Pvé ACL Name

ASA VPN

758 & RDefault I RIEER, ESAFEMFHERRERRREE. FE—ERERMABHN &
DERERM | R AFFMACS 10 B E #1B(MAB) & 13 By 78 & ¥ K AMacit 1t #48 ( A =21E
:‘i'ﬁ ) o

= Cisco ISE Waork Centers - Guest Access Q @ @ &
Qverview Identities dentity Groups Ext Id Sources Administration MNetwork Devices Portals & Components Manage Accounts Policy Elements Paolicy Sets More
Folicy Sets— Default Reset Pollcyset Hitcounts
Status  Policy Set Name Description Conditions Aliowed Protocols | Server Sequence  Hits
4
-] Defauit Defauit policy set Default MNetwork Access <X o

Authentication Policy (3)

(¥) Status  Rule Name Conditions Use Hits  Actions

Internal Endpoints
Optionsg

Wired_MAB REJECT

Wiraloss_MAR

] MAR oR

DROP



8.7£ @ — B L Efn B|Authorization®K g, BRI MRERA , W TFEFIR.

Authorization Policy (15)

() Status Rule Name Conditlons Profiles Security Groups Hits  Actions

AND Select from list o qok
. §  Radws-Called-Statkon-10 CONTAINS Guest
Wifl_Redlrect_to = = . e P
AND juest-Portal Select from list 0 {(ﬁ}-
Guest_Paral — 5
Wireless_MAB

B ESSIDEBNFERENABATMEMHE , AtEE_FERACEYEERRHEME,
FRERINEAE , ISER{EIARADIUS CoA , MWLCEHTEHERR., E—X , STEFE—ER

EBRA(BRERATENRESFOHEN -0 ) , XEFEAEESPermit_internetIRER E1E

E 38

9.3 FIE AT LAME A Guest flowfRHF REREF AR . ZIFHEEREISELEEEEE  BEERBM
. MRZEFEAERENSHEFEABZCKIBEBEMRENBME , AICEELH. ISERZEIREMH
BEIEAZE B (NAD)WRadiusiEiRFILHER |, SRR ILWFERMBR, EILMEE , FHE®ZENetwork
Access:UseCase = Guest FlowBy . Eit , RR IRV EREB S HRENSERNHEIETSH
BENBRRIEEM,

nnnnnnn

N xE  EERTUERARESESERKAPESE  EFERSEATE.

E2RARNIEFMBRRISES TR KASBEE.

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/20027 3-Configure-
ISE-Guest-Temporary-and-Perman.html

ERAXEAR , BREENEEREBEEEE.
1. EBFFESSIDEABi W 8 AURLR , RIKERLEMEQZHEMFEE , W TFEAR.



https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html

<« c 'Q @ & htps: ffise3-1.testlab.com:844 3 /portal/PortalSetup.action?portal=eet10943-60d5-4349-889b-3213b1e8ch we @ 1}

atfrat]is

cisco Guest Portal

Welcome
Sign on for guest access.
Username:

|

Password: Reset Password

Passcode: *

Or register for guest access

2. ARERBEEMEBRE , B4 HE&ERegister for Guest accessiBlE, RIFASERAREBIUKRSE
MEFER, MRE "SHEMFL BETHAT "SR, BB , AISEXERE (ETMN
BREAFEFEEIFIBNHABETEM)

© & httpsy//ise3-1.testlab.com:8443/portal/SelfRegistration.action?from=LOGIN 80% - O o

ciISco Guest Portal

Registration
Fiease complete this registration form
Registration Code*

8018

Username
guestl
First name
Foonam
Last name b
Garg
Email address”
poengang@cisco.com
Mobile number
- 91 = 0000000000
Company
Cisco
Person being visited{email)
abo@cisco. com
Reason for visit

Personal



BSMRRBRFEAEREFETMEE , FEMZEITEF 0> Guest Access > Settings > Guest
Username Policy AEEERTE. AT 2 &4l

Administration More -~

Owvearview ldentities Identity Groups Ext Id Sources Metwark Devices Portals & Components Manage Accounts Palicy Elements

Guest Account Purge Palicy Guest Username Policy

Custom Flelds
Guest Email s!“i"g’ Configure username requiraments that will be enforced for guast usernames. Usarmames arg not case sensitive
Usemame Length

Guest Locations and S5IDs

Guest Username Polic =
i Minimum usemame length:* 4

{1-64 characters)
Guest Password Policy
DHEP & DNS Services Usemama Criteria for Known Guests

If data is available, base usemame on:

Legging
[« ] neés Aned 188t name
O E -
Ci Allowed in Usemames
Alphabetic: Custom v ABCDEFGHIJKLMNPQRSTUVW
Minimum alphabetic: 3 (0-64)
Mumeric: Custom 23456789
Minimum numeric: 3 (0-64)
Special: All supported £
Minimum special: 0 {0-64)

4 MINBIIRF®R , RFKEERAERRE (BRBEIEEBRBERNER )  NRETTERE , 5
EERAEERREEFHFEA

R

3-1.testlab.com:844 3/portal/CreateAccount.action{from =5SELF

ci1sco Guest Portal

Account Created
Choose how to receive your login information, by text or emiail
You can only click the button 5 times

Email Me attempts lefts

Username: guestl

Password:

First name:

Last name

Email:

Maobile number:

Company:

Location:

SMS provider:

Person being visited (email):
Reason being visited:

3154
Poonam

: Garg

poongarg@cisco.com
+810000000000

Cisco

India

Global Default
abc@cisco.com
Personal



Your Guest Account Credentials

ise@testlab.com <ise@testlab.com> Today at 9:47 AM

To: Poonam Garg (poongarg)

'/@

Hello Poonam,

Your guest account details:
Username: guest1

Password: 3154

First Name: Poonam

Last Name: Garg

Mobile Number:+910000000000
Valid From: 2020-11-07 09:43:50
Valid To: 2020-11-08 0

Person being visited: a

Reason for visit: Personal

S5E-TEALREMEBE (WREHEFMFTERE , AITREFZEMHBEER ; ERAAFFAER
BNEAEZRANS —EX2#H ).

© & o htt I .testlab.com:844 tal/Self trat - STRATION w

cISCO Guest Portal

Welcome
Sign on for guest access

Username:

guest1

Password: Reset Password

Passcode: "

8015 |

Or reqgister for guest access

6.5 Ih# , AIIRM— @R EAKREEAUP) ( MREHEMFTERE ) . REAEAEERERR
WEE , B UEREARERE ( LA[EGuest Portal FELE ) -



e3-1.testlab.com:8443/portal/LoginSubmit

atlear]
CISCO

Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy You are responsible for maintaining  ~
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers

the Service for activities such as the active use of e-mail,

instant messaging, browsing the World Wide Web and

accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of

our Service is prohibited. Trying lo access someone else’s
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and

interference with other network users are all

prohibited.Cisco Systems resemnves the right to suspend the
Sefvice ifCisco Systems reasonably believes that your use of

the Service is unreasonably excessive or you are using the
Semvice for criminal or illegal aclivities. You do not have the

right to resell this Service to a third party. Cisco Systems

reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Semvice itself. Motice of any revision, amendment, or v

B T . T T ———

nit.action?from=AUP o @ 0

© &£ =0 https://ise3-1.testlab.com:8443/portal/A

Inr
Guest Portal

CISCO

Change Password
You are required to change your password now. Please enter a new password.
Current password:

New password:

Confirm password:

...ﬁ

9 PostLogin Bamer 5

<« (& Q © & ~° https://ise3-1.testlab.com:8443/portal/Chan

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.



TRE-H (BAREIRE ) MEECSR TEABEUHE

@ o .

cISCO Guest Portal

Success

You now have Internet access through this network

a3
ADRENETT AR ARG TR B,

LB ER | ISE#EOperations > RADIUS > Live Logs T B RIEL A5 , MBI Ro

Tima Status Detalls Idantity Endpalnt 1D Authenticat..  Authorization Pollcy Authorization P— 1P Addrass Idanitity Group
e At
st D [ 10.108.32.2

How 07, 2020 0&:15:14.85

LLTFRRE

- SEMFEHEIBTE —ERERA(Wifi_Redirect_to_Guest_Portal) , 4 E 7 [ 2 Guest-

Portal (53 B Zh).

- SEHEFESEIETEREM. RHBEA (EAMELMNIRS ) & , ISEEEIECoAERNR

&, WHWLCHERS (B RERER).

« WLCfEFAuthorize-Only B 1T E# & 1058 , A IREIACLE #&(Authorize-Only

succeeded), AahEiRft T EMEMNERKHE,

#R 5 (Operations > Reports > Guest > Master Guest Report)i 2R :

Master Guest Report My Reports
From 2020-11-07 00:00:00.0 To 2020-11-07 04:38:26.0
Q
Logged At Guest User Name MAC Address IP Address Operation
b4 T:nny' S - Guest User Name MAC Address IP Address Operation
2020-11-07 04:17:01 1 guestl D0:37;45:85.EF:64 10.106.32.254 Password f‘:hnngn

2020-11-07 04:16:33.9 guest] D37 45 80EF:64 10.106.32.254 AUP

2020-11-07 04:13:51.0 gueosti D:37:45. 89 EF:64 10,106,32.254 Add

REACEAE (AREMRAE ) TURISHEFEAENEIIRE,

Export To Schedule

7 Rafrosh

Sponsor User Name

Sponsor Usar Name

vestl

SelfReglstration



tERPIERER MRS , BEAEEEARMNFE .

Welcome test123 - i
e

cisco Seonsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)
Resend Extend Edit Suspend Delete Reset Password Print
Username: guestl
Password: ...
First name: Poonam
Last name: Garg
Email address: poongarg@cisco.com
Company: Cisco
Maobile number: +910000000000
Person being visited (email): abc@cisco.com
Reason for visit: Personal
Guest type: Guest-Daily
SMS provider: Global Default
From date (yyyy-mm-dd): 2020-11-07 09:43
To date (yyyy-mm-dd): 2020-11-08 09:43
Location: India
5SID:
Language: English
Group tag:
Time left: 0D 22H 48M
State: Active
Done

&S

HRUREPNESEER , TURBETENEE, MAEE—tIHMRBIRGuest PortalBL ERY , Hibit

A : Work Centers > Guest Access > Portals & Components > Guest Portals > Portal Name > Edit
> Portal Behavior and Flow Settings, EEEMRETIE :

EEE B

- AEEE — #HRRFENEERENKRE. BRIYRE, EARBNEER (ERRKEEE
ERVFEACHWES)
- RS — MRBA  ERFNEZBNEREETEREM ( XREERMIRFREREZR
)
« AUP — 7 B 1T R 452 2 i PR SR
- BBRAMERBABFIRFNER,

BASERE

- SERE — WRBA  BRAAFAERBHSHEEREZEA.
« AUP — 7 B 1T E M B 452 32 A R o



- HIEEIRE,
KEFMERE

- ERIERT  #EBSABEM.
FEHEBEESRAMRE

.« RTFERAREMREE,
BYOD&%E

- AHBPFRESRNCEERAEEMEAARE,

i ARUERIIRS

MREEHREERETEEZ T EXRGFESGIAREE | AFFEMNIRFSAARIBALLE, W
RRALMEREFBHRREABRERAN (ARSBEFRFHE) -

o0 RN E B 3 2 (SMTP) AREM B , AITERIIRS :

&« c @ © £ https://ise3-1.testiab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION w

cisco Guest Portal

Account Created

Choose how to receive your login information, by text or email,

Your request for network access is denied Please contact your
hostfor more information

First name: Test
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

[s

R Bguest.loghy B FEMERS , HASMTPRIREFELEIRRR , MBEA S FHAEE I EBHEHER
=N

<#root>

2020- 11- 07 07:16: 38,547 ERROR [ GUEST_ACCESS SMIP_RETRY_THREAD][] cpm guest access. api services. util. Snt pM
j avax. mai | . Messagi ngExcepti on: Could not connect to SMIP host: outbound.cicso.com port: 25, response: ¢

2020- 11- 07 07:16: 38,547 ERROR [ https-j sse-ni 0-10. 106. 32. 25-8443-exec-1][] cpm guestaccess. api servi ces. Nnc
com ci sco. cpm guest access. excepti on. Guest AccessSyst enExcepti on: com ci sco. cpm guest access. excepti on. Gues



%

EREALEENEFBAMSMTPRARGFEER , IRFGE :

= Cisco ISE Work Centers - Guest Accass a @
Ovarview ldentities dentity Groups Ext |d Sources Adrministration Network Devices of Manage Accounts Pelicy Elemants Palicy Sets Mora =
Guest Azcoint Purge Policy

Guest Email Settings
Custom Fiolds
Guest Emall Settings onlbound cissd 6o
Guest Locations and S51Ds

Configure SMTP server at:Work Centers > Guas! Access > Adminisimtion > SMTP Sarver
Guest Usemame Policy

Enable emall notifications to guests

Guest Password Policy

DHCP & DNS Services

Logging

@ Account Created

< ¢ @ @ £ https;/fise3-1.testlab.com:8443 /portal/CreateAccount.action?from = SELF_REGISTRATION - & %

cisco Guest Portal

Account Created
Choose how to receive your login information, by tex or email

First name: Poonam
Last name: G
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

BAERGERSIHERER  £HAEBBNRBERALAE BB fEInclude this information on the
Self-Registration Success pageZBo Mk, EMEEFTEREAMER K SHECAENBREERE
MTFAEETNEENMEFERYEINBELNER, Mk , efXBEEBEARBE(SMS)HE
B E%, LR IE XA ESend credential notification upon approval usingZf 4 (2 # & 7 B4
ISMS)HF A .

6 3% A BB AE F B4



Guest Approval Request Or

ise@testlab.com <ise@testlab.com> Today at 1:07 PM

To: Poonam Garg (poongarg)

9

Please approve (or deny) this self-registering guest. The guest provided the following information:
Username: guest_user

First Name: Poonam

Last Name: G

Approve

Deny

iR A B#ApprovaliE#E I B A E|Sponsorfi F |, BiRF 2B H#tE

cI1SCO Sponsor Portal

Guest (guest_user) has been approved.
Help

LR  AHFSIEERAEEA (FRERE FHHHSMSEKRNEE ) -
EmE2 , WRERERT =ZEE FE bt -

- BA TEAAL I, ERFEERN , AERBEARPFPESR , YAEREAERN (AR
Fit ) M EREFHFMERAN "RM4AL thuk, £ ITEHO(Work Centers)>5h & ## A (Guest
Access)>E% E (Settings)> 5 & B4 5% € (Guest Email Settings) T Bl & LLEZE -

- BA TWHAL ik, ARBAREASKRIEZEMIRS . EGuest Portal BWork
Centers > Guest Access > Guest Portals > Portals and Components > Portal Name >

Registeration Form Settings > Require guests to be approved > Email approval request to ™
BLiE b 18,

« BT TWHEAL Hbut, ERHMFEFERAEESMEBREMAN, WREHPSend credential

notification upon approval using Email , AI# 3 2 RIFEFHER (FHAESBNER ) WE
FEHEEGHE.

SEEE & TUBBSMSME, SAREL TERE :

1. 7£Registration Form Settings ( B &IEERE ) TEESMSIRBERRMR !



SMS Service Provider
Guests can choose from these SMS providers:

@ Global Default
T-Mobile

8 ATT
Verizon
ClickatellViaSMTP
Orange
Inmobile
TheRingRingCompany
Sprint

@ Maas

Guest see providers list only it multiple are selected
Configure SMS providers at:

Woark Centers > Guest Access > Administration > SMS Gateway Providers
2. iZH Send credential notification upon approval using: SMSEEU 5 ## .

~send credential notification upon approval using:

B Email
B SMS

3. % IEEREERMIRFRERERETHREMAR !



© ﬁ https://ise3-1.testlab.com:8443 /portal/SelfRegistration.action?from=LOGIN

Registration
Please complete this registration form:

Registration Code*

8015

Username

Guest13

First name

Poonam

Last name

Email address*
poongarg@cisco.com

Mobile number*

—— 91 > 9999999999

Company

SMS provider*

ATT

Global Default
Naas

4. FEPMER MU M EFE B EIESMS:

D & https://ise3- 1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION

atfrer]n,
CISCO

Guest Portal

Account Created

Choose how to receive your login information, by text or email.

First name: Poonam

Email: poongarg@cisco.com

Mobile number: +919999999999
Location: India
SMS provider: NaaS

N R



5. #& 7] LAfE Administration > System > Settings > SMS Gateway T B iESMSIREHER .,

KB

MBEFEEAEEALIEZAUPEIRIZE T Allow guests to register devicesiZ1E |, BITJLAGFMEE

~ Guest Device Registration Settings

Automatically register guest devices

A message displays to guests when they reach the maximum number of supported devices.

Allow guests to register devices

You can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the user logging in to
this portal.

Configure guest types at:
Work Centers > Guest Access » Configure > Guest Types

U £ https://ise3-1.testlab.com:8443/portal/ChangePwd.action?from=CHANGE_PASSWORD - ﬁ

CISCO Guest Portal

Device Registration

You can add a maximum of 5 devices. Enter a device |D and device description. The device ID is the MAC address or Wi-Fi address of the device. Itis an
alphanumeric ID in this format: A1:B3:E5:19:6F BB

Device ID *

D0:37:45:39.EF.64

Device Description *

Cancel, Continue

Manage Devices (1)

D0:37:45:89:EF 64

IR RECEHFE(ENUR TEEEE, (Manage Devices)iBEEH), ERRARET
Automatically register guest devices.,



220N

I RiEE T Require guest device compliancei®Ig , BIFAEEAE BT ALIEZAUP ( AR TEE,
THEIM ) & , SEABTARE (NAC/WebRE ) WREBETHE, ISEREE FinFE# BILL
BEXSERAGBENRE, RE , THH LETHREBHTZ MG (REZLFTMARR ) WER
BXFISE |, ISEBRIBEEFECoAE N & 175 UF duR a8,

A RER RER A TR T AR -

IdentityGroup-Name EQUALS Endpoint Identity Groups:Clsco_GuestEndpoints

Wireless_MAB
] Guest_Complaint AND PermitAccess
Radlus-Called-Station-ID CONTAINS Guest

€

E Session-PostureStatus EQUALS Compliant

IdentityGroup-Name EQUALS Endpoint Identity Groups:Cisco_GuestEndpoints

Permanent_Guest_Access AND Wireless_MAB Limited_Access

L Radius-CGalled-Station-ID GONTAINS Guest

L)

Radius-Called-Station-ID CONTAINS Guest
AND Guest-Portal
Wireless_MAB

@ }:\l_'ilf_i_Red rect_to_
. Guest_Portal

% — @& FIGuest_Authenticate R IV FTEAEEEO R BBEMEEMAF., FAEBTHMALE
A%, COASENZEMRE , FREKESHTRENHRNERFIBHTE, REERET
NACREB TETFEERE , COATEBRXERREMRRE | UFREH InternetlIFH,

ZEREN AR BELFERD ERNEFiRHERR

@ Connecting to Network

- (& Q © & https:/fise3-1.testlab.com:B8443 portal/Continue.action?from =CLIENT_PROVISION B Ll &

cISco Guest Portal

Connecting to Network

To continue, install and enable the latest Java version, and
make sure the Java plug-in is not blocked. You can download
and install Java from http:/fwww java.comien/download. If you
are unable to download Java, connect to a different network and
try again

MREREguest.logiE =R :

<#froot>

2020- 11-09 09: 23: 32, 157 ERROR [https-j sse-ni 0-10. 106. 32. 25-8443-exec-7][] guestaccess. fl owranager. st ep. ¢

BHEEE

mERiEFAllow employees to use personal devices on the networki&18 , R Itt P9 5 192\ 7 52



ETWLUEIBBYODRELEMEALRE. HRHEEAE  RREFTEERXEFAAR.
"TETIFEAMFERNE. RTERE?

FHRIERT , fEFGuest_Portal_Sequence identity storeFtEFH &I :

~ Portal Settings

HTTPS port: ™ 8443 (8000 - B399)
Allowed interfaces: * Make selections in one or both columns based on your P3SN configurations.
If bonding Is not configured :ij: If bonding Is configured (:)
on a PSN, use: on a PSN, use:
Gigabit Ethernet 0 Bond O
Gigabit Ethernet 1 Uses Gigakit Ethernet 0 as

primary,. 1 as backup
Gigabit Ethernet 2

Bond 1
Gigabit Ethernet 3

Usas Gigabit Ethernet 2 as

Gigabit Ethernet 4 primary, 3 as backup

Gigabit Ethernet & Bond 2

Uses Gigakit Ethernet 4 as
primary. 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Work Centers » Guest Access > Administration > System Certificates

Authentication method: * Guest_Portal_Sequence w (1)

i

Configure authentication methods at:

Work Centers » Guest Access > ldentities > Ildentity Source Sequences

ERTERASERE (EHEEAEZN ) AREANMBADBRNAIBFREEFI. HRERK
EREELINEMESOEETSORIFEEEAFITNT —EFT , RELERFALEBEN
ADBIBMNE T UEAME,



= Cisco ISE Work Centers - Guest Access

Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components
Endpoints w |dentity Source Seqguence
MNetwork Access Users * Mamea

Guest_Portal_Sequence

ldentity Source Segquencas

Dax< il i
Description A built-in Identity Sequence for the Guest Portal

~ Certificate Based Authentication

E] Select Certificate Authentication Profile

~ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

ESFEMAFPFHLEE  FRERAEAIBEREFFEFDNActve Directory P ERHRFE |, WiEST
BYODEE :

&« c @ e & R

dilvan]n,
cisco Guest Portal

BYOD Welcome
Welcome to the BYOD portal,

Access o this network requires your device to be configured for
enhanced security. Click Start to provide device information before
compaenents are installed on your device,

The following system was detected
Windows
Was your device detected incorrectly?
Select your Device

Windows

=
N

B, BREAETUHHEALEHITBYOD,



ERMPEEAEREMTRASFERAE/ADEER , BB LERE (&BYOD),
VLANE K

T A ETactiveXTHJava/MER, |, M AERDHCPHIEMMEET. ECoABRKIRIIVLANE X
B, FEHTHIRME, FAMABER , RIRERAEVLANBE(L, —EORENBRAREMER
NACRIEE RVLAN ( DHCPERM/EH ) » Z—EAHZEEBRE LREMN/PEXF RN IPHbIE
o AL B RM/CoA/BRT 2 BIMIEIE, REBEBET X EILIEIE,

MHEAERA

- BRI ZNELEBYOD

- EAMBYODHISE SCEP B B R4l

« WLC #1 ISE #9558t Web Bt 58 A 4H 58 & {5

« {FHISEWLC.E & AFlexConnect AP 1T H \Web 5 5 5 35 Y it (& 7R 4
- BifiZEEE X - Cisco Systems



/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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