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1. Cisco ISE 3.0
2. Azure AD
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Web Browser ISE Azure AD

2 @ &

User opens sponsor portal webpage
< —

p Internal Redirection to Azure
https://login.microsoftonline.com/

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)

.
L

ISE confirms successful authentication as a result
of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)
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#FISE £ , EfnElAdministration > Identity Management > External Identity Sources > SAML Id
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= Cisco ISE Administration - ldentity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

> Mew ldentity Provider
External Identity Sources

SAML Identity Provider

™ Certificate Authentication F General |dentity Provider Config Service Provider Info
——
= Active Directory
* Id Provider Name Azure_SANIL
<1 EXAMPLE
1 LDAP Description Azure Active Directory
] ODBC

I RADIUS Token

I RSA SecurlD

1 SAML Id Providers
! Social Login

1 REST (ROPC)

2. BB AN S LERAAzUre AD

gﬂr‘uﬁlﬂﬂﬁIB\>§)&‘§§)\>F'§F$IIJ‘E#>§EAF3}5 , RBBEBREAPIF, HIRAIFERARE
AFIE (&) .

[& B Portal SettingsE 4k , A # 7 Identity source/F 5l P EIZEMFSAML IdP, R EAMFERS
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= Cisco |SE

Overview Idantities ldentity Groups Ext Id Sources

Guest Portals

Gust Types
Sponsor Portal (default)
Sponsor Groups

Language Flle b
Sponsor Portals

Portal test URL

Portal Behavior and Flow Settings

Portal & Page Settings

™ Portal Settings

HTTPS port: * 8445

d interfaces:

if bonding Is nat configured
on a PSN, use:

nistration

Work Centers - Guest Access

Metwork Devices Portals & Components Manage Accounts

Deseriplion:*

Default portal used by sponsors to cred

Portal Page Customization

Make selachons in ane of bath columns based on your PSN configurations

if bonding Is configured
an a PSN, use:

ac

U arnet 0 &8
primary, 1 a5 backup

Bond 1

primary, 3 a5 backup
Bend 2

Uses Gigab
primary, § &

Policy Elamants

Carificate group tag:®

Default Portal Certificate Group .-

Configure cenificates ar:

Work Genters > Guest Access > Administration > System Cenificates

Fuily qualified domain names
(FODN) and host names

Identity source sequence: *

sponsor30.example.com

Azure_SAML L

3.E R R A ER

Configure authentication methods at:

Waork Genters > Guest Access > |dentitles » Identity Source Sequences

Work Genters > Guest Access > Ext Id Sources > SAML Identity Providers

B EEE> 5 HEESNEE0R> SAML IdRHEREN> [(BHWSAMLEHEX],

Yl E|Service Provider InfoE ., A®E— TExportizift , 21T EFT R,

|dentity Provider List » Azure_SAML

SAML Identity Provider

General Identity Provider Config.

Service Provider Info.

Service Provider Information

[:] Load balancer

Export Service Provider Info.

Includes the following portals:

Sponsor Portal {default)

Policy Sets



THIRFZzipER, EUNEEPKRIEER, EFEB/BEAFIFHXMLES.

#=aC I~ 2k B SingleLogoutService Bindings#YResponselLocation, entitylD{E K
AssertionConsumerServiceBinding#YLocation{& ..

<?xml version="1.0" encoding="UTF-8"?>

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http://CiscolISE/bd48clal-9477-4746-8e40-e43d20c9£f429">

<md: SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFZJjCCA06gAwWIBAgGIQOX10AVWAAAAChgVA9CcEEWOZANBgkahkiGOwOBAQwWFADAIMSMwIQYDVQQD
ExXpTQUIMX01TRTMwLTFlay51eGFtcGx1LmNvbTAeFw0yMDASMTAXMDMyMzFaFw0yNTASMDkxMDMy
MzFaMCUxIzAhBgNVBAMTGINBTUxfSVNFMzAtMWVrLmV4YW1lwbGUuY29tMIICIjANBgkghkiGOw0B
AQEFAAOCAg8AMIICCgKCAGEAt +MixKfuZvyg/oAWGES6zrUYL3H2JwvZwIyJs6sJ8/BpP6Sw027wh
FXnESXpammoSVrVEcQIrDdk318UYNn/+98PPkIi/4ftyFjZzK9YdeverD6nrA2MeoLCzGlkWg/y4i
vvVcYuW344pySm65awVvro3g84x9esHayLahExs9guiLJryD497XmNP4Z8eTHCctu777PullwlL04
Q0YUs2s0zXvR98D9Jok/+PjH3bjmVKapgAcNEFvk8Ez9x1 sMBUgFwP4YdZzQBIIRVKQATIIGvgMy £
abgn+KaddInmIbXKFbrTaFii2IvRs3gHIOmMVEYRnYeMgl9/PhzvSFtjRe32x/aQh233j9dCsVXmQ
ZmXpZyxxJ8pARqyMOYgk fxnQXXtVIKOsRZPFn60+1szUw2hARRG/ tEOhTuVXpbonG2dT109JeeEe
S1ES5uxendvYkU7mMamvBjYQON6QVyyogf8FO1IHTSEAd6TDsK3Qhmz0jg50PrBvvg5gE60rxxNvgSVZ
1dhx/iHZAZ1yYSVAwizsZMCwOPjSwrRPx/h8103djeW0aL5RIAF1IQTFHVHSNvigzh6FyjdkUJH66
JAygPe0PKIFRgYzh5vilod41gqvdQjlGk3c/zYi57MR1Bs0mkSvkOGbmjSsb+EehnYyLLB8FG3De2V
ZaXaHzZ37gmoCNNmZHrn+GBOCAWEAAAOBkKTCB] jAgBgNVHREEGTAXghVJUQUzMCOxZWsuzZXhhbXBs

7.S53b2 0wDAYDVROTBAUWAWEB / zZALBgNVHQ8 EBAMCAuwwHQYDVROOBBYEFPT/ 6 jpfyugxRolbjzWJ
858WETP1MBOGA1UdTQOWMBQGCCSsGAQUFBWMBBggrBgEFBQcDA]ARBg1ghkgBhvhCAQEEBAMCBkAW
DQYJKoZIhvcNAQEMBQADggIBABGYWZbLajM2LyLASg/ /AN6mL+xu/9IMAVVNWBQodF+j0WusWl5a
VPSQU2t3Ckd/IlanvpK+cp77NMjo9VIoWI3 /ZnjZHGOFAIcHN1GCoEjmC1TvLau7ZzhCCII37DFA
yMKDrXLi3pR+ON1X1TIvjpHTTzrKmlNHhkxkx/Js5Iuz+MyRKPSFNmMWT0g4XGejyKzJdWrgEu+bcl
idC1l/gBNuCHgamFeM82IGQ7jVOmlkBjLb4dpTDbYk4 fMIbIVh4V2Pgi++6MIfXAYEWL+LH] SGHCQT
PSM3+kpv1wHHPGWzQSmcJ4 tXVXVISWONC+LxQZLBPNMUZorhuYCILXZxvXHIHGJIJ0YKx91k9Ubd2
s5JaD+GN8jagm5XXAau7S4BawfvCo3bo0iXnSvgcIuHIYFiR21p2n/2X0VVbdPHYZtgGiegBWebHr
4T11z18FXblYyMzpIkhtOOvkP5mA1RI2VXBkvx2WP]tzQrvOt SXgvTCOKErYCBM/ jnuwsztV7FVTV
JINdFwOsnXC70YngZeujZyjPoUbfRKZI34VKZp4105bZsGlbWE9Skdquv0PaQ8ecXTv80CVBYUegl
vt0pdel8h/9jImdLG8dF0rbADGHiieTcntSDAw3E7JFmS/oHw7FsASGI8IxXfcOWUx/L0Dx3 jTNA
Z1AXp4juySODIx9yDyMAyVO £

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md: SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://sponsor30.example.com: 8445/sponsorportal /SSOLogoutRequest.action?portal=bd48cl
al-9477-4746-8e40-e43d20c9£429"
ResponseLocation="https://sponsor30.example.com:8445/sponsorportal /SSOLogoutResponse.action" />
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>

:nameid-format:persistent</md:NameIDFormat>

0
1
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0
1

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-

format :WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format: kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format :X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action" index="0"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action" index="1"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://10.48.26.63:8445/sponsorportal/SSOLoginResponse.action" index="2"/>



<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action" index="3"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://ise30-lek.example.com:8445/sponsorportal/SSOLoginResponse.action" index="4"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action" index="5"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action" index="6"/>

</md:SPSSODescriptor>
</md:EntityDescriptor>

RIBXMLEESE :

SingleLogoutService
ResponseLocation="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.act
ic)_nll

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
3ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

S BR2. B EAzure AD IdPERE
1.2 Azure ADfEF &
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https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

Azure Active Directory admin center

“ Dashboard > Default Directory

—Sissaes @ Default Directory | Overview

= AN services Azure Active Directory

W FAVORITES L & Switch tenant E Delete tenant  —+ Create a tenant f'f' What's new [# Preview features 'C,';‘ Got feedback?
& Ueers #" Getting started

0 Azure Active Directory can help you enable remote work for your employees and partners. Learn mone
m . T Preview hub
== Enterprise applications

X Diagnose and solve problems

Default Directory

M
ik v | A2 Search your tenant
& Users
& Groups L Tenant information @ Azure AD Connect

B85 External Identities

Your role Status
L. Roles and administrators Global administrator More info Mot enabled
& Administrative units (Preview) License
Last syne

5 Enterprise applications

CH Devices

&5 App registrations
(&} Identity Governance
E1  Application proxy
aa Licenses

» Azure AD Connect

&= Custom domain names

& Mobility (MDM and MAM)

Password reset

Azure AD Premium P2

Tenant ID

64ace648-115d-4ad3-a3bl-7660..

Primary domain

ekomeyccisco onmicrosoft.com

Sync has never run

Aug 23

iZ#EUsers , # — TNew User , Bt EUser name, NameHInitial Password, % — T "Create.

TEMR.

, 40



Azure Active Directory admin center

© Dashboard > Users >

Dashboard

New user
i= All services Default Directory
EAVCIITES 7 Got feedback?
b Azure Active Directory

& Users

() Create user (O Invite user

&= Enterprise applications ) )
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your organization.
user name like The user will be emailed an
alice@ekorneyccisco.onmicrosoft.com. invitation they can accept in order
| want to create users in bulk to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... | E
The domain name | need isn't shown here

Name * (@ | Alice o |
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

2.2 Azure AD#

#Z#. —T "New Group, , MM TFEFFR.

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

& + New grou \J_/ Download groups  [ll] Delete D Refresh == Columns
group group

&2 All groups

8 Deleted 0 This page includes previews available for your evaluation. View previews —>
eleted groups

K Diagnose and solve problems [ > Search groups +? Add filters

BERBREARSE, REFERE W TEMR.



Azure Active Directory admin center

&«

Dashboard > Default Directory > Groups >

Edl Dashboard New Group
‘= All services

# FAVORITES

Group type *
b Azure Active Directory | Security = |
]
Users

v Group name * (O
EEE Enterprise applications | Sponsor Group \/|

Group description (&

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) @
(v NI

Membership type * (@

| Assigned 7

Owners

No owners selected

Members

Mo members selected

3.#6Azure ADEFI & 2 BEL#GHE

% — T No members selected, EEFEHE W% — T Select. IH— TFCreate A EIEAHE D E "(H
- OF S



Add members

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

| o

A

o

@ azure

azure @ekorneyccisco.onmicrosoft.com

A
A
A
A
A

i Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice
) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

iC N Group Object id , L EFH |, i A4H £f626733b-eb37-4cf2-b2a6-c2895fd5f4d3.



Dashboard > Default Directory > Groups
Groups | All groups
Default Directory - Azure Active Directory

7 Got feedback?

« 4 Newgroup < Download groups [l Delete ) Refresh == Columns Preview features
& Al groups
& Deleted — 0 This page includes previews available for your evaluation. View previews —
# Diagnase and solve problems I 7 Seach rouns +o Add filters
Settings Name Object Id Group Type Membership Type
& General ] ISE Group eebfoch9-91e2-4989-8c06-eef2cd369a3 Security Assigned
&} Expiration (] Bl sponsor Group 626733b-eb37-4cf2-b2ab-c2895fd5f4d3 Security Assigned

&3 Naming policy

4.3 Azure AD Enterprisc ERER

£ADT , i##FEnterprise Applications , Z %1% — TNew application , 21 T~ E T Ro

Azure Active Directory admin center

“ Dashboard » Default Directory > Enterprise applications

BB [Eesticoa === Enterprise applications | All applications

1]
= All services = Default Directory - Azure Active Directory
% FAVORITES L + Mew application == Columns % Preview features 7 Got feedback?
b Azure Active Directory Deandam
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
& Do O Overview

Application visibility

vl |Any A

X Diagnose and solve problems Applications status

v| |Any

Enterprise applications Application type

i

| Enterprise Applications
Manage

i Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

##ENon-gallery EARER , M TEFR.

Azure Active Directory admin center

* Dashboard > Default Directory > Enterprise applications >

Add an application =

El Dashboard
:— All services

* FAVORITES . .
0 Click here to try out the new and improved app gallery. =

B Azure Active Directory

:. I Add your own app
£ Enterprise applications BpR Application o On-premises amy Non-gallery
iy~ you're B. Y application u application
developing

Register an app you're
working on to integrate
it with Azure AD

WARAEANER , ARE—TAdd

Configure Azure AD
Application Proxy to
enable secure remote
Access.

Integrate any other
application that you
don't find in the gallery




Azure Active Directory admin center

Dashboard
= All services

“ FAVORITES

} Azure Active Directory

ﬂ Users

= Enterprise applications

&

Add your own application

Dashboard > Default Directory > Enterprise applications > Add an application >

Name * (0

| 1SE30

Once you decide on a name for your new application, click the "Add"” button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (O

SAML-based single sign-on

Learn more

Automatic User Provisioning with SCIM

Learn more

Password-based single sign-on

Learn more

5. 164877 0 B AR

EESBRERENE.

Ell pashboard
= All services
% FAVORITES

B Azure Active Directory

£% Enterprise applications

&

¥ — T Add user,

Azure Active Directory admin center

Ell Dashboard

= All services

FAVORITES

Azure Active Directory

Users

& P o »

Enterprise applications

4«

Dashboard > Default Directory » Enterprise applications > Add an application > 1SE30

ISE30 | Overview

Enterprise Application

)
«

E Overview

[ oeployment Plan

2. Diagnose and solve problems

Manage

II! Properties

B

Owners

Users and groups

© B

Single sign-on

o

Provisioning

Application proxy

@ o

Self-service

Security

% Conditional Access

Properties

Mame )
ISE30

nJ

Application ID 0

20ee030a-1206-4265-80ce-9 .,

.o

Object D @

Oebaact6-Ocel-4924-84a6-0 ..

Getting Started

.|

to the applications

Assign users and groups

& 1. Assign users and groups

Provide specific users and groups access

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

F. ISE30 | Users and groups

Enterprise Application

B Overview
EI] Deployment Plan

X Diagnose and solve problems

Manage
I Properties
&2 Owners

£ Users and groups

7 Update Credentials

—:D 2. Set up single sign on
Enable users to sign into their application
using their Azure AD credentials
Get started

== Columns 7 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. —*

Display Mame

Mo application assignments found

| First 100 shown, to search all users & groups, enter a display name.



# — T Users and groups.

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups
b Azure Active Directory grotp >

MNone Selected
& Users

1] . . . >
a= Enterprise applications
User

BELANEENE  RARER-TEE.

M : AEEEEESHBFTEN ERERERE.

Users and groups X

L Search

Alice
alice@ekorneyccisco.onmicrosoft.com

azure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor
sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected

BIEMEE |, #— T Assign , I TE R,



Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

1l Dashboard

== All services Default Directory
% FAVORITES
A\ When you assign a group to an application, only users directly in the group will have access. The assignment
b Azure Active Directory does not cascade to nested groups.
:. Users

22 Enterprise applications Usars and groups

1 group selected.

User

Hit , FREFN TAFME, REREAMBEAETER.

Azure Active Directory admin center

& Dashboard > Default Directory » Enterprise applications > Add an application > ISE30

11 Dashboard

® ISE30 | Users and groups

= All services Enterprise Application

W FAVORMTES & + Adduser < Edit [0] Remove /- Update Credentials == Columns
i :

. Azure Active Directory . (Overihm

ﬂ The application will appear on the Access Panel for assigned users. Set 'visible to users?'

a Users Deployment Plan

£ Enterprise applications # Diagnose and solve problems First 100 shown, to search all users & groups, enter a display name.
Manage Display Name
Il Properties 'l B Sponsor Group
&2 Owners

&8 Users and groups

6.E{EAzure AD Enterprise R

BELDENWERARER , AE IR — T Set up single sign-on , 21T EIFT R,



Azure Active Directory admin center

] Dashboard

All services

FAVORITES

Azure Active Directory

Be & »

Users

Enterprise applications

4

&

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

i ISE30 | Overview
Enterprise Application
L
E Overview Properties
M peployment Plan Name ()
# Diagnose and solve problems u [ ISE30 t]

Application ID (0

Manage

20ee030a-1a06-4a65-80ce-9 ... [y |
il properties

Object ID @
&8 Owners

OeGaact6-Ocel-4924-84a6-0 .. f'J

A Users and groups
Getting Started
2D Single sign-on
& Provisioning
L Application proxy |.| 1. Assign users and groups
G self-service Pravide specific users and groups access
to the applications
Security Assign users and groups

® Conditional Access

ET — A% LEFESAML,

Azure Active Directory admin center

1 Dashboard
= All services
# FAVORITES
% Azure Active Directory
& Users

) Enterprise applications

&

Dashboard » Enterprise applications > ISE30

3) ISE30 | Single sign-on

Enterprise Application

Select a single sign-on method

Q

B Overview

m Deployment Plan

X Diagnose and solve problems Disabled

Single sign-on is not enabled. The user

Manage won't be able to launch the app from
== My Apps.

i Properties

& Owners

& Users and groups

D Single sign-on

# — T Basic SAML Configuration=3& Y Edit.

D

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

Help me decide

{3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.




@

Dashboard > Enterprise applications > ISE30

4] Dashboard H
o2 ISE30 | SAML-based Sign-on
= All services Enterprise Application
o & 7 Upload metadata file <2 Change single sign-on mode Test this application 7 Got feedback?
m ;
B Azure Active Directory S Overview
& users [ Depioyment Han Set up Single Sign-On with SAML
= . o # Diagnose and solve problems
=0 Enterprise applications Read the configuration guide = for help integrating ISE30.
Manage o
Basic SAML Configuration 2 Edi
Il Properties & Edit
& Gwnas Identifier (Entity I!.J] . Required
Reply URL (Assertion Consumer Service URL) Required
B Users and groups Sign on URL Optional
D singlesign-on Relay State Cptional
Logout Urd Optional
2 Provisioning
7 Application proxy e ) .
User Attributes & Claims 2 Edit
< self-service . .
givenname user.givenname
Security surname usersurname
® Conditional Access emailaddress user.mail
name user.userprincipalname
% Permissions Unigue User Identifier useruserprincipalname
Q' Token encryption
Activity SAML Signing Certificate & Edit
D sign-ins Status Active
Y Usage & insights (Preview) Thumbprint BE26CDEE415249B9813DBACDF4216A464EDAE20C
Expiration 7/18/2025, 2:00:00 AM
B Audit logs Notification Email ekomeyc@cisco.com
& Provisioning logs (Preview) App Federation Metadata Ur https://login.microsoftonline.com/64ace648-115d ... [
. Certificate (Basebd) Dewnload
Access reviews Certificate (Raw) Download
Federation Metadata XML Download

Troubleshooting + Support

S REHBRBRMABRAST , EAXMLE R+ WentityDEE R BRI (Z8ID) . €A
AssertionConsumerService ¥ il Locations{& & 7: Reply URL(Assertion Consumer Service URL).
5 FiResponseLocation & 7 & #8Url{E 3k B SingleLogoutService), #%— TSave.

Mg : DBURLAEEERE , AFELURLEEE B RIIPEEEAER.



Basic SAML Configuration

Save

Identifier (Entity ID) = ©
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
‘ http://Ciscol SE/bd48c1a1-9477-4746-8e40-e43d20c9f429 v ‘ @
Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action M
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action

7.5l BActive Directory#8 B £
EREcHEENEBEE  FE-TEAEMENESSE2NEE.



User Attributes & Claims

£ Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name user.userprincipalname
Unigue User |dentifier user.userprincipalname

% — T Add a group claim,

Azure Active Directory admin center

« Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

D=t e User Attributes & Claims
= All services
K FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
% Azure Active Directory
& Users Required claim
g2 Enterprise applications Claim name Value

Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name

Value
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail S
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname e
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname L
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname Lo

i##ESecurity groups , A% & —TSave. BiEPIREISourceBHERMID , ER 2 FIERNEALR
Do



Group Claims X

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O MNone

(:) All groups

@ Security groups
(:) Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group 1D v

L TENBAFEERE, 404, ER

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.

Azure Active Directory admin center

«

Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

User Attributes & Claims

Ell Dashboard

= All services
% FAVORITES -+ Add new claim Add a group claim == Columns
% Azure Active Directory
& Users Required claim
1) Enterprise applications Claim name Value
Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http:/fschemas.microsoft.com/ws/2008/06/identity/claims/groups user.groups [SecurityGroup]
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

8. TRAzure Bt S # B M BIXMLIE R

ESAML# R BB+ 1% — T Download on Federation Metadata XML,


http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

SAML Signing Certificate

& Edit

Status Active

Thumbprint 97 72DAA60A43ACDAZACSFBFOSEEIIEDTDAATBAESZ
Expiration 9/16/2023, 10:57:46 AM

Motification Email ekorneyc@cisco.com

App Federation Metadata Url https://login.microsoftonline com/64ace648-115d ... [
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

S B3 H BB #EAzure Active Directory L B BIISE
Hi 2 EE>BHEESNBEHR> SAML IdEERER> [BHSAMLEZRER].

1 Zl1dentity Provider ConfigE % , A% %2 — T BrowseiZll, # T &MAzureBti & &R ERXMLL R
FIEE THERREAXMLER, , RE&E—T "#%F. .

ME: SORMUEXEENEAEN ERBEEECSCwWI4517 IR,

= Cisco ISE Administration - Identity Management
Identities Groups External |dentity Sources Identity Source Sequences Settings
t 2 Azure_SAML
External ldentity Sources
= SAML Identity Provider

Certificate Authentication Profile Genera! Identity Provider Gonfig. Service Provider Info. Groups Altributes Advanced Settings

Active Directory

< EXAMPLE
LDAP |dentity ProvideerCianfiguration
ODBG Impon kieniugRreyigaroataFh| Choose fle L Glofonline com/Bazceb48- 1 15d-4ad9-albl-76601b01Bd5c/sami2

Single Sign Out URL (Redirect) hitps://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-766010018d5c/sami2

RADIUS Token Signing Certificates

RSA SecurlD
Subject - Issuer Valid From Valld To (Expira.. Serlal Number
SAML Id Providers
CN:=Microsoft Azure Fecerated 550 Certificate  CN=Microsoft Azure.. Wed Sep 16 08:57._  Sal Sep 16 08:57:4_ 54 FB 3C 2881 49 6B B..
=3 Azure_SAML
Social Login

REST (ROPC)

H R4 EISELEESAMLA

P12 B ¥ Groups , M A§Claim nameky{E #£ Configure Active Directory Group attribute 84 £ %
Group Membership Attribute .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv74517

= Gisco ISE

Identities Groups

External Identity Sources

Administration - Identity Management

Identity Source Sequences Settings

External Identity Sources
' B
Certificate Authentication Profile
« [ Active Directory
< EXAMPLE
1 LDAP
£ oDBC
| RADIUS Tokan
| RSA SaecurlD
T SAML Id Providers
=3 Azure_SAML
1 Social Login

1 REST (ROPC)

ity Provides List 3 Azure_SAML

SAML Identity Provider

General Identity Provider Config. Service Provider info. Groups Attributes Advanced Settings

Groups

Group Membership Attribute  tpoJ/schemas.microsoft.comfws/ 2008/ 06/ /identity/claims/groups

O Name In Assertion

-~  Name In ISE

®—T TAdd) . fEf#§Azure Active Directoryfi i & o BLiQ A RF MM BB A BN EHRIDEE
FtAssertionF #IName, EISERRBEEEERENER , TEER R TAAzureBB A, Z—

-F rOKJ (EE)O E_

T %,

EEHEAzure P VEEE A EISE L E AN A B BE M HIR,

'b,

Add Group

*Mame in Assertion

*Name in |SE

e

eb37-4cf2-b2a6-c2895fd514d3

Azure Sponsor Group (i)

| cancel |

SRS EISELEESHEAMBHBR
BB TERO>HEHA>FFATA>REAM  RREFZHME|AzUre ADENRBAME, 7=

LR Bls , A TALL_ACCOUNTS ( &%

) o



= Cisco ISE

enti ¢ Exi Id ? Network Devices Portals & Components Manage # P ¢ Re Partal
Guest Poetals
s Sponsor Groups
Junst Typas
Sponsor Group: B CAn it and CUSIOMIZe the Salaull SPONSOT GrOUPS And Craate A0MItONS] ones
= A SpONGoT ks assigned the permissions from all matching Sponscr groups (mulliphs matchas are permittad)
30 P
Create
Enabled Nama Mambar Groups
ALL_ACCOUNTS (default)
o . ; S
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)
L

BE—THA...... I & Azure_SAML:AzureF B AT T FTREAEE . E2EAzure FIREBA
RS BREIALL_ACCOUNTSE 2 A4, & — TOK, ¥—TSave.



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups

Search | Search

II

Mame Y = Mame s

Employee ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) Azure_SAML:Azure Sponsor
Group

OWN_ACCOUNTS (default)

lI

o

E
EREHAS , BRANEERE ERHE,

BiEE : BABEAR  FEAETKEBHEREAEERR, YERIAUPRBSRTIZE. B
RHBERRER  EFHETRE—RBEA , LB EE A (alice) EREEZ —IRAUP,

B, mMREHEBBEAME (6w, f£3KURL) , BREE@IAzure ETEA , RRIREF
BERAMPF,



1R EREAMFE , P ARURLER EEAEFQDN, ISEEGEEEMBIAzureE A EH, &
Ausername create earlierdf 32 — T Next.

BT Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2B AR , ARE—TSign In. IIPERAEESKERAEEEQLRISENEZEAPIF,



Be Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Forgot my password

Sign in

3.EZAUP,

CISCO Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

440 BEAFERAEEEEHALL ACCOUNTSEE AT AIENPI ST 2R AT,



Welcome alice@ekorneyccisco.onmicrosoft.com ~

CI1SCO Sponsor Portal

Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Guest type:
Contractor (default) (v

Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
St
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Emall address: ‘ 2020-08-16 (1} ‘ ‘ 11:22 (] ‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:
| — | ‘ 2020-12-15 (1} H 10:22 @‘

coor
| |

Person being visited (email):

Reason for visit:

Group tag:

Language:
English - English (v]

58T "8, THRETHEE.

Welcome alice@ekormeyccisco.onmicrosoft.com ~

Help

Sign Out

6.EAERKIEER A RARBREEMOIZAZR.



& Microsoft

Pick an account

alice@ekorneyccisco.onmicrosoft.co
m

—|— Use another account

SRR AR

A ER N AR T AR LA TR MR
EREAE

A% 12 BB ES M Azure Active DirectoryZ BRESAMLE M RZBZHEE, it , B BEERS
B RMEEN (Azure) BEUE S A RFMEBEMNEEER | HPISESHE R KREE.,

BE1ERAEMAERNER  AEISELEEEREEN , RABEERBEIdP(Azure), HEEIE
 EERRIRMERNERES.



BT Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password 15 incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

BE2 R ETBREXAFFHBSAML SSOME , BHREARSGIS , REISELEEERAEER , B

FEZERBIdP(Azure), EEEIE : BF#Add group to the Application configuration:Z B 2 & IE#E
#}17,



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3.Sing OutRIZRTEHAT/E , HIRULEEER — TSSOFFEAM, . MIEMSSOSETHEIFHIEME,
R EDSLIESER., . EESAML AP LERIEMEEFHBURLE , BN EREREE R, EiE
EBRT , MURLERAMNE ©
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-
9457-41e8-87d7-0965b0714db2, , THEXRE
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action; FHEISIE : &
Azure |dPHYEEESURL A A IEFEAYURL,



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

-

CISCO Sponsor Portal

Error

S50 Logout failed.

There was a problem to logout from your SSO session. Please contact help desk for assistance.

Help

& 5 v e P gk BR

EERTETWEISAMLESR, |, ATLAEAWeb Developer Tools, R fAFirefox , 58 &1 E|Tools
> Web Developer > Network , AEFEAAzure RIEZEAZIFIF, EParamsEE+ , AL FEIME
HISAMLEFE -

CISCO Sponsor Portal

‘ Welcome alicefdekomeyccisco.onmicrosoft.oom = §

Manage Acsounts (0] Panding Accounts (0) Notizas (0)

Creaie, mansge, and appoove guest accounts.

Guast typa:
GContractor {defaut)
I &
Guest Information Access Intormation
End of business
. e ”
First nams:
& © wnspector (D) Consale [ Debupger  {) StyleEdtor () Performance  F Momery T4 Motwork [0 Storage T Accessiiity 7§ whavs New (D Adbieck Pius B - x
B W " Al HTML €58 U8 XHR Fodti  Imagis MeSa WS Ot Porsiat Logh | Disable Cache Mo ThSIRg & HARS
ok Lo

Satus Method  Domasn Fie Cauze Type Transtarred Size [E]  Headers Cookles  Pararvs  Responis  Timings  Securny

0B = Form data

[ 124] [

GET B 04RIIAGELNE  deskiop-logoeeg ] erg 503 K FHMnCwOL

2] QET B 04RIIBGB44E  mebileloge.png ] erg 275 KB A

[es) & [ I2BBBAIE sponscesiructurn.ce stplashont -

122 GET [ 23.80:B445 guest theme. Less styleshest s

[202] aE 3 ABELE seripa eached

[108) GET & 10,48 71068485 seript " cached

[ 2ee] GET 04223808445 aspl-kon.png ™ g B3TKE

ED GET B I04RITRRBNE  iwlesales ] x-bzan EPET

[202] GET ("R BT T Blank beml suisccumeng el L

[20a] GET 8 04823868448 background prg ™ g e

D POST B M4RITANELIE  pensingmetien ahe faem wi2E i

ED POST T T T Py R em—— e o BN KE 438K ac B150MIIT SEMIoken EQUALSSHXRYPOVOEVEC 2ICOBVNADTNOSDA0ST SER_DELINITERY
[ 20a] GET 604873868448 ineolinput.css styleshest [ cached 26,68 KB e

— - Fequest payload

O 17reauests  S55.05KB /20041 KBtanstewed  Finish: 16218 Madi 1,348 cached 1 SAMLRepanscePHSNAYL] | 3BV LTE LERSDFYTHS YUYt Z001 2500 WESLTSErt 2 0OMOV NG 10602

»
m
=
i
&
&+

BERE TTAF Y B S5AR B FETEISE L B i, WRBIRME>E MG R>AEBE>HE AR R.

THEB A RsAR A AR

FEEA B guest.log

portal-web-action B guest.log
opensaml A ise-psc.log
saml A ise-psc.log

EFERETR SR TS (se-psc.log):



1.ERERERAFFEER[EIIP URL,

2020-09-16 10:43:59,207 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isLoadBalancerConfigured() - LB NOT
configured for: Azure_SAML

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isOracle() - checking whether IDP URL
indicates that its OAM. IDP URL:
https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5c/saml2

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SPProviderId for Azure_SAML is:
http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isLoadBalancerConfigured() - LB NOT
configured for: Azure_SAML

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML request - providerId (as should be found in
IdP configuration):

http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML request - returnToId (relay state):
_bd48cl1al-9477-4746-8e40-e43d20c9£f429_DELIMITERportalId_ EQUALSbd48clal-9477-4746-8e40-
e43d20c9f429_SEMIportalSessionId_EQUALS8fal9bf2-9fa6-4892-b082-

5cdabfb5daal_SEMItoken_ EQUALSOA6CZJIQD7X67TLYHE4Y3EM3EY097E2J_SEMI_DELIMITERsponsor30.example.com
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML request - spUrlToReturnTo:
https://sponsor30.example.com:8445/sponsorportal /SSOLoginResponse.action

2. 1B ERIEISAMLEE,

2020-09-16 10:44:11,122 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9%bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJQD7X67TLYHEAY3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:
portalld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionId=8faldbf2-9fa6-4892-b082-
5cdabfb5daal; token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J;

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State
:_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportallId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9%bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHEAY3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:
portalld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionId=8faldbf2-9fa6-4892-b082-
5cdabfb5daal; token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J;

2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportallId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHEAY3EM3EY097E2J; DELIMITERsponsor30.example.com

2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:
portalld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionId=8faldbf2-9fa6-4892-b082-
5cdabfb5daal; token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J;

2020-09-16 10:44:11,133 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportallId=bd48clal-9477-4746-8e40-



e43d20c9£f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:
portalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-
5cdabfb5daal; token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2J;

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9£f429_DELIMITERportalId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML flow initiator PSN's Host name
is:sponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- Is redirect requiered:
InitiatorPSN:sponsor30.example.com

This node's host name:ISE30-lek LB:null request Server Name:sponsor30.example.com
2020-09-16 10:44:11,182 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- This node is the initiator (sponsor30.example.com)
this node host name is:sponsor30.example.com

2020-09-16 10:44:11,184 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

org.opensaml .xml.parse.BasicParserPool -::::- Setting DocumentBuilderFactory attribute
'http://javax.xml.XMLConstants/feature/secure-processing'

2020-09-16 10:44:11,187 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

org.opensaml .xml.parse.BasicParserPool -::::- Setting DocumentBuilderFactory attribute
'http://apache.org/xml/features/disallow-doctype-decl'

2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws .message.decoder .BaseMessageDecoder -::::- Beginning to decode message from inbound
transport of type: org.opensaml.ws.transport.http.HttpServletRequestAdapter

2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
opensaml.saml2.binding.decoding.HTTPPostDecoder -::::- Decoded SAML relay state of:
_bd48clal-9477-4746-8e40-e43d20c9£f429_DELIMITERportalIld_EQUALSbd48clal-9477-4746-8e40-
e43d20c9f429_SEMIportalSessionId_EQUALS8fal9bf2-9fa6-4892-b082-
5cdabfb5daal_SEMItoken_ EQUALSOA6CZJIQD7X67TLYHE4Y3EM3EY097E2J_SEMI_DELIMITERsponsor30.example.com
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .saml2.binding.decoding.HTTPPostDecoder -::::- Getting Baseb64 encoded message from
request

2020-09-16 10:44:11,191 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws .message.decoder .BaseMessageDecoder -::::- Parsing message stream into DOM document
2020-09-16 10:44:11,193 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws.message.decoder.BaseMessageDecoder -::::- Unmarshalling message DOM

2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .xml.signature.impl.SignatureUnmarshaller -::::- Starting to unmarshall Apache XML-

Security-based SignatureImpl element
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .xml.signature.impl.SignatureUnmarshaller -::::- Constructing Apache XMLSignature object
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
opensaml .xml.signature.impl.SignatureUnmarshaller -::::- Adding canonicalization and signing

algorithms, and HMAC output length to Signature

2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .xml.signature.impl.SignatureUnmarshaller -::::- Adding KeyInfo to Signature
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws.message.decoder .BaseMessageDecoder -::::- Message succesfully unmarshalled
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
opensaml.saml2.binding.decoding.HTTPPostDecoder -::::- Decoded SAML message

2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
opensaml.saml2.binding.decoding.BaseSAML2MessageDecoder -::::- Extracting ID, issuer and issue

instant from status response

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws .message.decoder .BaseMessageDecoder -::::- No security policy resolver attached to
this message context, no security policy evaluation attempted

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .ws.message.decoder .BaseMessageDecoder -::::- Successfully decoded message.



2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Checking SAML message intended
destination endpoint against receiver endpoint

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Intended message destination
endpoint:

https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Actual message receiver endpoint:
https://sponsor30.example.com: 8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::-

SAML decoder's URIComparator -
[https://sponsor30.example.com: 8445/sponsorportal /SSOLoginResponse.action] vs.
[https://sponsor30.example.com: 8445/sponsorportal /SSOLoginResponse.action]

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::-—

SAML message intended destination endpoint matched recipient endpoint

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response:
statusCode:urn:oasis:names:tc:SAML:2.0:status:Success
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2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/identity/claims/tenantid

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/identity/claims/tenantid> add value=<64ace648-115d-4ad9-
a3bf-76601b0£8d5c>

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
attribute<http://schemas.microsoft.com/identity/claims/tenantid> value=<64ace648-115d-4ad9-a3bf-
76601b0£8d5¢c>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/identity/claims/objectidentifier

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/identity/claims/objectidentifier> add value=<50ba7e39-
e7fb-4cb1-8256-0537e8a09146>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
attribute<http://schemas.microsoft.com/identity/claims/objectidentifier> value=<50ba7e39-e7fb-
4cbl-8256-0537e8a09146>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/identity/claims/displayname

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm. saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/identity/claims/displayname> add value=<Alice>
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object

attribute<http://schemas.microsoft.com/identity/claims/displayname> value=<Alice>
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2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][]



cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> add value=<£f626733b-
eb37-4cf2-b2a6-c2895£fd5£4d43>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
- attribute

<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> value=<£f626733b-eb37-4cf2-b2a6-
c2895fd5f4d3>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/identity/claims/identityprovider

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/identity/claims/identityprovider> add
value=<https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0£f8d5c/>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
- attribute

<http://schemas.microsoft.com/identity/claims/identityprovider>
value=<https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0£f8d5c/>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.microsoft.com/claims/authnmethodsreferences

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.microsoft.com/claims/authnmethodsreferences> add
value=<http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password>
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
- attribute

<http://schemas.microsoft.com/claims/authnmethodsreferences>
value=<http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password>
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Found attribute name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Delimeter not configured,
Attribute=<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> add
value=<alice@ekorneyccisco.onmicrosoft.com>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes] Set on IdpResponse object
- attribute

<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name>
value=<alice@ekorneyccisco.onmicrosoft.com>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::getUserNameFromAssertion:
IdentityAttribute is set to Subject Name

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAMLUtils::getUserNameFromAssertion: username
value from Subject is=[alice@ekorneyccisco.onmicrosoft.com]

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAMLUtils::getUserNameFromAssertion: username set
to=[alice@ekorneyccisco.onmicrosoft.com]

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: Found value for 'username'
attribute assertion: alice@ekorneyccisco.onmicrosoft.com

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [SAMLAttributesParser:readDict]
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cpm.saml . framework.cfg.IdentityProviderMgr -::::- getDict: Azure_SAML

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][]



cpm.saml . framework.impl.SAMLAttributesParser -::::- [SAMLAttributesParser:readDict]: read Dict
attribute=<ExternalGroups>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.microsoft.com/identity/claims/displayname> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLAttributesParser -::::- [cacheGroupAttr] Adding to cache
ExternalGroup values=<£f626733b-eb37-4cf2-b2a6-c2895fd5£44d3>

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.microsoft.com/identity/claims/tenantid> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.microsoft.com/identity/claims/identityprovider> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.microsoft.com/identity/claims/objectidentifier> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [parseAttributes]

Attribute <http://schemas.microsoft.com/claims/authnmethodsreferences> NOT configured in IdP
dictionary, NOT caching

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cisco.cpm.saml. framework.SAMLSessionDataCache -::::- [storeAttributesSessionDatal
idStore=<Azure_SAML> userName=alice@ekorneyccisco.onmicrosoft.com>

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLAttributesParser -::::- [SAMLAttributesParser:getEmail] The email
attribute not configured on IdP

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: email attribute value:
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:

_bd48clal-9477-4746-8e40-e43d20c9£f429_DELIMITERportalId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal ID:bd48clal-9477-4746-
8e40-e43d20c9£429

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9£f429_DELIMITERportalId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:
portalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-
5cdabfb5daal; token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2J;

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:
_bd48clal-9477-4746-8e40-e43d20c9£f429_DELIMITERportalId=bd48clal-9477-4746-8e40-
e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;
token=0A6CZJIQD7X67TLYHE4Y3EM3EY097E2J; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML flow initiator PSN's Host name
is:sponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isLoadBalancerConfigured() - LB NOT



configured for: Azure_SAML

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isOracle() - checking whether IDP URL
indicates that its OAM.

IDP URL: https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0£f8d5¢c/saml2

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SPProviderId for Azure_SAML is:
http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- ResponseValidationContext:

IdP URI: https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0£8d5c/

SP URI: http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429

Assertion Consumer URL: https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
Request Id: _bd48clal-9477-4746-8e40-e43d20c9f429_ DELIMITERportalId_EQUALSbd48clal-9477-4746-
8e40-e43d20c9f429_SEMIportalSessionId_EQUALS8fal9bf2-9fa6-4892-b082-

5cdabfb5daal_SEMItoken_ EQUALSOA6CZJIQD7X67TLYHE4Y3EM3EY097E2J_SEMI_DELIMITERsponsor30.example.com
Client Address: 10.61.170.160

Load Balancer: null

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml. framework.validators.SAMLSignatureValidator -::::- no signature in response

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.SAMLSignatureValidator -::::- Validating signature of assertion
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml. framework.validators.BaseSignatureValidator -::::- Determine the signing certificate
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml. framework.validators.BaseSignatureValidator -::::- Validate signature to SAML standard

with cert:CN=Microsoft Azure Federated SSO Certificate
serial:112959638548824708724869525057157788132
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

org.opensaml .security.SAMLSignatureProfileValidator -::::- Saw Enveloped signature transform
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
org.opensaml.security.SAMLSignatureProfileValidator -::::- Saw Exclusive Cl4N signature
transform

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml. framework.validators.BaseSignatureValidator -::::- Validate signature againsta signing
certificate

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
org.opensaml .xml .signature.SignaturevValidator -::::- Attempting to validate signature using key

from supplied credential
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

org.opensaml .xml .signature.SignatureValidator -::::- Creating XMLSignature object
2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
org.opensaml .xml .signature.SignaturevValidator -::::- Validating signature with signature

algorithm URI: http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
org.opensaml .xml .signature.SignaturevValidator -::::- Validation credential key algorithm 'RSA',
key instance class 'sun.security.rsa.RSAPublicKeyImpl'

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

org.opensaml .xml.signature.SignaturevValidator -::::- Signature validated with key from supplied
credential

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.SAMLSignatureValidator -::::- Assertion signature validated
succesfully

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating response

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating assertion

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.AssertionValidator -::::- Assertion issuer succesfully validated
2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.AssertionValidator -::::- Authentication statements succesfully
validated

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cpm.saml . framework.validators.AssertionValidator -::::- Subject succesfully validated



2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.validators.AssertionvValidator -::::- Conditions succesfully validated
2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: validation succeeded for

alice@ekorneyccisco.onmicrosoft.com
2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: found signature on the assertion
2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cpm.saml . framework. impl.SAMLFacadeImpl -::::- Retrieve [CN=Microsoft Azure Federated SSO

Certificate] as signing certificates

2020-09-16 10:44:11,204 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: loginInfo:SAMLLoginInfo:
name=alice@ekorneyccisco.onmicrosoft.com,
format=urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress, sessionIndex=_4b798ec4-9aeb-40dc-
8bed-6dd2fdd46800, time diff=26329

2020-09-16 10:44:11,292 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- AuthenticatePortalUser - Session:null IDPResponse:
IdP ID: Azure_SAML

Subject: alice@ekorneyccisco.onmicrosoft.com

SAML Status Code:urn:oasis:names:tc:SAML:2.0:status:Success

SAML Success:true

SAML Status Message:null

SAML email:

SAML Exception:nullUserRole : SPONSOR

2020-09-16 10:44:11,292 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- AuthenticatePortalUser - about to call
authenticateSAMLUser messageCode:null subject:alice@ekorneyccisco.onmicrosoft.com

2020-09-16 10:44:11,306 INFO [RMI TCP Connection (346358)-127.0.0.117[]
api.services.server.role.RoleImpl -::::- Fetched Role Information based on RoleID: 6dd3b090-
8bff-11e6-996c-525400b48521

2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cisco.cpm.saml. framework.SAMLSessionDataCache -::::- [SAMLSessionDataCache:getGroupsOnSession]
idStore=<Azure_SAML> userName=<alice@ekorneyccisco.onmicrosoft.com>

2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]
cisco.cpm.saml.framework.SAMLSessionDataCache -::::- [getAttributeOnSession]
idStore=<Azure_SAML> userName=<alice@ekorneyccisco.onmicrosoft.com>
attributeName=<Azure_SAML.ExternalGroups>
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2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- AuthenticatePortalUser - added user groups from
SAML response to AuthenticationResult, all retrieved groups:[£626733b-eb37-4cf2-b2a6-
c2895fd5£4d3]

2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- Authenticate SAML User - result:PASSED
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URL;https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action.

2020-09-16 10:44:51,462 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework. impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:-
SAMLUtils: :isOracle() - checking whether IDP URL indicates that its OAM. IDP URL:
https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0£f8d5c/saml2
2020-09-16 10:44:51,462 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:- getLogoutMethod
- method:REDIRECT_METHOD_LOGOUT

2020-09-16 10:44:51,462 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework. impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:-
getSignLogoutRequest - null

2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1]

cpm.saml . framework. impl .MessageComposer -:::alice@ekorneyccisco.onmicrosoft.com:-


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

buildLgoutRequest - loginInfo:SAMLLoginInfo: name=alice@ekorneyccisco.onmicrosoft.com,
format=urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress, sessionIndex=_4b798ec4-9aeb-40dc-
8bed-6dd2£dd46800, time diff=26329

2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:-

SAMLUtils: :isLoadBalancerConfigured() - LB NOT configured for: Azure_SAML

2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:-

SAMLUtils: :isOracle() - checking whether IDP URL indicates that its OAM. IDP URL:
https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5¢c/saml2

2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -:::alice@ekorneyccisco.onmicrosoft.com:- SPProviderId
for Azure_SAML is: http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9f429

2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl .MessageComposer -:::alice@ekorneyccisco.onmicrosoft.com:-
buildLgoutRequest - spProviderId:http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429
2020-09-16 10:44:51,463 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8]1[]

cpm.saml . framework.impl .MessageComposer -:::alice@ekorneyccisco.onmicrosoft.com:-
buildLgoutRequest - logoutURL:https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-
76601b0£8d5c/saml?2

2020-09-16 10:44:53,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal ID:bd48clal-9477-4746-
8e40-e43d20c9£429

2020-09-16 10:44:53,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML flow initiator PSN's Host name
is:sponsor30.example.com

2020-09-16 10:44:53,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- Is redirect requiered:
InitiatorPSN:sponsor30.example.com This node's host name:ISE30-lek LB:null request Server
Name: sponsor30.example.com

2020-09-16 10:44:53,248 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- This node is the initiator (sponsor30.example.com)
this node host name is:sponsor30.example.com

2020-09-16 10:44:53,249 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,249 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:8fal9bf2-
9fa6-4892-b082-5cdabfb5daal

2020-09-16 10:44:53,250 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]
org.opensaml .xml .parse.BasicParserPool -::::- Setting DocumentBuilderFactory attribute
'http://javax.xml.XMLConstants/feature/secure-processing'

2020-09-16 10:44:53,251 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]
org.opensaml .xml .parse.BasicParserPool -::::- Setting DocumentBuilderFactory attribute
'http://apache.org/xml/features/disallow-doctype-decl'

2020-09-16 10:44:53,253 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .ws .message.decoder .BaseMessageDecoder -::::- Beginning to decode message from inbound
transport of type: org.opensaml.ws.transport.http.HttpServletRequestAdapter

2020-09-16 10:44:53,253 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .saml2.binding.decoding.HTTPRedirectDeflateDecoder -::::- Decoded RelayState: _bd48clal-
9477-4746-8e40-e43d20c9£f429_DELIMITER8fal9bf2-9fa6-4892-b082-
5cdabfb5daal_DELIMITERsponsor30.example.com

2020-09-16 10:44:53,253 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]
opensaml.saml2.binding.decoding.HTTPRedirectDeflateDecoder -::::- Base64 decoding and inflating
SAML message

2020-09-16 10:44:53,253 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .ws .message.decoder .BaseMessageDecoder -::::- Parsing message stream into DOM document
2020-09-16 10:44:53,256 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]



opensaml .ws.message.decoder.BaseMessageDecoder -::::- Unmarshalling message DOM

2020-09-16 10:44:53,256 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .ws.message.decoder .BaseMessageDecoder -::::- Message succesfully unmarshalled
2020-09-16 10:44:53,256 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]

opensaml .saml2.binding.decoding.HTTPRedirectDeflateDecoder -::::- Decoded SAML message
2020-09-16 10:44:53,256 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]
opensaml.saml2.binding.decoding.BaseSAML2MessageDecoder -::::- Extracting ID, issuer and issue
instant from status response

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .ws.message.decoder .BaseMessageDecoder -::::- No security policy resolver attached to
this message context, no security policy evaluation attempted

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .ws.message.decoder .BaseMessageDecoder -::::- Successfully decoded message.

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Checking SAML message intended
destination endpoint against receiver endpoint

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Intended message destination
endpoint: https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- Actual message receiver endpoint:
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAML decoder's URIComparator -
[https://sponsor30.example.com: 8445/sponsorportal/SSOLogoutResponse.action] vs.
[https://sponsor30.example.com:8445/sponsorportal /SSOLogoutResponse.action]

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

opensaml .common.binding.decoding.BaseSAMLMessageDecoder -::::- SAML message intended destination
endpoint matched recipient endpoint

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response:
statusCode:urn:oasis:names:tc:SAML:2.0:status:Success

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal ID:bd48clal-9477-4746-
8e40-e43d20c9£429

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml. framework.impl.SAMLFacadeImpl -::::- SAML HTTPRequest - Portal Session info:8fal9bf2-
9fa6-4892-b082-5cdabfb5daal

2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML response - Relay State:_bd48clal-9477-4746-
8e40-e43d20c9f429_DELIMITER8falobf2-9fa6-4892-b082-5cdabfb5daal_ DELIMITERsponsor30.example.com
2020-09-16 10:44:53,257 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML flow initiator PSN's Host name
is:sponsor30.example.com

2020-09-16 10:44:53,258 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isLoadBalancerConfigured() - LB NOT
configured for: Azure_SAML

2020-09-16 10:44:53,258 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAMLUtils::isOracle() - checking whether IDP URL
indicates that its OAM. IDP URL: https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-
76601b0£8d5c/saml?2

2020-09-16 10:44:53,258 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SPProviderId for Azure_SAML is:
http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9£429

2020-09-16 10:44:53,258 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- ResponseValidationContext:

IdP URI: https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0£8d5c/

SP URI: http://CiscolISE/bd48clal-9477-4746-8e40-e43d20c9£429



Assertion Consumer URL:
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

Request Id: _bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITER8fal9bf2-9fa6-4892-b082-
5cdabfb5daal_DELIMITERsponsor30.example.com

Client Address: 10.61.170.160

Load Balancer: null

2020-09-16 10:44:53,259 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]

cpm.saml . framework.validators.SAMLSignatureValidator -::::- LogoutResponse signature validated
succesfully

2020-09-16 10:44:53,259 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.validators.SAMLSignaturevValidator -::::- This is LogoutResponse (only

REDIRECT is supported) no signature is on assertion, continue
2020-09-16 10:44:53,259 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1]

cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating response
2020-09-16 10:44:53,259 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]
cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating assertion

2020-09-16 10:44:53,259 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4]1[]
cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: validation succeeded for null
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