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SEENEERTE
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BETESARE

ZEIEENEE

RHECARENRE
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SREEHEAR

BEFEE WM
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ISERREHEIFRE  BRGEESHBHBHRIELISERRIES
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EISERHBECEENESE  REEM?
AMERERCIREL EHKRBISENMPFEEHAASEENEREER?
ERRNEBEREEEBTHR AN | EEM 2

HHEEEF

msr

RYENMBEBHSEFMTLS/SSLEE, ISERENERENAE, MAMTEREBNBEEHRIAR
EIE%E REE,

BB RHF
R

BREBEEAELLT TE
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2. AR T EE BIISEMAAASR BRI MTZE.
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JATH

AXEPHNEFERCisco ISERRA2.4 - 2 7THBNEERIRAN, THWER2.4MEI2.7MHISE , B2
M REHMISE 2 xEEMmAHELUZAERE |, BRIFESHRA.

ANHFHEFRRBREEREREANKREREL. XPEAINMEREERREHER (AR
) BAEREREE) . MREHEREFT , FEARECEAEAESTRERNTZE,

frl AR =% 28 &

ARFEAARBFEESAFFRERARBHSOHURRERENE , YRBEFRHRLEBE, ELE
EULREER (ARFOESERETS ) RHTSHEBEE (BB NH B HER ) 8%,

FARESFEEEERCARSINEMREHIFQDON (ELREFHSE ) , RECFAEITUREBAFELE
£ (*.domain.com)o RMEIR E#E, B F 1B E ECommon Name(CN)=L Subject Alternative
Name(SAN)E L F K.

ERFPARARERAEATAER (UEFRAEEHE ) WSSLEE , kAT E—EEAB+TNZ
BEEXEHcBEHAMEENER. flmn, BAFAESERESZBRICNSSANE AJsEE L
*.company.com ﬂﬁﬁﬁéﬁ%ﬁtﬁiﬂgﬁfﬁiﬁ ) {’;'IJZZIJ server1.com':F' ) Server2.com%%o

HERREALRNFIIEHBMNE.

N PREFEREST-—ERCNESY  YAEREERREBAKARKLFERLA.
- FLAR  MWMBRIBRBE/LR , YRLREH, ALRNFNENAEARENESRLRER
, R Ro

ISER &

Cisco ISEfkFE LN IRER M (PKNRFRER G, £HE, EEESNZLEHA , URSEHHHEF
BYCisco ISEEI 2 BN R 2B, PKIKFEXS09M B EEMANMBNBEZHEN LW |, U
HEAENRERUNHEARENERNE, BNISEEEERAMEEEERR

- RiRE EEROFFHERIMSEHMNARRIRTS. SETHSEHMBEECSHAH
HE  SERSHEIANALR-BEREFEDHHN L,

- BEANRERTRE  GLERENEBHEBCARE  ANBERMKISEARSEBNNE
g, BEREPHNELEEETEEHNLEE , YERI S HABRISERBF B HME
M, BERTEESHISERR SHBMUBAISEHHERNEE | ARERAMBYOD,

REBE

RERETAR-—ERZELAE. SEAGHETRANAR , MTAR



. BE . AAREAMIENFERA (BEGUI ), B8 | URIEXRS HOEMEE RE,

- P ARBBEFRXWebH A EBFT(CWAMF., 55%. BYOD., BFin7aL. AHFERF B
EFMFEMFRBHTTPEH. SEMFPFL4EHRIADAER (FERAERAOEESR) B
TAAFARERBENRSE. BENEJEEFHPortal Group Tag name FHLEE AFFEE T
FEENEREFECEENESR,

-EAP: ER—AAt  cEERHEEFRARSIXENRENES, BELFIEMET
BEMYEAPZ % ( SNEAP-TLS. PEAP. EAP-FASTZ ) —2 ., HAREEAP % ( 4
PEAPHIFAST ) , BEHEBLZ2£(TLS)ANREBERERR., FEVHRBEURRZERE A

, TEEEFiRERREER RS

- RADIUS DTLS : ttB®EERANDTLSER (UDPLEMTLSER ) WRE , UINEMREASE
2 (NAD)HMISEZ EHIRADIUSHRE., NADXEEDTLSHIZR F 8EfE A L IhEE,

- SAML : fAlR:FFEANREBESAMLE A REEN(IP)2ENEHRA. EEARSAMLHEET
BERAREMEMRTY K WEE, EAPEOEBRES,

- ISESHERTE . B2.6i2 , ISEEAISEEERBEMTIRERK BFHERLHER. EARME
L@,

- PxGrid : Wt E R RISE LHIPXGrid IR # -

LZHISER , B84 Default Self-Signed Server Certificate. THEX B T , WE D EIGEAPS P ERE. BB
8. FIFMRADIUS DTLS, BEZSELAERB I ATCAREHPCARERES,

BT . RFERISERREFAHFQDNHIPHb i EFTIE R ISERAF SHSANBEM A, —MRKRER
, BTHRRERISERHNEESNRBTISEERDRBINGEANEENTE | BFHMEPI
ENMERRISESMFERNEETHE,

X ISEFREM RN LA BIERE4(PEM)R ] 2 $m TSR BI(DER).

EEENERET

%%ﬁﬁ%%%%%ﬁﬁﬁﬁ Administration > System > Certificates > Certificate Store ﬂMFﬁLlZ‘fE%ﬁ Trust for
client authentication ﬁﬁﬁ %@MERBEEPH E%%%%Eﬁ%&%ﬁﬁﬁ\ %IEEEEMSEEE%E{%E"J %%o



il dentity Services Engine

L)

= System b ety Managérmnert b Hetwork Re:

s b Dece Portsl Managerent  pxGnd Senices b Foed Senice b Thieal Centric NAC
Deployment  Licensing = Certficates  » Loggng ¢ Maintenance  Upgrade ¢ Backup & Restore ¢ Admin Access ¢ Settings
—
L]
* Certificate Management Trusted Certificates
System Certficates J eot Jeimport | @rExport | M Deete  Oview Show [ M |8

Trusted Ceniicates [ Friendly Name a Staus Trusted For Serial Number Tssued To Issued By Wald From Expration Date

Babricre CyberTrust Root B Ensbled 02 00 00 B9 Bakrmiore CyberTiist Re. Fri, 12 May 2000

CSF Chent Profis
BA 65 67 B3 00 00

@ Dsabled
@ Enabled
B Ensbisd
B Ensbied

Fri, 10

Cortific e Sigring Requests

Genificate Penodic Check Setfings

OO0 O O

E
s
e ECC R
c
* Certificate Authority s
C

@ Disabled

B Ensbied
B Ensbied

10/0 0O

B Ensbied
B Enabied
eif-sgned server oo B Erabied

T

Sun, 0 2 2034

Wed, 14 Apr 2001
B Enabled M
B Enabled
B Enabled
B Enabled
B Enabled
B Enshied
B Enabled
B Enshied
ver CA - G3 B Enablad Csoo Servoes GECCTA AT

100 a0 030 ai

100

BEXEH

HRECBY , TSR ERENERRECRAREETER, WRISEARFEIERY , BRIEA
MNERE SR REERE,

AR NRARTERSORBHEEAPNEEBH  TFHINRITRERN , BAT
I~ BEEISERE. WRARFFHESEY  BERiRMNBAERTREEEERIIMRF,
MREHESEATEBRY  EREX  EXHELEESEEARISE , X B HXBEALUE

IEELT , ERLEN.

ERBA¥RRE

EEEE%&E"J ﬁ ﬁ% E%% , %gﬂﬁi Administration > System > Certificates > System Certificates.gi—-F Generate
Self Signed Certificate.

y Selvice C Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

¥ System = » Identity Management  » MNetwork Resources  » Device Portal Management  pxGnd Services  » Feed Service  » Threat Centric N2

Deployment  Licensing ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management System Certificates . For disaster recovery it is recommended to export certificate and private key pairs
System Certificates J Edi :'JF- Generate Self Signed Certificate | |-:[,L- Import | @ Export | |3 Delete - View
Trusted Certificates Friendly Name Used By Portal group tag Issued To
OCSP Client Profile Ll
QOU=Certificate Services Syste
Certificate Signing Requests m Certificate, CN=hongkongise.ri
OJ verdale locaktCertificate Service  pxGrid hongkongis
Certificate Periodic Check Settings s Endpoint Sub CA - hongkongis
aHNONNP



CIREBEHE . (XFT)ERRAEBEMENTE,

-CN: (IR KRIEESANAMLE ) FARERT , CNRAEEKBEEREERENISEHEHIFQDN,

- MBI (OU) - HEENER , HlWENgineering,

. ¥E#R(O) : M= , BHlICisco.

L) (FBOME ) HEE , HlinSan Jose,

- JN(ST) : (RBOMBE ) MB , HlancCalifornia.

- BREC) : BREHE. TEMEFINISORR/HENE. Hlw, XE,

.- SAN : EEFEERIBIM P, DNSEBEHMK —EREBIFIE(URI.

- SBAE - EEAREILLBNEE L | RSASIECDSA,

- SRRE  BEELABMNMKN, BELEBET AMRSA512 1024 2048 4096 |, ELLBIFEB AR
ECDSA:256 384,

- EFERANRE  BEUTHEEELZ — : SHA-15SHA-256,

. Certificate Policies : i ABE LA ESNHERKOIDROIDFE, FHERRZEDEOID,

- Expiration TTL : IEEZBE N XE,

- RFER WMABENREFER, URKEEEE , ARISEREEBHEUKANERE HP 2
—{ErE— B BB

- Allow Wildcard Certificates : BHLUER AR T ENEZENERAFABES(EETEPNEM
CNF/ZSANFHIDNSEBF IS EHR()NRES. W, P EIBSANKIDNSERB IR
* domain.com.

B REXAFRALRERENRE., THZESSE
AdmInEAP & 3 B2 3% RADIUS DTLSpxGridSAML A M 4834

el Identity Services Engine Home » Context Visibility + Operations NS~ Administration » Work Centers

~3System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings

~ Certificate Management Generate Self Signed Certificate
System Certificates * Select Node |hongkong'se ~
Trusted Certificates
OCSP Client Profile Subject
Certificate Signing Requests Common Name (CN) |SEQBNSH

Certificate Periodic Check Settings

Organizational Unit (OU) | Security

» Certificate Authority

Organization (O) IT

City (L) | Kokata
State (ST) | We?ﬁengal

Country (C) [IN

Subject Alternative Name (SAN) | IP Address ~| | 10.127.196.248

I

* Key type |RSA

"Keylength [2048  ~] i

* Digest to Sign With |SHA-256 ¥

Certificate Policies




"tsea’ Identity Services Engine Home b ContextVisibiity  » Operations b Policy [RATuUCCUEN » Work Centers

v Systern |k Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Cerificates » Lagging » Maintenance  Upgrade » Backup & Restore  » Admin Access  » Settings

- Certificate Management

Subject Alternative Name (SAN) - | IP Address | [ 10.127.196.248

System Certificates

Trusted Certificates * Key type i

QCSP Client Profile
* Key Length | 2048 v

Certificate Signing Requests
Certificate Periodic Check Settings * Digest to Sign With [SHA-256 v

» Certificate Authority

Certificate Policies I

* Expiration TTL I 10 J ars ¥

Friendly Name | i

Allow Wildcard Certificates [ '

Usage

¥ Admin

] EAP Authentication
[J RADIUS DTLS

1 pxGrid:

O samL

] Portal:

oo T

EE - HANHBEMNZLZ2KE , RSAFMIECDSALN B AL EETENESRERE, MERBERER
NHCAZBZFE DS Cisco ISEFBARFSFIPSHEREEER RS , HiEIFE2048,

METEERER

ERBEENBEXBEE , FEMZE Administration > System > Certificates > System Certificates 1E |SE 2 i {8 Fh
o MRE—ISEMREEFQDNFIRF|EA Mssued Tos M (ssued By, HEAHE , BIZBEERH
HEEE, BELEE , ARE—T Edt.

T£ Renew Self Signed Certificate , E24% Renewal Period A |, YW iR1ETE EFXEExpiration TTL, &# , &
— | save.

REZEENER

EIBCA, FRECAN/FREEZEEN T HEHBase 64fRIGHESE .

1.2 AFISEEI B IWERZE Administration > System > Certificate > Certificate Management > Trusted Certificates SR 12
B—T importI B Ff7Ro



‘teen’  Identity Services Engine Home » Context Visibility » Operations » Policy

- System b Identity Management  » Network Resources b Device Portal Management  pxGrid Servi

Deployment  Licensing  « Certificates » Logaging ¢ Maintenance  Upgrade » Backup & Restore

(<]
+ Certificate Management Trusted Certificates
System Certificates J Edit Simport )| @ Export | ¥ Delete  JOView
Trusted Certificates [] Friendly Name - St
OCSP Client Profile [ Batimore CyberTrust Root ]
Certificate Signing Requests [ Cisco CA s TR @
_ - | (] cisco ECC Root CA B
Certificate Periodic Check Settings
M ricen licensina Rant CA =

2ETF—ELE, _I:{%?E SHCARE (IEFREAEFMRNAER ) . HiefiER—EXFEBNRAR
BHAE | SUELITREL,

RBEATE , BERUTHEZZNE

- EISEREESORE — EREFNISENHEMHENZEXCARERAIEZEENEER
FH , FEAMRVISERTE,

- Trust for client authentication and Syslog — BUA L IThEE , SAEFE AR EHBIBEAPH/ZEE
L2 R B AR RESERTISEMKIRETHHERE,

- EEERREN S 0RE — EGENABERERYE (WERE ) FFEFT.

3.&& , B—T swmtRE A6 FELREZEENREFIAR , XERDSIFAEHEIISESR (MR
EEHED) o

'élnls'::ln; Identity Services Engine Home » Context Visibility » Operations » Policy  Administration » Work Centers

* System ¥ Identity Management  » Network Resources  » Device Portal Management  pxGnd Services  » Feed Service  » Threat Ceniric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
—
<]

« Certificate Management Import a new Certificate into the Certificate Store

) * Certificate File | Browse... | CA cerificate.cer
Systemn Certificates

Trusted Certificates Friendly Name | Company CA certificate

OCSPF Client Profile Trusted For: ;

Certificate Signing Requests
s Trust for authentication within 1SE

Certificate Periodic Check Settings
[ Trust for chent authentication and Syslog

+ Certificate Authority
[ Trust for authentication of Cisco Services

[C1 valdate Certificate Extensions

Description |

RECAKEZNER



HRNPECARSNRIZEANTEEMERR , TUIERIEHLHR(CSR) , L ERIRCSRE
BHNRE T ARERISER R,

1?.%113[3 ) %gﬁfz Administration > System > Certificates > Certificate Signing Requests %?&%1@ Generate Certificate
Signing Requests (CSR) ZE 4 CSR,

CEHBEMERLN "RE 5T, fTHNEETFEREEERANAGR,

MRABEANRZEAR  FEE "Z2H. . £EAERER , TURBEEEHAR, EAZHERT
, BEULREAT "HRL (Used For) FRLEEHR AR "ZHE, (Multi-use) ; ERFRETAHAR
FTEISE WebfiF,

SEISEEHERAVE  BEAEENESHER.

AMRENRZE/ELEERAZTRRE , BRE Alow Wildcard Certificates HE o

sk Identity Services Engine Context Visibiity ~ » Operations b Policy [Nl + Work Centers

= System b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seflings
I

(]
= Certificate Management Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
Systemn Certificates . .
ISE ldentity Certificates:
Trusted Certificat
iz waes * Multi-Lise (Admin, EAP, Portal, pxGnd) - Client and Server Authentication
OCSP Client Profile « Admin - Server Authentic ation
) + EAP Authentication - Server Authentication
Certificate Signing Requests « OTLS Authentication - Server Authentication
Certificate Peniodic Check Settings * Portal - Server Authentication
* pxGnd - Client and Server Authentication
+ Certificate Authority * SAML - SAML Signing Certificate

= |SE Messaging Service - This is not a signing request, but an ability to generate a brand new Messaging certificate
ISE Certificate Authority Certificates:

= |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

= ISE Intermediate GA - This is an Intermediate CA Signing Request

+ Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CAISE Intermediate CA

Usage
Certificate(s) wil be used for |MuliUse |4 You can use a single certificate for mulkiple

doing 0 s not a recommer

should obtain individual cert s spedfically
service (for example, one certificate each for Guest
Portals, EAP, and pxGrd).

Alow Widcard Certificates [ i

Mode(s)

Generate CSR's for these Nodes

Node CSR Friendly Name

[T hongkongise hongkongisesMulti-Use



Usage

Certificate(s) wil be used for |Muti—Use » | A You can use a single certificate for multiple services, but
: "~ doing so is not a recommended practice. Rather, you
Multi-Use R }
Admi should obtain individual certificates specifically for each
mn . service (for example, one certificate each for Guest

EAP Authentication Portals, EAP, and pxGrid).

Allow Wildcard Certificates RADIUS DTLS
Portal
pxGrid

Node(s) ISE Messaging Service

Generate CSR's for these Node SAML
ISE Root CA
Node ISE Intermediate CA
Renew ISE OCSP Responder Certificates

[ hongkongise hongkongiseZMulti-Use

SRIFEMSER (EBEM., BB W, N/E. BIR ) WFEHEER , EEFTEEA.
6.5 7 ERILLIEIE , 55— T Generate , AREBIR—T Export EEHRE L.

"dses’ Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [ERITHNEICTIEN * Work Centers

~ System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  w Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seltings

<]
7] hongkongise hengkongise#Multi-U

~ Certificate Management ] hongkong EPIMRaRiEos

System Certificates

Subject

Trusted Certificates

OCSP Client Profile Common Name (CN) | SFODNS | G

Certificate Signing R t

SRS SEEe T Organizational Unit (OU) | Security | @

Certificate Periodic Check Settings

» Certificate Authority Organization (O) |TT | @
City (L) | Kokata |

State (ST) | West Bengal |

Country (C) | IN

Subject Aternative Name (SAN) ' [[IP Address -] [10.127.196.248 i
* Key type i
* Digest o Sign With

Certificate Policies |




Country (C) |IN

Subject Alternative Name (SAN) | | '| | 1
DNS Name
* Key type [R¢ 1P 5ddress |
Uniform Resource Identifier
Directory Name
* Key Length | 2048 v |

E Mimand fo Cime WAL ICI_In el - I

EE TEMEBase-64imiBEEFRFR — BLEKUPEMEBEREEICAETESR , WEENLE
FiHY %% @ ECERMESR ( Base 64#R1H ) o

B ECNM T , ISEEBEREIEFQDN,

i EISE1.3/11.4% | ELEER HMECSRT BEFE ApxGride —EZE AR pxGrid , 3 —1&
ERARpxGridW H AR, B2.0REFRAE , TBEE—EEHRE—ECSRL,

X RFBEAREAPEMERE B ™, AT eEE "EECNL WP , EAWindowsFE
RAIEERRIIBE., BIEERAER T Validate Server Identity , & ™. {VACNEAL B

, SSLIEFthmJRE kB, Mk , ATLAFECNM R EAEAFQDN , &A% *domain.com A R
SAN DNS Name#if, HLBHEREEMCATUERBNCNF EBFMEERAFT(Y) , BIEE
ZEBRAFRAFEENRCSRY, EERBERT , EER ISR KRR L IRE,

7.—BEBEHRCARB(WE A FIRMCSRER , FFERMEZIISE GUI , A% B finE|Administration >
System > Certificates > Certificate Management > Certificate Signing Request ; iZH 5t Bl 2 3 Y
CSRZEMAE , AR — T Bind CertificateiZ i

JView (pExport | 3 Delete || Bindl Cestificats Show | Al -8

[ Frierdly Hame Certficate Subject Key Length Portal group tag ~ Timestamy i «  Host

BETHR, LERKINERRE  US/EEERFEBBEISE, AERBRBRESNEE (NEEEN
EAPE 3 ERE. FIFE)  BEREFEAZSENE , ARE—T sumit , MTEFR


https://youtu.be/nBKzsGAXFyE?t=221

‘e Identity Services Engine Home Ope SSBl  ~ Administration

= System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade b Backup & Restore b Admin Access b Settings

<]
~ Certificate Management Bind CA Signed Certificate
SysiemCelthcaies * Certificate File | Browse... | certmew(1).cer
Trusted Certificates
OCSP Client Profile Friendly Name | Company Signed Cert 1

Certificate Signing Requests
Valdate Certificate Extensions [ ] i

Certificate Periodic Check Settings
+ Certificate Authority
Usage
Zl Admin: Use certificate to authenticate the ISE Admin Portal
E EAP Authentication: Use certificate for EAP protocols that use SSUTLS tunneling
] RADIUS DTLS: Use certificate for the RADSec server
[¥pxGrid: Use certificate for the pxGrid Controller
E] Portal: Use for portal
* Portal group tag |DefautPoa1aICertiﬁcateG'm.p v| 7
Portal(s) using this tag gy oD Portal (defauk) Blackist Portal (defauk)
Certificate Provisioning Portal (default) Clent Provisioning Portal (defautt)
Hotspot Guest Portal (default) MDM Portal (defaul)
My Devices Portal (defaul) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (defaul)

MREANBESZEEESAE , AISEEHM X EENMRABEHRKE. RIBED O EEEESHRAH
BR  ETREEE10-1578E, ERERAENNMRE  BRABISEGSHIIEEE show application status

IS TH T o

Enabling Admin role for this certificate wil cause an application server restart on the selected node.

Note: Make sure reguired Certificate Chain is imported under Trusted Certificates

The Portal tag is already assigned to the following certificate(s). If you proceed, it wil be removed from the existing
certificates, and affected portals wil be restarted. Do you want to proceed?
* Default self-signed server certificate




MREREEARIRE T adminFportalB & |, AIAILEFRERIERPHEESHFIF B H R E
HEROMMN., ERABERTERHENR , ERET  BESRIRMEERESFE  UREKES
EEE, AERLAGEFNERSRMIFREE  REXRSHBRER K BRAEREEZES
i,

AR EEEFENHCAREBNRAKRBRE  FELEMHCSR , AWHEAMRNRBEEBZENE
HREIZBE. ARALEISERMACHZENEE AU EENRS B REHN=
g, BRI RNENEERE A AN ERERPABETEENTERIRREHR T HE

, BITFEFH. FISHABHEREREIH BHNTERE. EMER N BN RERE
RENASEHE, TRSEALGRBYEER , BARMFENIEAIMIN/EAP/Portal), 85T
£, MRBAAIMInAE |, RBEAEEFRED.

B 2RUEESVNEAPERSHERALARICA B/ BEAN/ARMEMFERLRES
MRS, REER , IREAEIHFEANBEBISEFIFERABPEMFHNLERRREE | i
MswIRESERIELRERTRSHLAMEAPFIFER,. 2BREFFELER , FE
RALHBERRERMAFER  URFEFNEAEERR, WA, K EESESSHIIPHE I
B EISANMENL , LUBEGERIPu B ARSRFHEAREES,

Lprikx EIEN |

BEEDL
1 PIERMES (REMEBFNAEHE ) RELR (ENZRELTETENR ) BEXIRS
LB, B FTRERE (EEARNMERY ) .

2REFEEFHNICERSAFNMARE. LT RELE (REANMERE ) .
SHIARERBRMBES.

RTHENE—R

1. ﬁﬂﬁ,f: Administration > System > Certificates > Certificate Management > System Certificates.iggi%gfﬂ?ﬁi__lt
Export.ig]% Export Certificates *H*Aﬁﬁﬁigﬁﬂo ﬁl*Aﬁ%@ﬁ%ﬁﬁ%@ﬁ%o E_-F Export.
2. gﬂﬁ,f; Administration > System > Certificates > Certificate Management > Trusted Certificates. JBIERE W IZ— T
Export.j’fi — T save File EE Hj %%o
3. gﬂﬁf: Administration > System > Certificates > Certificate Authority > Certificate Authority Certificates.iggﬁ%gﬂt
B—T Export.igg Export Certificates Pl ﬂ\ﬁ@ﬁl&ﬁffﬂo iﬁi)\%Aﬁﬁ?%‘éﬁ,ﬁﬂﬁﬁ’é%ﬁo ' -—T
Export.j’fi — T save File EE Hj %%o

SRR

BERBRARML

MRBMSEZEAREIRABERFRETNEAHFECBH , ARBESLAR. BRARE "2E
ENREL M "REEFS) GEN "THABEE, BB E"Jﬁ’)ﬁlﬁ(Administration > System > Certificates >
Certificate Management) , 1B ML E | BEA K AEFT ©1Mo



BtS\ |, FECA Certificatesti & 1 & % E#YExpiration Datet# i B9 4 3 M (Administration > System >
Certificates > Certificate Authority > Certificate Authority Certificates) , ﬂuﬁ LIZ\E , %EEET:T: ﬂ' %&Zﬁﬁ@ﬂ?ﬂiﬁo

il RS

WMRISERHNRECBHIRER , AIFERAEMER. BREMBRNELRES (WREA ,
FRHETE ) .

3

i3

== ﬁ%@ﬁﬂ NS ) Eﬁ’gﬂﬁf; Administration > System > Certificates > Certificate Management.ﬁf—-lt System
Certificates Store IR IFIBEIBE WL IZ— T Delete.
ERZEIRENEZENRRERERENES  F2RAEEAR,

AERFATEES02.1x5 1 E LV ISEMRERE &
BBISERTASSLEFERERTRBEMN,

EEFIHOSHEFZET EEAMBERE ( MIPEAP ) IRBARBERNEAPTE , A AR
BBRH 5 BREEARWECHEFTNBERRBZEN, EASSLEFREN —1H2
ISER2RHBEURBTFFENIARBEN/RTERE, IRBTZRAHCERETRD
1h$E , BIFERAEERBARES .

2\% 7 ﬁ%%%ﬂ%é%ﬁ@@ﬁﬁ% , %?ﬁ@EﬁEﬁ*ﬂ@(Operations > Diagnostic Tools > General Tools > TCP
Dump) B Wireshark#i 1€, BRI FE A EFIERR ssl.handshake certificates 2 3 2 B B 7.

ngﬁ ) gﬂﬁi Expand Radius Protocol > Attribute Value Pairs > EAP-Message Last segment > Extensible Authentication
Protocol > Secure Sockets Layer > Certificate > Certificates.

ZZEI %ﬁﬁ’ﬁ?‘ﬁ% ) E%EMEMSE Administration > Certificates > Trusted Certificates fﬂ?ﬁ%%éﬁ&*ﬂ*ﬂ/ﬁicp FEﬁE%
E. IR BEREEHNER , IBEEEAF X AZBLESRN S EZREAEN.

FREERS ([ARR, TEME ) URFEEHE  SEEZENEESRFEBIFTHR(SKNEREHT
— {878 & A SR B MR & SR AR B AT AR (AKI) =L

ISEFEERIER , (B IR1E & DREMIEEISEMRREE

WMRISERSSLEFRRECREESHABRAOMERIERE , T IEREBRIEN/NFERSE
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