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= Cisco ISE ( Policy - Policy Elements]

Dictionaries Conditions Results

I

Dictionaries H H H
System Dictionaries
Eel
=)
> 9 user Name ~  Description

ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY _PROBE Profiler ACTIVEDIRECTORY_PROBE dictionary
APIC Dictionary for APIC
copP Profiler COP dictionary

= Cisco ISE Paolicy - Policy Elements

Dictionaries Conditions Results

I

Dictionaries

el

=
=

> L PassivelD
» LU Posture
> LU PROFILER

> W IETF

( ~ [ RADIUS Vendors

> L Airespace
» L Alcatel-Lucent

> L Aruba

' RADIUS Vendors

©

@ Name ~  Vendor ID Description

() Alrespace 14179 Dictionary for Vendor Airespace

) Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
Aruba 14823 Dictionary for Vendor Aruba

O Brocade 1588 Dictionary for Vendor Brocade
Cisco 9 Dictionary for Vendor Cisco

;: Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM

1] Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000




= Cisco ISE

Dictionaries Conditions Results
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [* Dictionary Name Packeteer ]
= & Description Disctionary for BlueCoat Packet Shaper
~ 3 Radius [‘ Vendor ID 2334 I
> L IETF

> L Airespace

~ [ RADIUS Vendors

> L Alcatel-Lucent

Policy - Policy Elements

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1

> L Aruba

> L Brocade
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results

Dictionaries
a

=
~ [J RADIUS Vendors
> L Airespace
> L Alcatel-Lucent
> L Aruba
> b Brocade
» L Cisco
> L Cisco-BBSM
» L Cisco-VPN3000
> LW H3C
> W HP
> L Juniper
> L Microsoft
» L Motorola-Symbol

L4 Packeteer

> L Ruckus

Dictionaries = ... > RADIUS Vendars > Packeteer

Dictionary [ Dictionary Attributes ]

Dictionary Attributes

O Name ~ MNumber Type

Direction

Description

Mo data available

Predefi...




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Dictionaries = -
= Dictionary [ Dictionary Attributes |

RADIUS Vendors

id Alrespace

L Alcatel=Lucent

id Aruba ~, Emable MAC gption
* Data Typ: STRING w

id Brocade

| Cisco ouT W

i Cisco-BBSM s
- i (0-258)

LU Ciseo-VPN3000
W H3C
i HP

Allow Tagging
-
e | m
it b 4
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= Cisco ISE [ Administration - Network Resources ]

Network Devices Network Device Groups [ Network Device Profiles J External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Device Profiles

L Add ok, Import vl Cisco Communities Import
O Name ~  Description Vendor Source
O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
[_J ArubaWiraless Profile for Aruba wireless network access devices Aruba Cisco Provided
D BrocadeWired Profile for Brocade switches Brocade Cisco Provided
a 2% Cisco Generic profile for Cisco network access devices Cisco Cisco Provided
= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Metwork Device Profile List > New Network Device Profile

Network Device Profiles ‘—
Cancel
* Name Packeteer

Device Profile for Packeteer
Description

lcon | Change icon...

Vendor  Other

Supported Protocols

( RADIUS ]
TACACS+ O
TrustSec O

[ RADIUS Dictionaries ~ Packeteer ><]
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= Cisco ISE [ Administration - Network Resources]

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Devices

Network Devices

Default Device

Device Security Settings
oLy Impaort T Export @ Delete
'l MName -~ IP/Mask Profile Name Location Type Description

:] SPRT 172.18.228... &% Cisco (5) All Locations All Davice Types

:| posturelinux 10.106.36.9.. 2% Cisco (3) All Locations All Device Types




Administration - Network Resources

= Cisco ISE

Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices List > New Network Device

MNetwork Devices

Name BlueCoat_PS
Description
[ % IPAddress .t IP: 10.10.10.10 a2 & ]
[ Device Profile (] Packeteer v @ ]
Madel Name N
'

Software Varsion

Network Device Group

All Device Types ~  Set To Default

Device Type
IPSEC Is IPSEC Device ~ Set To Default
Location All Locations ~ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings

RADIUS

Protocol
Sh ow]

[Shared Secret [ETTrrprres

NAC Man




= Cisco ISE
Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Metwaork Devices List » New Network Device

Network Devices

Network Device Profiles

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequences

Mame CiscoSwitch1
Description
[ I IPAddress . IP: 10.20.2020 | 32 ﬂ’]
Device Profile &% Cisco et
Model Name a
Software Version ~

Network Device Group

Location All Locations
IPSEC Is IPSEC Device
Device Type All Device Types

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

<

Set To Default

¢

Set To Default

<

Set To Default

( Shared Secret = sssssssssses

Shuw}

NAC Man
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1. BMERE>- KRB T2 >ER>-RIE-REREER

2. #EStandard Authorization Profiles T , #— T Add,



= Cisco ISE [ Palicy - Policy Elementsj

Dictionaries Conditions Results ‘

Authentication ’ Standard Authorization Profiles
-

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[Autharizatinn Prufiles)

Downloadable ACLs + Add

O Name Profile

Profiling ?

O Bidirectional_posture_profile #k Cisco (1)
Posture >

:] Blackhole_Wireless_Access a Cisco ()
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O
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= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Name BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT i

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
I
Authorization Profiles » New Authorization Profile
Authentication ?

Authorization Profile

Authorization e

Authorization Profiles [ Hame Cisco_Switches J
Downloadable ACLs
Description Acis 1o Clicn switihés
Profiling 2
Posture b * Access Type
ACCESS_ACCEPT b
Cliant Provisioning >

Metwork Device Profile 3% Cisco v

Service Template O

Track Movement oo
Agentless Posture OaG
Passive Identity Tracking [ (.

> Common Tasks

~ Advanced Attributes Settings

[:: Cisco:cisco-av-pair e : shell:priv-lvl=15 R J

~ Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = shell:priv-v=15
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2. BB ITEMRE
3. IS ULRH R TE A L & B RV ME — R4
4. BB Policy Set,

5. BB Authentication Policy AFX E B BRFER A, APRIAIBEAERTE , TRESHBR
F5 , ISEREXFIIREERE,

6. BB RO LAERE, WK URTRE,

7. BB Authorization Policy & A & B MREGRME. Bl , REBFEADERISERZT S . &
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8. ARt THLREPREFERERANER,
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= Cisco ISE

@ Packet Shaper

s Authentication Palicy (1)

(¥) Status  Rule Name Conditions

Q

Policy - Policy Sets

2 DEVICE Network Device Profile EQUALS Packeteer

e Any aulhantication condition =] [BE“'ICE Notwork Davice Profile EQUALS Packateer 1

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

“ Autharization Palicy (1)

@ Status  Rule Name Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

BlueCoat_PS_ReadWri...

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

Selact from list

DenyAccess Select from list
= Cisco ISE Palicy - Policy Sets A Ussnssaming  Q (@ 53 @
Policy Sets Reset Policyset Hitcounts |
() Status  Policy Sat Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
Q
(=

[-] Cisco Switchas

[ B DEVICE-Network Device Profile EQUALS :-ﬂ.n]

Dafault Network Access| <@ o @ »




= Cisco ISE Policy - Paolicy Sets

Status  Rule Name Conditions Use

Results

Status  Rule Name Conditions Profiles Security Groups

a Default DenyAccess Select from list

HEFE

FAxEEMARadiusETREEENE EFH A LUEMEISEL , RAFHIE S hiﬂﬂ’]ﬁﬁﬁ*ﬁﬁféi_
T—Egw. Fit , AXEIE T HEARBRREREFANEE. FERMERENBEEESTER
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RERBEEHBEEF(ASR)
B|EANBUSEBNFARMVSA , RAECERISELEFENERAVE,

1 : cisco-av-pair
& : shell : tasks="#<role-name> , <permission> : <process>"

% #<role-name>MEREARHBHFILAMEENACETE, ACKETUBMREERER
. Hrfrole#froots I AR IS TEH | Miroletleafer@ B EMH S, EMEAGC TSN EE
if : shell : tasks="#root , #leaf",

AAEGAUENENAERED  EEEAERITUAERESERXNERN. BAMBITIA
B, flon, EEREFAEYBCGPEANBRTIE , FiSERK

: shell : tasks "#root , rw : bgp"s E’I’iﬂ’]l'[ﬁfiTEE it {EE S E A

toshell : tasks="#root , rw : bgp"iE &toshell : tasks="rw : bgp , #root" , &R M[E,

| BRI REREER.



SREA R |RADIUSE 4|8t 5 Bl BitE
RADIUS-Cisco|cisco-av-pair | & shell : tasks="#root , #leaf , rwx : bgp , r : ospf"

CiscoX #2#10S®F1Cisco IOS® XE

BEANBIYERNFAENMVSA , EAEEMAISELERFENRADIUSE .,
B : cisco-av-pair
{& : shell : priv-lvl=<level>

EABR : B<levePWEREAEA LREEENFAHEE. B , MREE15, ARTEE
; MREXT7 |, AIRTRHE,

R BRI REREEESR.

AR | RADIUSE | B A BHE
RADIUS-Cisco|cisco-av-pair | & shell : priv-lvl=15

BlueCoat&E X 285

B : Packeter-AVPair

{8 : access=<level>
FRAFN : <leve>RERHENFIER, BEFIMEERES K MEABEFIHEERNKEE.
FRATHEZRILFNE (MAERFT) :

« &% : Packeteer
- {HEEMID : 2334
- HEFBREBMCRD 1
o HERMBBIBMAARD 1

WABMARFHEERR

« B : Packeter-AVPair
- B . AREEFREX
- HEEBMID : 1

- 5E : B

- AFFZME : False

. RAFFER : RKEF

- BMAER . F&

| EBEENEREREER (ARAESRE )

ARME  [RADIUSEBEBMTE] BiE




RADIUSH B3 [T @-AVPair |F& access=look

| EBEEMEREREER (ARNESHE ).

SRl ER A Bl RADIUSEM BHREE| BH4E
RADIUSH 2 [T 2-AVPair |F& access=touch

BlueCoat Proxy{al IR 85 (AV/SG)

B : Blue-Coat-Authorization
B : <level>

FRAR : <levePRERBEMNEIER. ORRNIEEIE 1 XREBEFZIVE K MR EBEESER
. Blue-Coat-Authorization B 2 & F 35 B BIH B,

ERATHERMYFR (WAERFAR) -

« &% : BlueCoat

- HFEERID : 14501

- HEMREMMLAD 1
- HERMBBIBMAARD 1

WABMARFAERR

- B : Blue-Coat-Group

- HEEFRBMID : 1

« AE WA

- fAFFZM@ : False

- RFFER . REH

- BHEK . EAFRERH32 (UINT32)

WMAS _—EBENFEER

« B : Blue-Coat-Authorization

- B . AREEFREX

- HEREMEID : 2

« FE: WA

- RFFZME : False

. RAFFESR : RKEF

- BHRE  BARESI2 (UINT32)

M B MEREREEER ( ARELESRE ).

A B 2 Bl RADIUSE | Bt B Al B 1% 1E
RADIUS-BlueCoat|Blue-Coat#f |UINT32 |0




M EBEENEREREEER (ARRRESAE ) -

aA) B30 7l RADIUSE | Bt B 5l B 1418
RADIUS-BlueCoat|Blue-Coat#fl |UINT32 |1

M EBEENEREREER (ARNESHE )

A1 HL A B RADIUSE 4 |BHE Bl B it{E
RADIUS-BlueCoat|Blue-Coat#fl [UINT32 |2

Brocade 3 #1#

BEANKEBYEBNFAEMVSA, EAEEMAISELERFENRADIUSE 4,
£ : Tunnel-Private-Group-ID

f : U: <VLAN1>; T : <VLAN2>

B B<VLANT>REAEBVLANWE, <VLAN>SEREAZESVLANNE, EXRGH , &R
VLANRVLAN 10 , & VLANZVLAN 21,

R EBEE MBI RERERESR.

57 A A Bl RADIUSEB % B BHE
RADIUS-IETF|Tunnel-Private-Group-ID|{Z&F&|U : 10 ; T : 21

Infoblox

Bt : Infoblox-Group-Info
{& : <group-name>

FEHAAR : <group-name>— EERFEAZEZFTENFENER, Y AEInfobloxFEE LHIE L
o, ELEERGIF , HEBAMyGroup,

ERTHEEMFAE (MAERAT)

« A : Infoblox

- HEMID : 7779

- HEMRESMCARD 1
- HERMBBIBALARD 1

WABMIEFHEER

« B : Infoblox-Group-Info
- {HLFEREMEID : 009

- Jom : EH

- fAFFZM@ : False

. AFFER . REH



- BHEE . FEB
R EBEEMERERERESR.

& B2 R RADIUSE =R Richl| BitE
RADIUS-Infoblox|Infoblox-Group-Info | & REVEHE

Cisco Firepower& I8 /0

BEAMEVERNFARMVSA , AAEHEMAISELEREFENRADIUSE S,
B : cisco-av-pair

{& : Class-[25]=<role>

ERAAR : B<role>WEREAFMCEAKESZNACER, EFMCLEVYZEAR®  HINEES
MRABERE , WiGES EFISELH B ERBAFMCENR,

I B INEREREE R

HEA B |RADIUSE M| M4 L B BitE
RADIUS-Cisco|cisco-av-pair | & Class-[25]=NetAdmins

Nexus 33

EEZR/LEVEBNFMEMVSA , RAEEMISELEREFENRADIUSEX.
B : cisco-av-pair
{& : shell : roles="<A 1> <G @2>"

RIE : #<role1>M<role2>MEREARBB I BERNACERE, EUZEA/CK K FERAE
FRoRAR. EZEACRAAAMMRREEDNexus XM , HREMAERGFIERME=E
AENTEERNDT.

NEAGEEREFRERENRBACHEITES.,
M BN REREER,

AR | RADIUSE M |BHE A BHE
RADIUS-Cisco|cisco-av-pair|= & shell : A& &="network-admin vdc-admin vdc-operator"

451 ANT2 522 (WLC)

BEFEA/UEBIYERNAENVSA , RAECHEMAISELERLFERRADIUSE .,


/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html

B : Service-Type
{8 : BE(6)/NASIER(7)

FAFN FEREFAFHERLANZFRWLC)NEIEAFIE , HEXER B8, ; &
AMERTEUE , HELEA "NASER. -

BEAFHE , &
M SEEENEREEEER (ARREMRE ) .

FREA B RADIUSEBMRE B BitE
RADIUS-IETF|IRF& & B 5| &8 NASIE R

M EBEENEREREER (ARERSAE ) -

B R B |RADIUSE | B2 Bl | Bt E
RADIUS-IETF|fR # £ 51 S =g

BRI O REEE S (DCNM)
FRENRBHEE , XEEHMEDCNM, FH , CUSEMERBEESHTRMTIESAREES

BEAMEVERNFARMVSA , AAEHEAISELEREFEENRADIUSE %,
B : cisco-av-pair

{& : shell : roles=<role>

DCNMA RADIUS Cisco-AV-Pair
FEHE shell ; &= "network-operator"
EEE shell : &= "network-admin"

H A
B : ACL-Auth-Level
& : ACL-Auth-Level = "<integer> |

FAARN : <integer>REXRENFEEHR. FHEZEBAACL-Auth-UserLevel WACL-Auth-
Level BME50 , B AACL-Auth-AdminLevelfYACL-Auth-Level B1E{E100 , B AACL-Auth-
SecurityAdminLevel®JACL-Auth-Level{fE200, AIABKBELETE , YW B EZEKBENEERRE
B ERERSHAVENE,

EATHERMYFAR (WAERFAR) -

« %% : AudioCode


https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html

- {H£FERID : 5003
- HESBREBMNKD : 1
o HEBRBIBALKD 1

WABMIEFHAER

« Bt : ACL-Auth-Level
- B . AREEFREX
- LIEREMID : 35

- 1A : EE

- RFFZME : False

. RAFFESR : RKEF

- BHRR ; BEE

M EBEEMEREREEER (HHERE ).

aA) B ALl RADIUSEM BRI BHE
RADIUS-AudioCode|ACL & 17 5% 3% 1k Bl | & 50

M SBEENEREREEER (HHEES ).

Rl ER 7Y Bl RADIUSEM [BHEFI|B4*E
RADIUS-AudioCode|ACL & 15 B 35 4k Bl | B 81 100

M EBEENEREREER (ARREEER ),

A B AL Al RADIUSEM |BiEERI|EHE
RADIUS-AudioCode|ACL & 17 5% & 1k Bl | & 200
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