
åœ¨FTDä¸Šé€šé�ŽAnyConnecté� ç«¯è¨ªå•�VPNé…�ç½®ISEå®‰å…¨ç‹€æ…‹
ç›®éŒ„

ç°¡ä»‹
å¿…è¦�æ¢�ä»¶
éœ€æ±‚
æŽ¡ç”¨å…ƒä»¶
è¨å®š
ç¶²è·¯åœ–è¡¨å’Œæµ�é‡�å‚³è¼¸
çµ„æ…‹
FTD/FMC
ISE
é©—è‰
ç–‘é›£æŽ’è§£

ç°¡ä»‹

æœ¬æª”æ¡ˆä»‹ç´¹å¦‚ä½•è¨å®šFirepowerå¨�è„…é˜²ç¦¦(FTD)ç‰ˆæœ¬6.4.0ä»¥é‡�å°�èº«åˆ†è˜åˆ¥æœ�å‹™å¼•æ“Ž(ISE)å°�VPNä½¿ç”¨è€…é€²è¡Œå®‰å…¨è©•ä¼°ã€‚

å¿…è¦�æ¢�ä»¶

éœ€æ±‚

æ€�ç§‘å»ºè°æ‚¨çžè§£ä»¥ä¸‹ä¸»é¡Œï¼š

AnyConnecté� ç«¯å˜å�–VPN•
FTDä¸Šçš„é� ç«¯å˜å�–VPNçµ„æ…‹•
èº«ä»½æœ�å‹™å¼•æ“Žå’Œç‹€æ…‹æœ�å‹™•

æŽ¡ç”¨å…ƒä»¶

æœ¬æª”æ¡ˆä¸çš„è³‡è¨Šæ˜¯æ ¹æ“šä»¥ä¸‹è»Ÿé«”ç‰ˆæœ¬ï¼š

Cisco Firepowerå¨�è„…é˜²ç¦¦(FTD)è»Ÿé«”ç‰ˆæœ¬6.4.0•
Cisco Firepowerç®¡ç�†æŽ§åˆ¶æª¯(FMC)è»Ÿé«”ç‰ˆæœ¬6.5.0•
æ�è¼‰Cisco AnyConnectå®‰å…¨è¡Œå‹•åŒ–ä½¿ç”¨è€…ç«¯ç‰ˆæœ¬4.7çš„Microsoft 
Windows 10

•

æ€�ç§‘èº«åˆ†è˜åˆ¥æœ�å‹™å¼•æ“Ž(ISE)ç‰ˆæœ¬2.6ï¼Œå¸¶è£œä¸�3•

æœ¬æ–‡ä¸çš„è³‡è¨Šæ˜¯æ ¹æ“šç‰¹å®šå¯¦é©—å®¤ç’°å¢ƒå…§çš„è£�ç½®æ‰€å»ºç«‹ã€‚æ–‡ä¸ä½¿ç”¨åˆ°çš„æ‰€æœ‰è£�ç½®çš†å¾žå·²æ¸…é™¤ï¼ˆé �è¨ï¼‰çš„çµ„æ…‹ä¾†å•Ÿå‹•ã€‚å¦‚æžœæ‚¨çš„ç¶²è·¯é�‹ä½œä¸ï¼Œè«‹ç¢ºä¿�æ‚¨çžè§£ä»»ä½•æŒ‡ä»¤å�¯èƒ½é€ æˆ�çš„å½±éŸ¿ã€‚

è¨å®š

ç¶²è·¯åœ–è¡¨å’Œæµ�é‡�å‚³è¼¸



1.é� ç«¯ä½¿ç”¨è€…ä½¿ç”¨Cisco Anyconnecté€²è¡ŒFTDçš„VPNè¨ªå•�ã€‚

2. FTDå�‘ISEå‚³é€�è©²ä½¿ç”¨è€…çš„RADIUSå˜å�–è¦�æ±‚ã€‚

3.è©²è«‹æ±‚åœ¨ISEä¸Šåˆ°é�”å��ç‚ºFTD-VPN-Posture-Unknown 
çš„ç–ç•¥ã€‚ISEå‚³é€�å¸¶æœ‰ä¸‰å€‹å±¬æ€§çš„RADIUS Access-Accept: 
 

cisco-av-pair = url-redirect-acl=fyusifovredirect â€” 
é€™æ˜¯åœ¨FTDæœ¬æ©Ÿä¸Šå®šç¾©çš„å˜å�–æŽ§åˆ¶æ¸…å–®(ACL)å��ç¨±ï¼Œæ±ºå®šé‡�æ–°å°Žå�‘çš„æµ�é‡�ã€‚

•

cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-
98fb-0050568775a3&action=cpp â€” é€™æ˜¯é� ç«¯ä½¿ç”¨è€…é‡�å®šå�‘åˆ°çš„URLã€‚

•

DACL = PERMIT_ALL_IPV4_TRAFFIC â€” 
å�¯ä¸‹è¼‰ACLæ¤å±¬æ€§æ˜¯å�¯é�¸çš„ã€‚åœ¨æ¤æ¡ˆä¾‹ä¸ï¼Œæ‰€æœ‰æµ�é‡�éƒ½å…�è¨±åœ¨DACLä¸)

•

4.å¦‚æžœå‚³é€�äº†DACLï¼Œå‰‡æœƒäº¤æ�›RADIUS Access-Request/Access-
Acceptï¼Œä»¥ä¾¿ä¸‹è¼‰DACLçš„å…§å®¹

5.ç•¶ä¾†è‡ªVPNä½¿ç”¨è€…çš„æµ�é‡�èˆ‡æœ¬åœ°å®šç¾©çš„ACLåŒ¹é…�æ™‚ï¼Œæµ�é‡�å°‡é‡�å®šå�‘åˆ°ISEå®¢æˆ¶ç«¯èª¿é…�é–€æˆ¶ã€‚ISEèª¿é…�AnyConnectç‹€æ…‹æ¨¡çµ„å’Œå�ˆè¦�æ€§æ¨¡çµ„ã€‚

6.åœ¨å®¢æˆ¶ç«¯é›»è…¦ä¸Šå®‰è£�ä»£ç�†å¾Œï¼Œå®ƒæœƒä½¿ç”¨æŽ¢æ¸¬åŠŸèƒ½è‡ªå‹•æ�œå°‹ISEã€‚ç•¶æˆ�åŠŸæª¢æ¸¬åˆ°ISEæ™‚ï¼Œçµ‚ç«¯ä¸Šæª¢æŸ¥çµ‚ç«¯å®‰å…¨è©•ä¼°è¦�æ±‚ã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œä»£ç�†æœƒæª¢æŸ¥ä»»ä½•å·²å®‰è£�çš„é˜²æƒ¡æ„�è»Ÿé«”è»Ÿé«”ã€‚ç„¶å¾Œå�‘ISEå‚³é€�ç‹€æ…‹å ±å‘Šã€‚ 
 

7.ç•¶ISEæ”¶åˆ°ä¾†è‡ªä»£ç

https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp


�†çš„ç‹€æ…‹å ±å‘Šæ™‚ï¼ŒISEæ›´æ”¹æ¤æœƒè©±çš„ç‹€æ…‹ä¸¦è§¸ç™¼å…·æœ‰æ–°å±¬æ€§çš„RADIUS
CoAåž‹åˆ¥Pushã€‚é€™ä¸€æ¬¡ï¼Œç‹€æ…‹ç‚ºå·²çŸ¥ï¼Œå�¦ä¸€å€‹è¦�å‰‡è¢«å‘½ä¸ã€‚

å¦‚æžœä½¿ç”¨è€…ç¬¦å�ˆè¦�æ±‚ï¼Œå‰‡æœƒå‚³é€�å…�è¨±å®Œå…¨è¨ªå•�çš„DACLå��ç¨±ã€‚•
å¦‚æžœä½¿ç”¨è€…ä¸�ç›¸å®¹ï¼Œå‰‡æœƒå‚³é€�å…�è¨±æœ‰é™�è¨ªå•�çš„DACLå��ç¨±ã€‚•

8. 
FTDæœƒç§»é™¤é‡�æ–°å°Žå�‘ã€‚FTDæœƒå‚³é€�å˜å�–è¦�æ±‚ï¼Œä»¥ä¾¿å¾žISEä¸‹è¼‰DACLã€‚ç‰¹å®šDACLæœƒé™„åŠ åˆ°VPNæœƒè©±ã€‚

 
çµ„æ…‹

FTD/FMC

æ¥é©Ÿ1.ç‚ºISEå’Œä¿®æ£ä¼ºæœ�å™¨ï¼ˆå¦‚æžœæœ‰ï¼‰å»ºç«‹ç¶²è·¯å°�è±¡çµ„ã€‚å°Žèˆªåˆ°å°�è±¡>å°�è±¡ç®¡ç�†>ç¶²è·¯ã€‚ 
 

 
æ¥é©Ÿ2.å»ºç«‹é‡�æ–°å°Žå�‘ACLã€‚å°Žèˆªåˆ°å°�è±¡>å°�è±¡ç®¡ç�†>è¨ªå•�æ¸…å–®>æ“´å±•ã€‚æŒ‰ä¸€ä¸‹ã€ŒAdd
Extended Access 
Listã€�ï¼Œä¸¦æ��ä¾›é‡�æ–°å°Žå�‘ACLçš„å��ç¨±ã€‚æ¤å��ç¨±å¿…é ˆèˆ‡ISEæŽˆæ¬Šçµ�æžœä¸çš„å��ç¨±ç›¸å�Œã€‚ 



 

 
æ¥é©Ÿ3.æ–°å¢žé‡�å®šå�‘ACLæ¢�ç›®ã€‚æŒ‰ä¸€ä¸‹AddæŒ‰éˆ•ã€‚é˜»æ¢ç™¼å¾€DNSã€�ISEå’Œè£œæ•‘ä¼ºæœ�å™¨çš„æµ�é‡�ï¼Œä»¥æŽ’é™¤é€™äº›æµ�é‡�é€²è¡Œé‡�å®šå�‘ã€‚å…�è¨±å…¶é¤˜çš„æµ�é‡�ï¼Œé€™å°‡è§¸ç™¼é‡�æ–°å°Žå�‘ï¼ˆå¦‚æžœéœ€è¦�ï¼ŒACLæ¢�ç›®å�¯èƒ½æ›´åŠ å…·é«”ï¼‰ã€‚ 
 



 
 

 
æ¥é©Ÿ4.æ–°å¢žISE PSNç¯€é»žã€‚å°Žèˆªåˆ°å°�è±¡>å°�è±¡ç®¡ç�†> 
RADIUSä¼ºæœ�å™¨çµ„ã€‚æŒ‰ä¸€ä¸‹Add RADIUS Server 
Groupï¼Œç„¶å¾Œæ��ä¾›å��ç¨±ï¼Œå•Ÿç”¨é�¸ä¸æ‰€æœ‰è¦ˆå�–æ–¹å¡Šä¸¦é»žé�¸plusåœ–ç¤ºã€‚ 
 



 
 
æ¥é©Ÿ5.åœ¨é–‹å•Ÿçš„è¦–çª—ä¸ï¼Œæ��ä¾›ISE PSN 
IPåœ°å�€ã€�RADIUSé‡‘é‘°ï¼Œé�¸æ“‡Specific 



Interfaceä¸¦é�¸æ“‡å�¯è¨ªå•�ISEçš„ä»‹é�¢ï¼ˆæ¤ä»‹é�¢ç”¨ä½œRADIUSæµ�é‡�çš„æº�ï¼‰ï¼Œç„¶å¾Œé�¸æ“‡Redirect
ACLï¼ˆä¹‹å‰�é…�ç½®çš„ï¼‰ã€‚ 
 

 
æ¥é©Ÿ6.ç‚ºVPNä½¿ç”¨è€…å»ºç«‹åœ°å�€æ± ã€‚å°Žèˆªåˆ°å°�è±¡>å°�è±¡ç®¡ç�†>åœ°å�€æ± > 
IPv4æ± ã€‚æŒ‰ä¸€ä¸‹Add IPv4 Poolsï¼Œä¸¦å¡«å¯«è©³ç´°è³‡è¨Šã€‚ 
 



 
æ¥é©Ÿ7.å»ºç«‹AnyConnectè»Ÿé«”åŒ…ã€‚å°Žèˆªåˆ°Objects > Object Management > VPN > 
AnyConnect Fileã€‚æŒ‰ä¸€ä¸‹Add AnyConnect 
Fileï¼Œæ��ä¾›è»Ÿé«”åŒ…å��ç¨±ï¼Œå¾žCisco Software 
Downloadä¸‹è¼‰è»Ÿé«”åŒ…ï¼Œç„¶å¾Œé�¸æ“‡Anyconnect Client Image File Typeã€‚ 
 

https://software.cisco.com/download/home
https://software.cisco.com/download/home


 
æ¥é©Ÿ8.å°Žèˆªåˆ°Certificate Objects > Object Management > PKI > Cert 
Enrollmentã€‚æŒ‰ä¸€ä¸‹Add Cert Enrollmentï¼Œæ��ä¾›å��ç¨±ï¼Œåœ¨Enrollment 
Typeä¸é�¸æ“‡Self Signed Certificateã€‚é»žé�¸Certificate Parametersé �ç±¤ä¸¦æ��ä¾›CNã€‚ 
 

 
 



 
 

æ¥é©Ÿ9.å•Ÿå‹•é� ç«¯è¨ªå•�VPNåš®å°Žã€‚å°Žè¦½è‡³Devices > VPN > Remote 
Accessï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹Addã€‚ 
 



 
 
æ¥é©Ÿ10.æ��ä¾›å��ç¨±ï¼Œæª¢æŸ¥SSLä½œç‚ºVPNå�”å®šï¼Œé�¸æ“‡ç”¨ä½œVPNé›†ä¸å™¨çš„FTDï¼Œç„¶å¾Œé»žé�¸ä¸‹ä¸€æ¥ã€‚ 
 

 
 
æ¥é©Ÿ11.æ��ä¾›é€£ç·šé…�ç½®æª”æ¡ˆå��ç¨±ï¼Œé�¸æ“‡èº«ä»½é©—è‰/è¨˜å¸³ä¼ºæœ�å™¨ï¼Œé�¸æ“‡ä»¥å‰�é…�ç½®çš„åœ°å�€æ± ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ä¸‹ä¸€æ¥ã€‚

æ³¨æ„�ï¼šè«‹å‹¿é�¸æ“‡æŽˆæ¬Šä¼ºæœ�å™¨ã€‚å®ƒè§¸ç™¼å–®å€‹ä½¿ç”¨è€…çš„å…©æ¬¡è¨ªå•�è«‹æ±‚(ä¸€æ¬¡ä½¿ç”¨ä½¿ç”¨è€…å¯†ç¢¼ï¼Œç¬¬äºŒæ¬¡ä½¿ç”¨å¯†ç¢¼cisco)ã€‚



 
 
æ¥é©Ÿ12.é�¸æ“‡ä»¥å‰�é…�ç½®çš„AnyConnectè»Ÿé«”åŒ…ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹Nextã€‚ 
 

 



 
æ¥é©Ÿ13.é�¸æ“‡å¸Œæœ›å¾žä¸æŽ¥æ”¶VPNæµ�é‡�çš„ä»‹é�¢ï¼Œé�¸æ“‡Certificate 
Enrollmentï¼ˆä»¥å‰�é…�ç½®çš„è‰æ›¸è¨»å†Šï¼‰ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹Nextã€‚ 
 

 
 
æ¥é©Ÿ14.æª¢æŸ¥æ‘˜è¦�é �é�¢ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹å®Œæˆ�ã€‚ 
 



 
æ¥é©Ÿ15.å°‡çµ„æ…‹éƒ¨ç½²åˆ°FTDã€‚æŒ‰ä¸€ä¸‹ã€ŒDeployã€�ï¼Œç„¶å¾Œé�¸æ“‡ç”¨ä½œVPNé›†ä¸å™¨çš„FTDã€‚ 
 



ISE

æ¥é©Ÿ1.é�‹è¡Œç‹€æ…‹æ›´æ–°ã€‚å°Žèˆªåˆ°Administration > System > Settings > Posture > 
Updatesã€‚ 
 



æ¥é©Ÿ2.ä¸Šå‚³å�ˆè¦�æ€§æ¨¡çµ„ã€‚å°Žèˆªåˆ°Policy > Policy Elements > Results > Client 
Provisioning > Resourcesã€‚æŒ‰ä¸€ä¸‹Addï¼Œç„¶å¾Œé�¸æ“‡Agent resources from Cisco site 
 



 
æ¥é©Ÿ3.å¾žCisco Software 
Downloadä¸‹è¼‰AnyConnectï¼Œç„¶å¾Œå°‡å…¶ä¸Šå‚³åˆ°ISEã€‚å°Žèˆªåˆ°Policy > Policy Elements > 
Results > Client Provisioning > Resourcesã€‚

æŒ‰ä¸€ä¸‹Addï¼Œç„¶å¾Œé�¸æ“‡Agent Resources From Local 
Diskã€‚åœ¨Categoryä¸‹é�¸æ“‡Cisco Provided 
Packagesï¼Œå¾žæœ¬åœ°ç£�ç¢Ÿä¸é�¸æ“‡AnyConnect 
packageï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹Submitã€‚ 
 

https://software.cisco.com/download/home
https://software.cisco.com/download/home


 
æ¥é©Ÿ4.å»ºç«‹AnyConnectçµ‚ç«¯å®‰å…¨è©•ä¼°é…�ç½®æª”æ¡ˆã€‚å°Žèˆªåˆ°Policy > Policy 
Elements > Results > Client Provisioning > Resourcesã€‚

æŒ‰ä¸€ä¸‹Addä¸¦é�¸æ“‡AnyConnect Posture Profileã€‚å¡«å¯«å��ç¨±å’Œç‹€æ…‹å�”å®šã€‚

åœ¨*Server name rules put*ä¸‹ï¼Œå°‡ä»»ä½•è™›æ§‹IPåœ°å�€æ”¾åœ¨Discovery hostä¸‹ã€‚ 
 



æ¥é©Ÿ5.å°Žèˆªåˆ°Policy > Policy Elements > Results > Client Provisioning > 
Resourcesä¸¦å»ºç«‹AnyConnect Configurationã€‚æŒ‰ä¸€ä¸‹Addä¸¦é�¸æ“‡AnyConnect 
Configurationã€‚é�¸æ“‡AnyConnect 
Packageï¼Œæ��ä¾›é…�ç½®å��ç¨±ï¼Œé�¸æ“‡Compliance Moduleï¼Œé�¸ä¸Diagnostic 
and Reporting Toolï¼Œé�¸æ“‡Posture Profileï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹Saveã€‚  
 



 
æ¥é©Ÿ6.å°Žèˆªåˆ°Policy > Client Provisioningä¸¦å»ºç«‹Client Provisioning 
Policyã€‚æŒ‰ä¸€ä¸‹Editï¼Œç„¶å¾Œé�¸æ“‡Insert Rule 
Aboveï¼Œæ��ä¾›å��ç¨±ï¼Œé�¸æ“‡OSï¼Œç„¶å¾Œé�¸æ“‡åœ¨ä¸Šä¸€æ¥ä¸å»ºç«‹çš„AnyConnect
Configurationã€‚ 



 

æ¥é©Ÿ7.åœ¨Policy > Policy Elements > Conditions > Posture > Anti-Malware 
Conditionä¸‹å»ºç«‹ç‹€æ…‹æ¢�ä»¶ã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œä½¿ç”¨é �å®šç¾©çš„ã€ŒANY_am_win_instã€�ã€‚

. 
 



 
æ¥é©Ÿ8.å°Žèˆªåˆ°Policy > Policy Elements > Results > Posture > Remediation Actionsä¸¦å»ºç«‹Posture 
Remediationã€‚åœ¨æ¤ç¯„ä¾‹ä¸ï¼Œæœƒè·³é�Žå®ƒã€‚è£œæ•‘æ“�ä½œå�¯ä»¥æ˜¯æ–‡æœ¬æ¶ˆæ�¯ã€‚

 
æ¥é©Ÿ9. å°Žèˆªåˆ°Policy > Policy Elements > Results > Posture > Requirementsä¸¦å»ºç«‹Posture 
Requirementsã€‚ä½¿ç”¨é �å®šç¾©è¦�æ±‚Any_AM_Installation_Winã€‚ 
 



 
æ¥é©Ÿ10.åœ¨Policies > 
Postureä¸‹å»ºç«‹ç‹€æ…‹ç–ç•¥ã€‚ä½¿ç”¨é‡�å°�Windowsä½œæ¥ç³»çµ±çš„ä»»ä½•é˜²æƒ¡æ„�è»Ÿé«”æª¢æŸ¥çš„é �è¨å®‰å…¨è©•ä¼°ç–ç•¥ã€‚

 

 
æ¥é©Ÿ11.å°Žèˆªåˆ°Policy > Policy Elements > Results > Authorization > Downloadable 
ACLï¼Œç„¶å¾Œç‚ºä¸�å�Œçš„ç‹€æ…‹å»ºç«‹DACLã€‚

åœ¨æ¤ç¯„ä¾‹ä¸ï¼š

ç‹€æ…‹æœªçŸ¥DACL â€” 
å…�è¨±æµ�é‡�åˆ°é�”DNSã€�PSNä»¥å�ŠHTTPå’ŒHTTPSæµ�é‡�ã€‚ 

•

å®‰å…¨ç‹€æ…‹ä¸�ç¬¦å�ˆDACL â€” 
æ‹’çµ•è¨ªå•�å°ˆç”¨å�ç¶²ä¸¦åƒ…å…�è¨±ç¶²éš›ç¶²è·¯æµ�é‡�ã€‚

•

Permit All DACL â€” 
å…

•



�è¨±æ‰€æœ‰æµ�é‡�é€²å…¥å®‰å…¨ç‹€æ…‹å�ˆè¦�ç‹€æ…‹ã€‚ 

 

 
 

 
 



æ¥é©Ÿ12.ç‚ºPosture Unknownã€�Posture NonCompliantå’ŒPosture 
Compliantç‹€æ…‹å»ºç«‹ä¸‰å€‹æŽˆæ¬Šé…�ç½®æª”æ¡ˆã€‚ç‚ºæ¤ï¼Œè«‹å°Žèˆªè‡³Policy > 
Policy Elements > Results > Authorization > Authorization Profilesã€‚åœ¨Posture 
Unknownè¨å®šæª”ä¸ï¼Œé�¸æ“‡Posture Unknown DACLï¼Œæª¢æŸ¥Web 
Redirectionï¼Œé�¸æ“‡Client 
Provisioningï¼Œæ��ä¾›é‡�æ–°å°Žå�‘ACLå��ç¨±ï¼ˆåœ¨FTDä¸Šè¨å®šï¼‰ä¸¦é�¸æ“‡å…¥å�£ç¶²ç«™ã€‚ 



 
 

 
åœ¨Posture 
NonComplianté…�ç½®æª”æ¡ˆä¸ï¼Œé�¸æ“‡DACLä»¥é™�åˆ¶å°�ç¶²è·¯çš„è¨ªå•�ã€‚ 
 



 
 

 
åœ¨Posture 
Complianté…�ç½®æª”æ¡ˆä¸ï¼Œé�¸æ“‡DACLä»¥å…�è¨±å°�ç¶²è·¯çš„å®Œå…¨è¨ªå•�ã€‚ 



æ¥é©Ÿ13.åœ¨Policy > Policy Sets > Default > Authorization 
Policyä¸‹å»ºç«‹æŽˆæ¬Šç–ç•¥ã€‚Asæ¢�ä»¶ä½¿ç”¨ç‹€æ…‹ç‹€æ…‹å’ŒVNPéš§é�“çµ„å��ç¨±ã€‚  
 



é©—è‰

ä½¿ç”¨æœ¬ç¯€å…§å®¹ï¼Œç¢ºèª�æ‚¨çš„çµ„æ…‹æ˜¯å�¦æ£å¸¸é�‹ä½œã€‚

åœ¨ISEä¸Šï¼Œç¬¬ä¸€å€‹é©—è‰æ¥é©Ÿæ˜¯RADIUSå�³æ™‚æ—¥èªŒã€‚å°Žè¦½è‡³Operations > 
RADIUS Live 
Logã€‚åœ¨é€™è£¡ï¼Œä½¿ç”¨è€…Aliceå·²é€£ç·šï¼Œä¸¦ä¸”å·²é�¸æ“‡é �æœŸçš„æŽˆæ¬Šç–ç•¥ã€‚

æŽˆæ¬Šç–ç•¥FTD-VPN-Posture-



Unknownå·²åŒ¹é…�ï¼Œå› æ¤æœƒå°‡FTD-VPN-Profileå‚³é€�åˆ°FTDã€‚

 
ç‹€æ…‹ç‹€æ…‹å¾…å®šã€‚ 
 

 
ã€Œçµ�æžœã€�éƒ¨åˆ†é¡¯ç¤ºå°‡å“ªäº›å±¬æ€§å‚³é€�åˆ°FTDã€‚  



åœ¨FTDä¸Šï¼Œç‚ºäº†é©—è‰VPNé€£ç·šï¼Œè«‹å°‡SSHé€£ç·šåˆ°è©²ç›’ï¼ŒåŸ·è¡Œsystem support 
diagnostic-cliï¼Œç„¶å¾ŒåŸ·è¡Œshow vpn-sessiondb detail 
anyconnectã€‚å¾žæ¤è¼¸å‡ºä¸ï¼Œé©—è‰å¾žISEå‚³é€�çš„å±¬æ€§æ˜¯å�¦æ‡‰ç”¨æ–¼æ¤VPNæœƒè©±ã€‚

 
<#root>

fyusifov-ftd-64# 

show vpn-sessiondb detail anyconnect

 
Session Type: AnyConnect Detailed 
 

Username     : alice@training.example.com

Index        : 12 

Assigned IP  : 172.16.1.10

            Public IP    : 10.229.16.169 
Protocol     : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel 
License      : AnyConnect Premium 
Encryption   : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)AES-GCM-256  DTLS-Tunnel: (1)AES256 
Hashing      : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)SHA384  DTLS-Tunnel: (1)SHA1 
Bytes Tx     : 15326                  Bytes Rx     : 13362 
Pkts Tx      : 10                     Pkts Rx      : 49 
Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
Group Policy : DfltGrpPolicy 

Tunnel Group : EmployeeVPN

Login Time   : 07:13:30 UTC Mon Feb 3 2020 
Duration     : 0h:06m:43s 
Inactivity   : 0h:00m:00s 
VLAN Mapping : N/A                    VLAN         : none 
Audt Sess ID : 000000000000c0005e37c81a 
Security Grp : none                   Tunnel Zone  : 0 
 
AnyConnect-Parent Tunnels: 1 
SSL-Tunnel Tunnels: 1 
DTLS-Tunnel Tunnels: 1 
 



AnyConnect-Parent: 
  Tunnel ID    : 12.1 
  Public IP    : 10.229.16.169 
  Encryption   : none                   Hashing      : none 
  TCP Src Port : 56491                  TCP Dst Port : 443 
  Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 23 Minutes 
  Client OS    : win 
  Client OS Ver: 10.0.18363 
  Client Type  : AnyConnect 
 

Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076

  Bytes Tx     : 7663                   Bytes Rx     : 0 
  Pkts Tx      : 5                      Pkts Rx      : 0 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 
SSL-Tunnel: 
  Tunnel ID    : 12.2 
  Assigned IP  : 172.16.1.10            Public IP    : 10.229.16.169 
  Encryption   : AES-GCM-256            Hashing      : SHA384 
  Ciphersuite  : ECDHE-RSA-AES256-GCM-SHA384 
  Encapsulation: TLSv1.2                TCP Src Port : 56495 
  TCP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 23 Minutes 
  Client OS    : Windows 
  Client Type  : SSL VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7663                   Bytes Rx     : 592 
  Pkts Tx      : 5                      Pkts Rx      : 7 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : #ACSACL#-IP-PostureUnknown-5e37414d 
 
DTLS-Tunnel: 
  Tunnel ID    : 12.3 
  Assigned IP  : 172.16.1.10            Public IP    : 10.229.16.169 
  Encryption   : AES256                 Hashing      : SHA1 
  Ciphersuite  : DHE-RSA-AES256-SHA 
  Encapsulation: DTLSv1.0               UDP Src Port : 59396 
  UDP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 29 Minutes 
  Client OS    : Windows 
  Client Type  : DTLS VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 0                      Bytes Rx     : 12770 
  Pkts Tx      : 0                      Pkts Rx      : 42 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 

 Filter Name  : #ACSACL#-IP-PostureUnknown-5e37414d

 

ISE Posture: 

  Redirect URL : https://fyusifov-26-3.example.com:8443/portal/gateway?sessionId=000000000000c0005e37c81a&portal=27b1bc... 

  Redirect ACL : fyusifovredirect

 
fyusifov-ftd-64#

 



å�¯ä»¥é©—è‰å®¢æˆ¶ç«¯èª¿é…�ç–ç•¥ã€‚å°Žèˆªåˆ°æ“�ä½œ>å ±å‘Š>ç«¯é»žå’Œä½¿ç”¨è€…>å®¢æˆ¶ç«¯èª¿é…�ã€‚

å�¯ä»¥æª¢æŸ¥å¾žAnyConnectå‚³é€�çš„ç‹€æ³�å ±å‘Šã€‚å°Žèˆªåˆ°æ“�ä½œ>å ±å‘Š>ç«¯é»žå’Œä½¿ç”¨è€…>æŒ‰ç«¯é»žé€²è¡Œç‹€æ…‹è©•ä¼°ã€‚



è¦�æª¢è¦–ç‹€æ…‹å ±å‘Šçš„æ›´å¤šè©³ç´°è³‡è¨Šï¼Œè«‹æŒ‰ä¸€ä¸‹Detailsã€‚



åœ¨ISEä¸Šæ”¶åˆ°å ±å‘Šå¾Œï¼Œçµ‚ç«¯å®‰å…¨è©•ä¼°ç‹€æ…‹å°‡æ›´æ–°ã€‚åœ¨æ¤ç¤ºä¾‹ä¸ï¼Œå®‰å…¨è©•ä¼°ç‹€æ…‹æ˜¯ç›¸å®¹çš„ï¼Œä¸¦ä½¿ç”¨ä¸€çµ„æ–°çš„å±¬æ€§è§¸ç™¼CoA
Pushã€‚





åœ¨FTDä¸Šé©—è‰æ˜¯å



�¦å·²ç‚ºVPNä½œæ¥éšŽæ®µç§»é™¤æ–°çš„é‡�æ–°å°Žå�‘ACLå’Œé‡�æ–°å°Žå�‘URLï¼Œä¸”å·²å¥—ç”¨PermitAll
DACLã€‚

 
<#root>

fyusifov-ftd-64# 

show vpn-sessiondb detail anyconnect

 
Session Type: AnyConnect Detailed 
 
Username     : 

alice@training.example.com

Index        : 14 
Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
Protocol     : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel 
License      : AnyConnect Premium 
Encryption   : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)AES-GCM-256  DTLS-Tunnel: (1)AES256 
Hashing      : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)SHA384  DTLS-Tunnel: (1)SHA1 
Bytes Tx     : 53990                  Bytes Rx     : 23808 
Pkts Tx      : 73                     Pkts Rx      : 120 
Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
Group Policy : DfltGrpPolicy          Tunnel Group : 

EmployeeVPN

Login Time   : 16:58:26 UTC Mon Feb 3 2020 
Duration     : 0h:02m:24s 
Inactivity   : 0h:00m:00s 
VLAN Mapping : N/A                    VLAN         : none 
Audt Sess ID : 000000000000e0005e385132 
Security Grp : none                   Tunnel Zone  : 0 
 
AnyConnect-Parent Tunnels: 1 
SSL-Tunnel Tunnels: 1 
DTLS-Tunnel Tunnels: 1 
 
AnyConnect-Parent: 
  Tunnel ID    : 14.1 
  Public IP    : 10.55.218.19 
  Encryption   : none                   Hashing      : none 
  TCP Src Port : 51965                  TCP Dst Port : 443 
  Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 27 Minutes 
  Client OS    : win 
  Client OS Ver: 10.0.18363 
  Client Type  : AnyConnect 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7663                   Bytes Rx     : 0 
  Pkts Tx      : 5                      Pkts Rx      : 0 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 
SSL-Tunnel: 
  Tunnel ID    : 14.2 
  Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
  Encryption   : AES-GCM-256            Hashing      : SHA384 
  Ciphersuite  : ECDHE-RSA-AES256-GCM-SHA384 
  Encapsulation: TLSv1.2                TCP Src Port : 51970 
  TCP Dst Port : 443                    Auth Mode    : userPassword 



  Idle Time Out: 30 Minutes             Idle TO Left : 27 Minutes 
  Client OS    : Windows 
  Client Type  : SSL VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7715                   Bytes Rx     : 10157 
  Pkts Tx      : 6                      Pkts Rx      : 33 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : 

#ACSACL#-IP-PermitAll-5e384dc0

 
DTLS-Tunnel: 
  Tunnel ID    : 14.3 
  Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
  Encryption   : AES256                 Hashing      : SHA1 
  Ciphersuite  : DHE-RSA-AES256-SHA 
  Encapsulation: DTLSv1.0               UDP Src Port : 51536 
  UDP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 28 Minutes 
  Client OS    : Windows 
  Client Type  : DTLS VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 38612                  Bytes Rx     : 13651 
  Pkts Tx      : 62                     Pkts Rx      : 87 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : 

#ACSACL#-IP-PermitAll-5e384dc0

 
fyusifov-ftd-64# 

 

ç–‘é›£æŽ’è§£

æœ¬ç¯€æ��ä¾›çš„è³‡è¨Šå�¯ç”¨æ–¼å°�çµ„æ…‹é€²è¡Œç–‘é›£æŽ’è§£ã€‚

æœ‰é—œè©³ç´°çš„çµ‚ç«¯å®‰å…¨è©•ä¼°æµ�ç¨‹ä»¥å�Šå°�AnyConnectå’ŒISEé€²è¡Œæ•…éšœæŽ’é™¤ï¼Œè«‹æª¢æŸ¥ä»¥ä¸‹é€£çµ�ï¼š
ISEçµ‚ç«¯å®‰å…¨è©•ä¼°æ¨£å¼�æ¯”è¼ƒï¼Œç”¨æ–¼å‰�æœŸå’Œå¾ŒæœŸ2.2ã€‚ 
 

æº¢ä½�éš§é�“ 
 

•

ä¸€å€‹å¸¸è¦‹å•�é¡Œï¼Œç•¶é…�ç½®äº†å‚™ç”¨éš§é�“æ™‚ã€‚åœ¨æ¤ç¤ºä¾‹ä¸ï¼Œä½¿ç”¨é �è¨çµ„ç–ç•¥ï¼Œè©²ç–ç•¥å°�æ‰€æœ‰æµ�é‡�é€²è¡Œéš§é�“å‚³è¼¸ã€‚å¦‚æžœå�ªæœ‰ç‰¹å®šæµ�é‡�é€šé�Žéš§é�“å‚³è¼¸ï¼Œå‰‡AnyConnectæŽ¢æ¸¬(enroll.cisco.comå’Œç™¼ç�¾ä¸»æ©Ÿ)é™¤äº†åˆ°ISEå’Œå…¶ä»–å…§éƒ¨è³‡æº�çš„æµ�é‡�å¤–ï¼Œé‚„å¿…é ˆé€šé�Žéš§é�“ã€‚

ç‚ºäº†æª¢æŸ¥FMCä¸Šçš„éš§é�“ç–ç•¥ï¼Œé¦–å…ˆæª¢æŸ¥å“ªå€‹çµ„ç–ç•¥ç”¨æ–¼VPNé€£ç·šã€‚å°Žè¦½è‡³Devices
> VPN Remote Accessã€‚

https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html


ç„¶å¾Œï¼Œå°Žèˆªåˆ°Objects > Object Management > VPN > Group 
Policyï¼Œç„¶å¾Œé»žé�¸ç‚ºVPNé…�ç½®çš„Group Policyã€‚



èº«ä»½NAT•

å�¦ä¸€å€‹å¸¸è¦‹å•�é¡Œæ˜¯ï¼Œç•¶VPNä½¿ç”¨è€…çš„è¿”å›žæµ�é‡�ä½¿ç”¨éŒ¯èª¤çš„NATæ¢�ç›®è¢«è½‰æ�›æ™‚ã€‚è¦�è§£æ±ºæ¤å•�é¡Œï¼Œå¿…é ˆæŒ‰ç…§é�©ç•¶çš„é †åº�å»ºç«‹èº«ä»½NATã€‚

é¦–å…ˆï¼Œæª¢æŸ¥è©²è£�ç½®çš„NATè¦�å‰‡ã€‚å°Žèˆªåˆ°Devices > 
NATï¼Œç„¶å¾Œé»žé�¸Add Ruleä»¥å»ºç«‹æ–°è¦�å‰‡ã€‚

åœ¨é–‹å•Ÿçš„è¦–çª—ä¸ï¼Œåœ¨Interface Objectsé �ç±¤ä¸‹ï¼Œé�¸æ“‡Security 
Zonesã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼ŒNATæ¢�ç›®æ˜¯å¾žZONE-INSIDEåˆ°ZONE-OUTSIDEå»ºç«‹çš„ã€‚
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