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Win10 with FTD
AnyConnect Pr—

] Internet

inside fyusife

VPN Authentication RADIUS Access-Reques!

RADIUS Access-Accept
cisco=av=pair = url-redirect-acl=<Re
cisco-av=pair = url-redirect=<Redire
DACL (opticnal)

RADIUS Access-Request/Access-

User redirected to ISE

Posture/Compliance Module downloade
Posture check triggered and repo

RADIUS CoA Push with new set o

8 Redirect is removed
New set of attributes are applied

1.6€ c« al¥a.c" e€...8%¢¢" " Cisco Anyconnecté€?ejEFTD¢S,VPNe "2a- @ a€,
2. FTDA@'ISE3 2é€9e0%a12¢" " €€...¢c5,RADIUSA" 3 @-¢ | @2+, 3E,

3.80%x«aer, 08| SE4, S 69" 3 € 9 ¢,°FTD-VPN-Postur e-Unknown
CS, C—Co¥a€, | SE4 36 3,9 2 02 %0a Y0a€«a+-20€8¢S,RADIUS Access-Accept:

* cisco-av-pair = url-redirect-acl=fyusifovredirect &”
6E™ a8 B0s FTDame a0 Y 4, SARSCY/OcS, 88@-2788 9 2,...8-®(ACL)A @ €@ +ihEe+°d®361@-°3°74
* cisco-av-pair = url-
redirect=https:.//ip:port/portal/gateway?sessionl d=Sessionl dValue& portal=27b1bc30-2e58-11€9-
98fb-0050568775a3& action=cpp 4€” EE™aE €€ ¢« a¥z;¢" " e€...61@a®5aP’'a"°¢cs, URLAE,
e DACL =PERMIT_ALL_IPV4 TRAFFIC &€
3@ 48 «&Y%oACLa&t-E8C 2@ €9 ,CS,3€,a0e enae| a34<d i Er%oEr Yo U@ ET@ES1A.. @& £

4.3}, a0ty 36€@ a°TDACLIYEA %0t e 0efa e €>RADIUS Access-Request/Access-
AcceptilaEa»¥adssa «2¥%%oDACLCS,3...83®"

5.cofa4t etV PNaYs:C” "eE...c5, cafp b1 @ faroe-ae®a®s¢340O¢S, ACLAE é... @™, hEx @1 @a°HéT @A

6.808 AR o« &»L... '8 SBR%EQ@ £ TaAUT T HEI®foafalsi ("l ~3SYefhet?dc e €08 dSESE

7.co9]| SEae & 8/t etenEC


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
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COASZE ¥PUShEE, 6€™5 € hECE...cC 8 CYHIUESQ | 8 €562 | @a%oteC«d 154 FE,

o 8 acalsig eE...cla@ e | @, EA %ot efl (€ @a.. . 98 ta®EA... & 3.9 ¢35, DACLAOQOC £
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3OV 1.¢,°l SE8 (BEA®acfsl/Lose@a™ %44 | ae70eae00%0i %08 »°Ca e " 3° @ tic,3€,8°78 728 & @ exj

Edit Network Object

Mame | 1SE_PSN|

Description

Netwaork & Host ' Range C Netws
192.168.15.14

Allow Overrides [T

BHEOY 2.8 0« et @ ae-°8°7 4 @'ACLIE,8°78728"°8° @ o1 >3° @ eiCRic O T>8 28e P 22....8-®>a" a1 5E, aaF
Extended Access
Lit3€Qi%ES, | @ @3¥E1@a-"8°Z3@'ACLCS, Q@ C +3€,208Q@ Q¢ +8;...6 "& FISEe’Z e-Scu@aic



New Extended Access List Object

Hame :fw_rusiFm'rqdirmI!
Entries (0}

Mo records to display

Allow Overrides [T

OV 3.6-°80 26t @ARSIQ'ACLERC @O B®EE,2(E%0a,€8 AddaaBENoE 5, € »aabc ™3/ £DNSIEQISES EEL



Add Extended Access List Entry

Action: K Block al
Logging: | Default =]
Log Level: | informational =]
Log Interval: Sec.

il Network ML .
Available Networks & (%] Source Networks (1) Destinat
| 4, Search by name or value | == any-ipva G | = se

= any =
é any-ipvd

. Add to
== any-ipvé ——

ﬂ enroll.cisco.com v
=2 IPv4-Benchmark-Tests — Destination
8 IPv4-Link-Local

= 1Pva-Multicast

5= IPv4-Private-10.0.0.0-8

8 1Pv4-Private-172.16.0.0-12
. i ;I Enter an IP address | [ Add ] lEnter an
Edit Extended Access List Object
Name fyusifovredirect
Entries (4)
1 X Block B any 4 Any # DN
2 ¥ Block 52 any-ipva Any = 1SE_PSN Any
3 ¥ Block =8 any-ipva =2 RemediationServers
4 «” Allow @ any-ipvd Any ,ﬂ any=ipvd Any

Allow Overrides [

BHEOY 4.3-°807I SE PSNG €6>75€, 78738 °° @ et>a° @eic®ico >
RADIUS&Y:°&0e @a™ " ¢, €, adF%04, €4, <Add RADIUS Server
GroupiVAES, T8Y4Ex@ @ 333 @@ ¢ +ESYC" @ 3 2%o€r0e%od | "3€-2-'3i54, | é»76€ plusdoe-gaoat



Edit RADIUS Server Group

Name:™* ISE

Description:

Group Accounting Mode: Single v

Retry Interval:* 10 (1-10
Realms: v

¥ Enable authorize only

V' Enable interim account update

Interval:™® 24 (1-12

V' Enable dynamic authorization

Port:* 1700 (1024

RADIUS Servers (Maximum 16 servers)

No records to display

[

FHEOY 5.808 6~& Y &, 8-cA—4 1A Eoe€p € 3¥ISE PSN
IP&0e°3 @ €3€QRADIUSETE 4 EEQ 2"t Specific



Interfaces € "3 @ € 2a-@ISECS,a»é@ (i erna»«é@Cc” a%20eRADIUS 2@ CS, e Q1% %0i1AEC
ACL Y7 8<&%0 @ 6... @ CV2®CS,114%03€,

New RADIUS Server

IF Addre=s=/Hostname:*

192.168.15.13

ogr Defense Platform Serting

Authentication Port:* 1812
Key:* TN ar
Confirm Key:* T
Accounting Port: 1813
Timeout: 10

Connect using: " Routing |* Specific Interface @

ZONE-INSIDE
Redirect ACL: fyusifovredirect

| Save

OV 6.¢,OVPNEYsC" €. .. & cwBof @€t 3€,8°7878 2 @ etp>a° @ eLic®icO T>ae aH€et >
IPv4aet &€ adF%08 €4 <Add | Pv4 Pool sivaE3, 18«8 «&O3¢ °&31e"SAE,



Edit IPv4 Pool

MName™

IPvd Address Range™

Mask

Description

Allow Overrides [

WPN-172-Poal

172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr e.g., 10§2.1.1-10.72.1.150

255.255.255.0

@ Configure device overrides in the address pool object to aveid IP address conflicts in case of object
is shared across multiple devices

Override (0)

-

| save || cancel ]|

BHOY 7.8« AnyConnecte»Y é«” &E... &€, 8°Z& 24 °Obj ects > Object Management > VPN >
AnyConnect Filed€, aaE%0a €4 <Add AnyConnect

Filei/Eoc@) @ 5%&»Yé«"3(E...8@ @ ¢~ +iES3ZCisco Software
Download4, «&Y9%60e»Y é«” &E. .. 1V4EG, T18¥EE€ 22"fAnyconnect Client Image File Type3€,

Edit AnyConnect File

MName:*

File Name:*

File Type:™

ACAT

anyconnect-win-4.7.01076-webdeploy-k9

AnyConnact Client Image

Description:



https://software.cisco.com/download/home
https://software.cisco.com/download/home

BHEOY 8.8°Z& 2 °Certificate Objects > Object Management > PK| > Cert
Enrollment€, adE%04, €4 <Add Cert EnrollmentiV Ex@ € a34»a @€ ¢~ +i%4Eaoce "Enrollment
Typed @ x"tSef Signed Certificated€, &>26€p Certificate Parametersé @c+ra, | 2 @@ a¥»CNaE,

Add Cert Enrollment

Namea™

Description

Certificate Parameters Key  Revocation

Enrollment Type: Self Signed Certificate Pt

- Commen Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
~ configure CN, please nawigate to 'Certificate Parameters’ tab.

Allow Owverrides




Add Cert Enrollment

Description

Include FQDN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

Allow Overrides ]

Name™* vpn-cert

CA Information ‘ Certificate Parameters | Key Revocation

Use Device Hostname as FQDN
10.48.26.99

vpn-cert.example.com

example

Krakow

FL

] Include Device's Serial Number

OV 9.80Y &ob@ C« @723 @VPNAS®E°ZE€,5°78 | 14e$3Devices > VPN > Remote

AccessiVaEg, T8y EaaE%o4 €4, AddAE,



Overview  Analysis  Policies HGUIREE Objects AMP Intelligence

Device Management MAT VPN * Remote Access Qos Platform Settings FlexConfig Certificates

Name Status Last Hodified

Add a new configuration

DOV 10,509 @ 5V 3 QO C HiERCRYY¥SSLaYa0ec, VPN 3RS AEEQ "¢~ 41500VPN&TE E™ " ¢35, F

Remote Access VPN Policy Wizard

n- Policy Assignment 3| Connection Profile > 3 AnyConnect > 4 Access B Certificate > (51 Summary

Targeted Devices and Protocols

This wizard will guide you throwgh the reguired minimal steps to configure the Remote Access WPN policy iy Before You Start
with a new user-defined connection profile.
Bafore you start, ensy
configuration elements

= complete Remote Acce:
Mame: Emp|0'p'tc".-'FH

Authentication Serve
Configure Realm or
Grogp to authenticake

Description:

AnyConnect Client Py
Make sure you ha

VPN Protecols: P gs [T ipsec-IkEv?

Targeted Devices: Available Devices Selected Devices package for VPN Clien
vou have the rebevant |
B 192,158.15,11 i to dewnload it during th

Device Interface

Interfaces should be al
on targated devices so
used a5 & Secunly i
group to enable VPN ac

BHEOY 1109 @ IHEELECSH... 9202 | 4P @ ¢+ (EEQ 2" TP« /E0—e%0/6 ™4, 35/ Porre@a™ " 1YAEES

&, @1V« b 2"l 2-551 e @™ 3€,4®FE8 (MLE-®EEELC" L. .C5,4...O%



Remote Access VPN Policy Wizard
(1] » O ¢

Conneckion Profile:

Connection Frofiles specfy the tunnel group polides for a VPR connection, These polices petain to creating the tunined
itzalf, how 284 is accomplished and how addresses are assigned. Thay also include user attributes, which are definad in
group palcies.

Connestion Profile .EMW
Hame:™

This A if eonfipured B8 8 CORRBCESn HiEE, i el b ciie 05 CONNGET B2 the VPN Qs

Authentication, Authorization & Accownting [AA):
Specily the mathod of authantication [AAA, centificates or beth), and the AAA servers that will be vsed far VPH

connactions.
Authentication Mathod: A Only |=
Authentication Servers® | 126 - p- [fealm ar RADIUS)
Authorizstien Server: Use same suthertication sercs|™ | @ [RADIUS]
Bzeaunting Server: | I5E - b [RADIUE]

Client Address Assignmant:
Cliwrt [P address can be assigned from ASA server, DHCP server and [P address pools. When multiple options are
. 1P mddress assignmant is tied in the order of 88 server, DHCP server and [P address poal.
[ use ass Server (RADIUS only)
[ Wge DHCP Servers
8 use 1P Address Pasls

14 Address wPH-172-Peel 1
17v6 Addrass &
Graup Palbsy:
& group policy is & collection of user-arented i ttributes which are ignad to client whan & VEN connection is

astablishad. Salect or create 8 Group Policy abject.

Grawp Dalisy:® DiltGmPalicy > O
Edit Greup Palicy

BHEOY 12.6€ 2"13»¥8%0 @ 6... @ C12®¢S, AnyConnecte»Yé«"a(E...1%EC, 834 EaeE %ol €5 <NextaE,

Remote Access VPN Policy Wizard

Remaote AnyConnect Cutsids  pe, = Inside
Usar l'I::Ilvl:nl; [rtarmat = VPN Device
o
AnyConnect Client Image

The VPN gateway can awtomatically download the latest AnyConnect package to the dlient device when the |
connection s infiated. Minimize connection setup time by choosing the appropriate OS for the salected package.

Cownload AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttens

™ | acar anyconnect-win-4.7.01076-webdeploy-k8... | windows v




6OV 13.6€,2"18 Fae0erdza /¥ "|VPNe @19 cS, a6 @ CiEEQ = iCertificate
EnrollmentiVs &»¥&%. € é...€ C2®¢3,8%o0a> & " »&1Si14%0i4EC, 3% E e E%od €3 (NextaE,

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect @ Access & Certificate () Summary

-
[T T

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for

VPN connections.

Interface group/Securty Zone:™ FONE-QUTSIDE il +

I Enable OTLS an member interfaces

Device Certificates

Device certificate (also called Identity certihcate) identifies the VPN gateway to the remate acoess dients. Select
a certificate which £ used to authernficata tha JURE Qatacuag:

Ceartificate Enrclimant:® wph-gert hill

b Enroll the selected certsheate object an the target devices

Access Control for WPN Traffic
All decrypted traffie in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypled traffic from the Access Control Palicy,

ypass Accets Contral paly I'tlr_detr'?'qteﬁ traffic (eyzopt per_n'-l'l-u'pla] )

KOV 14.58¢ Y Yes "8l 6 e CIEC, N5%ERE%od €3 EOEX Y3,



Remote Access VPN Policy Wizard
(1) Policy Assignment > (2] Connection Profile > (3] AnyConnect > (4) Access & Certificate © sSummary

Remaote Access YPN Policy Configuration Additional Configuration Requ
Firepower Managerment Canter will configure an RA VPN Palicy with the following settings After the wizard completes,
configuration needs to be compl
Hame: EmployeevF work on all device targets.
Device Targets: B 152.158.15.11 ) Access Control Policy Upda
o Profile: !l VPN An Accass Confrol rule must |
Eosivachon Fioiie By allow VAN traffic on all targete;
Connection Aling: EmployesVEN i) MAT Exemption
-y If NAT s enabled on the targ
yeu must define a NAT Poiic
Authentication Method: Ass Only WIFN traffic.,
Authentication Server: 4 1SE b DHS Configuratien
. Te resolve hostname speci
Buthorization Server: o8 15 Sarvers or CA Sarvers, configl
: . HaxConti Poligy
Accounting Server: wa ISE > Ol R A

i Port Configuration

Address Assignment: SEL will be enabled on port 44

Addrass frarm ANA: = Please ensure that these parts
' in &AT Podicy or other ser
DHCOP Servers: - deploying the configuration.

oy Hetwork Interface I:nnfigul
Make sure to add interface f

Address Pools (1Pva): ,':'“ WEN-172-Fool

Addraze Paale (IPvE): - devices o SecurityZone o
) . OUTSIDE
Group Policy: = DfitGrpFolicy
anyConnect Images: O acar
Interfane Objects: 8 ZONE-OUTSICE
Device Certificates: o wpn=cart

BHEOY 15.8°F¢pee . . «6f ‘Y2 °FTDAEE, sdBE%04, €4, <FEEDeploy €@ 114 EC, N334 EE @, "F¢" " aY20eVPNésTE,a™ ™



Device Management NAT VPN * Remote Access QoS Platform Settings FleceConfig Certificates
Emplﬂ‘}'EEVPN Deploy Policies Version:2020-02-02 09:15 PM

Enter Descripticn
) Device Inspect Interruption  Type Group

Current Vers

FTD

[ comnection profite [ Ay e o

2020-02-02 05

Default WEBVFNGroup

EmployeeVPi

Selacted dewvices: 1

ISE
BHOY 1.6 @ jECEe.. o -°3€,8°78"28 " Administration > System > Settings > Posture >
Updatesa€,

Daplay




Posture Updates
(&) Web
* Update Feed URL

Proxy Address

Proxy Port

() Offline

hittps://www.cisco.com/web/secure/spa/posture-update.xml IE

HH MM S35

[} Automatically check for updates starting from initial delay 20 = |49 = | 18 ~ every

Sav

[{¥]

| Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:
Cisco conditions version 257951.0.0.0

Cisco AV/AS support chart version for windows 227.0.0.0

Cisco AVIAS support chartversion for Mac OSX  148.0.0.0

Cisco supported OS version 49.0.0.0

60V 2.5 53 3%8@ e | @ €82 "icu,5€,8°78™23 °Policy > Policy Elements > Results > Client
Provisioning > Resour ces3€, a8E%oa, €3, <Addiv/4Eg, 187« Eé€p 2"t Agent resour ces from Cisco site



Download Remote Resources

[[] Name

[ AgentCustomizationPackage 1.1.1.6

[ ] AnyConnectComplianceModuleOSX 3.6.11682.2

I AnyConnectComplianceModuleOSX 4.3.972.4353
[] AnyConnectComplianceModuleWindows 3.6.11682.2
AnyConnectComplianceModuleWindows 4.3.1053.6145
] CiscoTemporalAgentOSX 4.8.03009

[] CiscoTemporalAgentWindows 4.8.03009

[] complianceModule 3.6.11428.2

[] MACComplianceModule 3.6.11428.2

[] MacOsXAgent4.9.4.3

[ MacOsXAgent4.9.5.3

[] MacOsxSPwizard 1.0.0.18

[0 MacOsXSPWizard 1.0.0.21

[] MacOsxSPWwizard 1.0.0.27

[] MacOsxSPWizard 1.0.0.29

[] MacOsxXSPWizard 1.0.0.30

ﬂ T Y o LT T S R .

~ Description

This is the NACAgent Customization
AnyConnect OS X Compliance Modul
AnyConnect OSX Compliance Modul
AnyConnect Windows Compliance M
AnyConnect Windows Compliance M
Cisco Temporal Agent for OSX With C
Cisco Temporal Agent for Windows
NACAgent ComplianceModule v3.6.1
MACAgent ComplianceModule v3.6.1
MNAC Posture Agent for Mac OSXv4.9
MNAC Posture Agent for Mac OSXv4.9
Supplicant Provisioning Wizard for M:
Supplicant Provisioning Wizard for M.
Supplicant Provisioning Wizard for M:
Supplicant Provisioning Wizard for M:

Supplicant Provisioning Wizard for M:

L P E T B PR T R T e

http:/icisco.com/go/anyconnect

2¢é0Y 3.8%2Cisco Software

Downl oadi, «&Y960AnyConnectiv4Ec, T8E&°14. .. 14, S8, 34 °I SEAE, & Z& 2 °Policy > Policy Elements >

Results > Client Provisioning > Resour cesa€,

%08, €4, <Addiv«Eg, 18¥E6€ 2 "+Agent Resour ces From L ocal
Disk &€, &ce'Categor y4, «é€ 2"+ Cisco Provided

Pack agesiVAE&YZese~80 CEQ cC Y& 6 2"fAnyConnect
packageil4(Ec, 9334 EeE%od €3 «SubmitE,


https://software.cisco.com/download/home
https://software.cisco.com/download/home

Agent Resources From Local Disk = Agent Resources From Local Disk
Agent Resources From Local Disk

Category | [cisco Provided Packages ] @

anyconnect-win-4.7.01076-webdeploy-k9.pkg

i Browse...

¥ AnyConnect Uploaded Resources

MName & Type Version Descripton

AnyConnectDesktopWindows 4.7.10...  AnyConnectDesktopWindows 4.7.1076.0 AnyConnect S5ecu

Gance

36OV 4.8°0«<AnyCoNNeCtglL« 8@%od. .. 80-aV/ 6. .. € Cr®a & &€,4°7& 24 °Policy > Policy
Elements > Results > Client Provisioning > Resour cesa€,

%08, €4, <Add4, |é€ ,e"tAnyConnect Posture Profile3€, §j«d «3@ @ ¢ +d'Ec€e...«A@"aB®SAE,

aoe™* Server namerules put* & <IVAER Tamal/»e™> a8 Pao d@€x"34ace " Discovery hosta, <€,

ISE Posture Agent Profile Settings > AC_Posture_Profile

"Mame. || ac posture Profie
Descriptio




Parameter Value Motes Description
PRA refransmission time 170 e 2::3:: the agent retry period if
Discovery host | 1.2.3.4 The server that the agent shou

* Server name rules

needto be blank by default to farce
admin to enter a value, ™ means agent
will connect to all

Alist of wildcarded, comma-5e
agent can connectto. E.g. *.ci

Call Home List

List of IP addresses, FQDMs with or
without port must be comma-separated
and with colon in between the IP
address/FODM and the port. Example:
IPaddress/FQDN.Port (Port number
should be the same, specified in the
Client Provisioning portal)

Alist of IP addresses, that defi
will try to conmect to if the PSM |

SOome reason.

Back-off Timer

secs

Entervalue of back-off timer in
seconds, the supported range is
between 105 - 6003,

Anyconnect agent will continue
targets and previously connect
max ime limitis reached

BHEOY5.8°2& 2 °Policy > Policy Elements > Results > Client Provisioning >

Resour cesd, | c«AnyConnect Configur ationa€, saE%04, €4, <Adda, |é€,="fAnyConnect

Configur ation&€, é€,2"+AnyConnect
Pack agei/AEc@ @ a¥»é... @ C203@ @ ¢ tihEEQ 2 "FCompliance M odul el EE€ 8, Diagnostic
and Reporting Tooli%Eé€,x"tPostur e Profil eiY/AEc, o EaeE%08, €3 <SavesE,



* Select AnyConnect Packagg AnyConnectDesktopWindows 4.7.1076.0
* Configuration Namet| AC CF 47

Description:

Y

DescriptionValue

* Compliance Mudul{l AnyConnectComplianceModuleWindows 4.3.1012

AnyConnect Module Selection
ISE Posture v
VPN[V]
Network Access Managerd |
Web Securitd_]
AMP Enabler_]
ASA Posturel_]
Network Visibilitd_]
Umbrella Roaming Securityd |

Start Before Logon[_|
Diagnostic and Reporting TGOl' I

Profile Selection

* |ISE Postu rt‘ AC_Posture_Profile I
VPN

Metwork Access Manager
Web Security

AMP Enabler

Network Visibility

Umbrella Roaming Security
Customer Feedback

BHOY 6.8°Z& 25 °Policy > Client Provisioning4, [&»°c«<Client Provisioning
Policya€, saE%08, €4 <EditiVAEg, 183 EE€ 2" "fInsert Rule

AbovelV(Ex@ @373 @@ +iEEQP 2 "t0SilEC, N3%EEQ 2 tace "8 S8 €¥4 8»°c«cs, AnyConnect
Configurationag,



alealts jgentit

Policy Sels  Profiling  Posture  Client Provisioning » Palicy Elements

Chent Provisioning Policy

Define e Chent Provisioning Policy 1o delermine what users will receive wpon login and user session inikabon

Far Agunt Configuration: versicn of agont, agent profily, agent campliance madule, and'or agent customizalion package
For Mathee Supplican Configuration: wizard profile andior wizard. Drag and drop nules to change the ander,

-
Rule Hame Identity Groups Operating Syslems (Other Conditions Rasults
| AC_47_Win [ ARy Windows Al Condion(s) AC_CF_47
i 105 Any Appla i0S All Condition(s) Cisco-ISE-NSP
Andmld T Ay Androld Condition{s) t Cisco-I1SE-NSP
Windows I Amy Windows All Condition(s) CigcoTemporalAgeniii
ndows 4.7 00135 And
WinSFWizard 25.0.1
And Cisco-1SE-NSP
8 WAL OS I Any Mac 03X Condftion{s) 1 CiacoTemporalagemo
SX 4.7.00135 And
MacdsXSPwWizard
2.1.0.42 And Cisco-ISE-
MSP
8 Chromebook I Any Chrorme OF All Condftion(s) Cis0-ISE-Chromi-
MEP

a¢é0Y 7.80¢' Policy > Policy Elements> Conditions > Posture > Anti-Malware
Conditiond «»°c«€ar. .ot @a»9a€,ace " roe~crCadsd Eal ¢ é @a®5c3%4O¢S,3€EANY_am_win_in



cisco ldentity Services Engine Home » Context Visibility » Operations » Ad

Policy Sets  Profiling Posture  Client Provisioning | «Policy Elements

Dictionaries  ~ Conditions b Results

Library Conditions Anti-Malware Conditions

Smart Conditions

; Edit :[::-Add |__§‘_']Dup||:ate ¥ Delete

Time and Date

_ Mame Description
Profiling
O |ANY_am_win_inst Any AM installation check on
~ Posture (0 ANY_am_win_def Any AM definition check on W
(0 ANY_am_mac_inst Any AM installation check on
Anti-Malware Condition PP
L] ANY_am_mac_def Any AM definition check on M

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

BHEOY8.8°Z& 2 °Policy > Policy Elements > Results > Postur e > Remediation Actionss, &°c«Posture
Remediationa€, 88 amg , 89«4, 1A Eamef 636 ZA®F A€, ef ceer' " @ 812003€ dr¥ae™ e-tece-29 2@ 3t

@OV 9. &°Z& 3 °Policy > Policy Elements > Results > Postur e > Requir ementsi, & °c«<Posture
Requirements3€, &/4:¢" '€ @a®3¢%0e | @e+,Any_AM_Installation_Winag,



‘;"',':',;,' ldentity Senvices Engine Hame ¥ Conbest Visibility » Operations » Administration kWi

Policy Sets  Profiling  Posture  Client Provigioning | - Policy Elements
Dictionaries  » Conditions | ~Resulls

[ ]
¢ Authentication
Requirements
+ Authorization Mame Operating Systems Compliance Module Pogture
'Hé"'ssalile Text Only Conditions Remediation Adions
Aol Any_&¢_Definitlon_Mac Hac 05X 3x or eadlier AnyConnad
any&DefRemadiationMa
¢
Any_AS_Installation_Mac Mac 05X 3 or eadier AnyConned

= Remediation Actions
Message Text Only

Any_AS_Definition_Mac Mac Q5K 32 or earlior AnyConned

AnyASDeRemediationlda

+ Client Provisioning c

Any_AM_Installation_Win Windows All 4.1 or later AnyConnad
Massage Text Only

Any_AM_Definition_Win Windows All 4.0 or later AnyConned
AnyAMDeRemediabionyi
n

Any_AM_Instaliation_Mac Mae 08X 4 0F [3ler AnyConnid
Massage Ted Only

Any_AM_Dafinition_Mac Wac OSX 4. or later AnyConned
AnyAMDefRemedialionhd

e

32¢é0Y 10.805' Policies >
Postur e3, «&»°c«<GEaR. .. «G—Go¥aE, &siC" et @ a° @Windowsalacear¥c»c igé,,é»»éVz-é”zaefiae,,0é>>Vé<<”aea¢e

',::1';:!;.' ity S Bz il b4l ey o mlin m b Adminiztrgbenn
Poliy Sets  Profiling Climnt Provisioning  » Polioy Elemanss

Posture Policy
Cafirs the Posture Polioy by confliguring rnules based on opensling sysiem sndior other conditions.

g P

Satu Policy Optiorm  Ruls Marms Iduntity Groups Sparating Sysberm Camplisncs Module Paiture Typa Crhar Conditians
[ Policy Options.  Dwfast_Antiklabwars_Palicy Any Wac 35X 4% or Inler Anylening

_Mac
2 Poligy Options  Defaull_AntiMabware_Policy Ary Mac oS & x of i Tarmpoml Agast

Mse_temponal

n Polioy Options  Dwiauh_Antikabvare_Palicy Ay Windews All o x of wier AnmyCennact

Wfin
B Paolioy Cptions. Cmtaut_AntiMabwars_Policy Ay ‘iindows All & o lnter Temponl Agend

_Win_iempor|
2 Policy Opticns  Defaull_App'is_Policy_Mas Ay Mac oS 4 x of |mier AnyConnect

BHOY 11.8°Z&24 °Policy > Policy Elements > Results > Authorization > Downloadable
ACL1YAES, 18¥/4EG, %5, @ A€ ECS, c€...«a»°c«<DACLSEE,

808 30, 58, 1Y/

. €. adCY ¥DACL &€

8. 90 12 OEtOa 6@ DNSIEQPSNI»¥3QSHTTPIEHTTPS 2@ EL A€,
. AR%A.. Gk A 9C! 5 DACL 4€”

EICUe 23 @a° " @Y%, &f...a.. @& £S5 % U@ ETQAE,
. I:’ermit All DACL &

a..



Qe tr%o€roeYor @PEet@PEE?A. ¥a®%oa... "CE€x...cAQ e @ckRr.. aE,

Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

*MName | PostureUnknown

Description

IPversion @ |pyga O |pyg © Agnostic

f| permit udp any any eq domain
permit jp any host 192.168.15.14
5 permit {cp any any eq 80

permit icp any any eq 443

* DACL Content

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | PostureNonCompliant

Description

IPversion @& pysa C |pyg  Agnostic

367 deny ip any 10.0.0.0 255.0.0.0

deny ip any 172.16.0.0 255.240.0.0

b deny ip any 192.168.0.0 255.255.0.0
B1 permit jp any any

* DACL Content




Downlosdable ACL List = New Downloadable ACL

Downloadable ACL

" Name | permitall

Description

IF version f:'|p~.,~4 r.vaE. Fﬂgn:&tic i

* DACL Content [[123488 permit jp any any
7891011
121314
151617
181920
212223
242528
272829
303132
333435

¢ Chedk DACL Syntax

B¥EOY 12.¢,°Posture Unknowna€€ Posture NonCompliantd'@®Posture

Compliantge€ae...«d»°C«<d %od€eZ e-Sé... @@ | 3€,¢, *aerihEe«d°Ze *e+3Policy >

Policy Elements > Results > Authorization > Authorization Profiles3€, o Postur e

Unknowné a®3® 4, 1/4E6€ 22" FPostur e Unknown DACL i/ EaftaeY ¥YWeb

RedirectioniVaEc€ "+ Client

ProvisioningiV4Ece@ % é1@ax-°a°Z3@'ACLAQ @+l &doe "FTDE,Se " 4®3i14%03, | € "14.. ¥AQLCT



Authorization Profiles = New Authorization Profile
Authorization Profile

*Name || FTD-VPN-Redirect

Description

* Access Type || ACCESS_ACCEPT

Network Device Profile aels Cisco | v | B

Service Template [

Track Movement [~ ;

Passive |dentity Tracking [~ ;

+ Common Tasks

¥ DACL Name PostureUnknown

W web Redirection (CWA, MDM, NSP. CPP) i

Client Provisioning (Posture) -

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureUnknown
cisco-av-pair = urkredirect-ad=fyusifovredirect

ACL

fyusifovredirect

valu E

cisco-av-pair = urkredirect=https://ip:portf portal/ gateway?sessionld=SessionldVakuef&portal=27b1bc30-2258-11e9-98fb-00505687 7 Sa3Bacti

ace'Posture

NonComplianté... @¢%®ax* & 4,4 EEQ 2“IDACL H»¥E™QA 13°@ %8 (3,8 23-Q3aE,



Authorization Profiles = New Authorization Profile
Authorization Profile

*Name | | FTD-VPN-NonCompliant

Description

*Access Type [ACCESS_ACCEPT v

Network Device Profile a= Cisco | v | £

Service Template [~

Track Movement G

Passive ldentity Tracking [~ ;

w» Common Tasks

[V DACL Name PostureNonCompliant v

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComphlant

ace'Posture
Complianté... @¢®x 2| 4 hEEQ 2"IDACLEYA... @& +3°@ %8 ¢5,a®E3... &723-Q3E,



Authorization Profiles = Mew Authorization Profile

Authorization Profile

* Name || PermitAl |

Description
" Access T‘.w}li | AcCESS ACCEPT - |
MNetwork Device Profile & Cisop |+ | B

Service Template

Passive |dentity Tracking

|
Track Movement |— -
l_ ]

* Common Tasks

W pacL Name Permital O |

 Attributes Details

Access Type = ACCESS_ACCEPT
DACL = Permital

28¢é0Y 13.40e'Policy > Policy Sets> Default > Authorization
Policyd, <& g«al " aenSe—Co¥aE, Asat @ a» a1 ¢" " c€r.. «C€e.. «a'EVNPESEEQ U, a @@ C +3E,



Identity Servic

Endqine Homa

Folicy Sels Fosiure

¥ Authentication Policy (3)

Prodiling

¥ Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

W Authorization Policy (18)

Chient Provizioning

¥ Folicy Elements

Defaull policy set

Results
+
Status  Rule Name Conditions Prodiles
E Session PostureStalus EQUALS Compliam
FTO-VPM-Posture-Compliant = Parmitdll +
@ = AND E Cigoo-VFRI000-CVPN2M0MASARTI T -Tunnel-Group-
Mame EQUALS EmployeayvPFhl
B sessionPostureStans EQUALS MonCompliant
FTD-VPM-FPosture-MonCompliant = FTD=-VPH-MonComplian -+
@ : - pliant - AND Cisco-YPNI000-CYPNI000MSAPIT-TunneGroup- :
Mame ECQUALS EmployeeiVFh
E Session PostureStalus EQUALS Unkndwn
® FTD-VPM-Posture-Unknown AND = FTD-VPH-Redirect +

Cisoo-YPFHI000 CVPN200ASAPLIE T -Tunnel-Group-
Name EQUALS EmployeaVPh

€é0—e%o

aoiC" amenG €4... BaRNVAECEOPQ@ R, ¢S, U, ..« A | 2L, E@al0eEE,

308'| SE4, Si/AEG-—8, €46« 60—&%0atéOY a8 RADIUSAQ > ™, ce—¥&2(ES€,8°78 | 128+30Operations >

RADIUSLive

L 0g3E, Ao 6ET™EE 1VAESY2:C" "EE. .. AliceB26EEC-SIVAEA 18" 26€) 216 @arceY s,/ eS¢ ¥3E,

= BADIUG P TACACE & To

]

Threat-Cantric HAC Live Logs

Liv Legd  Liv Sédaieni

lbinconfigured Suppiscants

0

bbinconfigured Pebwork Devices

0 0

AADNI S Drops O

Client Stopped Reyponding

0

a/ e~ Sg—¢o¥FTD-V PN-Posture-

Rufrash | Hewver

o Rebesh Q) Fases Repest Counts B Ewpon To =

Time Shatus Detnis iepent identiy Endpont D Endpoint Fr Authericat Authorizal Athonzali P Addness
- |

Fab 03, 2020 07:13:31.92 . & [ slicetaining & 00T 25 50 KA Windowild Cafa: Dafault > FTOAPH-R 172 181,10

Fal 03, 2020 07:13:20.74 n ] BACSACLEIFF

Fab 63, 2030 07-13:30.73 =] E alice@aining & R e Windgan 18 s Dwlault »> FTOAPH-R
Lask Upduted: Mon Faeb 03 2020 02 18:30 GMT+0100 (Cential Eufopenn Sihndard Tims]



Unknownd-2aEé... @14 ES> seraeoefa®tFTD-VPN-Profiled,é€€a"°FTDAE,

Overview
Ewent 5200 Authentication succeeded
Username alice@training .example.com
Endpoint Id 00:0C:29:5C:54:96 &
Endpoint Profile Windows10-Workstation
Authentication Policy Default »= Default
Authorization Policy Default »» FTO-VPN-Posture-Unknown
Authorization Result FTO-WFMN-Redirect

Authentication Details

Source Timestamp 20200203 07:13:28.738
Received Timestamp 20200203 07:13:28.738
Policy Server fyusifow-26-3

Ewent 5200 Authentication succeeded
Username aliceq@training.example.com

€. .<G€ar . .<8Ya... ADSEE,

NAS IPv4 Address 192.188.15.15
NAS Port Type Virtual
Authorization Profile FTO-VFN-Redirect
Posture Status Pending
Response Time 385 milliseconds

FEEC) 27eI€QEF A T (r°3°Fa"8%a1-2€83,°6€ @A °FTDAE,



Result

Class CACS:000000000000c0005237 o8 18: fyusifov-26-3/388 580500/45

cisco-av-pair url-redirect-acl=fyusifovredirect

url-redirect=https:/ffyusifov-28-3. example.com: 8443/ portal
gatewayTsessionld=000000000000c0005237cB1a&
portal=27b1bc30-2e58-1125-98fb-0050 5887 7 5a3&acticn=cpp&k
token=0d30f1 cdf40e83038a7ad8a228803112

cisco-av-pair

cisco-av-pair ACS: CiscoSecure-Defined-ACL=#ACSACL#-|P-Posture Unknown-5e37414d
cisco-av-pair profile-name=Windows10-Wordstation
LicenseTypes Base and Apex license consumed

&0 FTDE SivaEg, 08160 —%0V PNEELC-§i/4E«8° FSSHEEES 888020 T/AEAY -¢j (Esystem support
diagnostic-cliiv«Eg, 1a¥4EAY -€jEshow vpn-sessiondb detail
anyconnecta€, &/zaeneYs, 104 1/AEE0O—e%oaZ| SES, 26€@ ¢S, at-e€8x™ 3@ | 2F%o¢" e-YaaenVPNareefe©:

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User namne : alice@raining. exanpl e. com

Index : 12

Assigned IP : 172.16.1.10

Public IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA1l
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx ;10 Pkts Rx : 49
Pkts Tx Drop : © Pkts Rx Drop : @

Group Policy : DfltGrpPolicy

Tunnel Group : Enpl oyeeVPN

Login Time : ©07:13:30 UTC Mon Feb 3 2020

Duration : @h:06m:43s

Inactivity ! @h:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 000000000000c0005e37c81la

Security Grp : none Tunnel Zone : @

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1



AnyConnect-Parent:

Hashing

TCP Dst Port :

Idle TO Left :

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashing

TCP Src Port :
. userPassword
Idle TO Left :

Auth Mode

Bytes Rx
Pkts Rx

Tunnel ID 12.1
Public IP 10.229.16.169
Encryption ! none
TCP Src Port : 56491
Auth Mode : userPassword
Idle Time Out: 3@ Minutes
Client 0S : win
Client 0S Ver: 10.0.18363
Client Type : AnyConnect
Client Ver : G
Bytes Tx : 7663
Pkts Tx : 5
Pkts Tx Drop : @
SSL-Tunnel:
Tunnel ID 12.2
Assigned IP 172.16.1.10
Encryption : AES-GCM-256
Ciphersuite ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2
TCP Dst Port : 443
Idle Time Out: 3@ Minutes
Client 0S : Windows
Client Type SSL VPN Client
Client Ver
Bytes Tx : 7663
Pkts Tx : 5
Pkts Tx Drop : @

Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite
Encapsulation:
UDP Dst Port :
Idle Time Out:
Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop :

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

12.3
172.16.1.10

: AES256
: DHE-RSA-AES256-SHA

DTLSv1.0
443
30 Minutes

: Windows

: DTLS VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 0
: 0

0

Pkts Rx Drop :
. #ACSACL#-IP-PostureUnknown-5e37414d

Public IP
Hashing

UDP Src Port :
. userPassword
Idle TO Left :

Auth Mode

Bytes Rx
Pkts Rx

Pkts Rx Drop :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ port al / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-644#

. none

443

23 Minutes

sco AnyConnect VPN Agent for Wndows 4.7.01076

0
0

0

10.229.16.169
SHA384

56495

23 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 592
7

0

10.229.16.169
SHA1

59396

29 Minutes

12770

: 42

0
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alaln Hentity Services Engine

CISco Home b Context Visibility

» RADIUS  Threat-Centric NAC Live Logs ¥ TACACS ¢ Troubleshot

[
Posture Assessment by End
Export Summary by P
From 2020-02-03 00:00:00.0 to 20z
¥ My Reports 0
- Heports
k Audit
Logged At St
b Dewvice Administration
X Ty 7]
¥ Diagnostics 20200203 08:07:5...

J

= Endpoints and Users

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic. ..
Manual Certificate Pro. ..
FassivelD

Posture Assessment by ...

Fosture Assessment by ...

S@aCe! k... +8'ScS, > dnse©3 ¢ o3 e " SilaEe«aE%od €4 Detail SEE,



ahals.  dentity Services Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:38.0
Generated At: 2020-02-03 08:13:27.37

Client Details

Usarname alice]
Mac Address 00:0C
IF address 1721
Location All Lo
Session ID 0000
Client Operating System Winde
Client NAC Agent AnyCi
FRA Enforcement 0
CoA Recei
PRA Grace Time 0
PRA Interval 0
PRA Adtion MN'A
User Agreement Status MNotEr
System Mame DESH
System Domain n/a

System User admin

User Domain DESKTOR-I

AV Installed

AS Installed

AM Installed Windows De

Posture Report
Padture Stalud Cemplisnt
Logied AL 2020-02-03 0BOTE0 03
Posture Policy Details
Polcy Hame Enforcamant Type Shatus Passad Condbons
| Defaull_Antiklshesre_Policy_Win Any_AN_|ritabiation_Win hiandatory Faned am_inst_vE_ANY_wendor |

805’ SE&, Soef 187°8 £8 SEVUEYVAECILC BR%od. .. 8OEY/L CeEaR .. &° oD 98- 5E, 808 sanCmOaY/xd, IVAEX®Y%od. .. €0 &Y
Pushe,



Time Status Details Hep

Feb 03, 2020 05:07.52.05

Feb 03, 2020 08:07.50.03... n
Feb 03, 2020 07:13:25.74

D D D D

Feb 03, 2020 07:13:29.73

Last Updated: Mon Feb 03 2020 09:10:20 GMT+0100 {Central European 5i:



Overview

Ewvent

Username

Endpoint Id

Endpoint Profile

5205 Dynamic Authorization succeeded

10.55.218.19 &

Authorization Result

Permitall

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling Station Id
Audit Session Id
Network Device
Device Type
Location

MAS IPv4 Address

2020-02-03 16:58:39.887

20200203 16:58:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded
10.55.218.19

10.55.218.19
000000000000e0005e2385132

FTD

All Device Types

All Locations

192.163.15.15

Authorization Profile

Posture Status

Permitall

Compliant

Response Time

2 milliseconds




© ' 32¢,°VPN&Yiceae¥é57e®ucE»Eé™uge-°ocs, 61 @r-"3°74@'ACLY Eét@ar-°4°78 @ URLIAES "8-28¥—C

DACL&E,

<#root>

fyusifov-ftd-64#

show vpn-sessi ondb det ai

anyconnect

Session Type: AnyConnect Detailed

Username

al i ce@r ai ni ng. exanpl e. com

Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

Enpl oyeeVPN

Login Time
Duration

Inactivity
VLAN Mapping :
Audt Sess ID :
Security Grp :

14
. 17

. An
. An
. An
. 53
. 73

;16
: 0h
: 0h

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

Idle Time Out:

Client OS

Client 0S Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :

2.16.1.10 Public IP : 10.55.218.19
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
yConnect Premium
yConnect-Parent: (1)none SSL-Tunnel:
yConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
990 Bytes Rx : 23808
Pkts Rx ;120
0 Pkts Rx Drop : @
DfltGrpPolicy Tunnel Group :
:58:26 UTC Mon Feb 3 2020
:02m: 24s
:00m: 00s
N/A VLAN . none
000000000000e0005e385132
none Tunnel Zone : 0@
:14.1
: 10.55.218.19
! none Hashing : none
51965 TCP Dst Port : 443
: userPassword
30 Minutes Idle TO Left : 27 Minutes
;owin
10.0.18363
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 7663 Bytes Rx : 0
;5 Pkts Rx ;0
0 Pkts Rx Drop : @
:14.2
: 172.16.1.10 Public IP : 10.55.218.19
1 AES-GCM-256 Hashing : SHA384
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port : 51970
443 Auth Mode : userPassword

(1)AES-GCM-256 DTLS-Tunnel:



Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes

Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 7715 Bytes Rx . 10157

Pkts Tx 16 Pkts Rx 1 33
Pkts Tx Drop : @ Pkts Rx Drop : @

Filter Name

#ACSACL#-| P-Perm t Al | - 5e384dc0

DTLS-Tunnel:

Tunnel ID 1 14.3

Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES256 Hashing : SHA1
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 51536

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx : 87
Pkts Tx Drop : @ Pkts Rx Drop : @

Filter Name

#ACSACL#- | P-Perm t Al | - 5e384dcO

fyusifov-ftd-644#

o GEET 6SE
aaeG €e@ @ 8% 3,38 "S3Q ¢ e-1%a @y, ...« EE2REc-'&f 7 e8ESE,

3B09606—080%G °CS, CLEK AB%0d... E0-aV ¢ " E»¥a @ Sa°@AnyConnectd EISE&€%8 (Eae...6500a7'é™ni!

| SECLL« B®%od. .. €O-aY o8 £8Y e " VafiVaEC”” ae-14a%0 @ eeYd' Ed¥%EeeY2.25€,

(D~
(721

o XC8/@E58¢H"

8, €364, e @E|EiLECT6...@co®A°TA, ™" " é586@ 2™ ,5€,d00 " ercr®ad4a 1VaEaY2i¢" " é @€ Y, C—C ¥

G, *&PtataeY ¥FM C4, Sc8, €586@" c-C ¥ilu(Eé, —é...AaeaCaeV¥é"aé€<gp,,g—g-¥g""ae—%VPNé€£g-§é€,é°Zé | 15813
> VPN Remote AccessaE,


https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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Device Management NAT VPN * Remote Access Quos Platform Settimgs FlaxCaonfig Certificates

EmployeeVPN

[(TE TR TR P Access Interfaces  Advanced

DafaultWERVPNGroug Authanticatian: ﬁ DfttGrpPolicy
Authorzation:
Accounting:

Authentication: 1SE (RADIUS) [ DftGrpPolicy
Authorization: 1SE (RADIUS)

Accounting:  1SE (RADIUS)

G, T8 EIVAES Z& 25 °Objects > Object M anagement > VPN > Group
PolicyiVaEg, 184 Ee»26€p ¢,°VPNE...€¢2®¢S,Group PolicyaE,

Edit Group Policy

Name:* DfltGrpPolicy

Description;

AnyConnect  Advanced
VPN Protocols 1Pv4 Split Tunneling: Allow all traff
IP Address Pook . ; ——
Banner IPv6 Split Tunneling: Allow all traff
DNS/WINS Split Tunnel Network List Type: & Standard A

ISDE Tunneiip Standard Access List:

DS Request Split Tunneling
DNS Requests: _5end DNS ret

Domain List:




o «a»oaNAT
A€@ | 3. €3€A, 8 A @éjEx" TMECVPNAY2 (" €€...¢S, 8, D2 @t @alsc" éE encS, NATx(QO®e

64, TV EataeY YeOREQ C1o® ¢S, NATE | &%0t3€,8°78™28 °Devices >
NATIVAEG, 1854 EE»26€p Add Ruled»¥a»cwae-"el¢pa%otaE,

Overview Analysis Policies gHSY«3=

Device Management NAT VPN ¥ QoS Plat

FTD_11

&8 Filter by Device

# Direction Type Source Destine
Interface Ob... Interfa

¥ NAT Rules Before

aos' é~&Y ¢85, e-c3—4 1/4Edoe | nter face Objectsé @ ¢+na <14 (EEQ &"FSecurity
Z OnesAE, 808 sa0e-GuoaY/xd, IVAENATet @ 0 ®a ™ §%47Z ONE-INS| DE& °ZONE-OUT S| DE&»0c«CS, 5,



I Add NAT Rule

NAT Rule:

Manual NAT Rule v Insert:

In Category ¥ N
Type: Static

v W Enable
Description:

N B CaG=-Re-=c Translation PATPool Advanced

Available Interface Objects €

Source Interface Objects (1) Destinat

I | 2, Search by name | i ZONE-INSIDE .

B a0 ZONE
=2 ZONE-INSIDE
I s2u ZONE-OUTSIDE I Add to ‘
Source
Add to ‘
Destination

dcs Tranglationé @c+nd (4EEQ 2 $47YE8@3 fe-™MAE...8'ES-2eVs%oe >3 fe-™I(E...c3,0©3¢ °e% e "S5



Edit NAT Rule

MAT Rule: W I

Type: Static v | ¥ Enable

Description:

v Interface Objects " Translation I PAT Pool  Advanc

Original Packet

| Original Source:* any
| COriginal Destination: Address
WPN_Subnet

Original Source Port:

Criginal Destination Port:

408’ Advanced¢’ ¢8Ysae ™Mc+od (VAEAYAQ A»¥a Goe-8 2 %oEcrocs, & "a@--"8;Sils



Edit NAT Rule
NAT Rule: Manual NAT Rule W Insert:
Type: Static v | W Enable

Description:

Interface Objects  Translation  PAT Pool

In Category

r Translate DNS replies that match this rule
r Fallthrough to Interface PAT(Destination Interface)
™ 1pve

I~ net to Net Mapping

¥ Do not proxy ARFP on Destination Interface

¥ perform Route Loakup for Destination Interface

I Unidirectional
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