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sRATH

- ISE
- DebianZ # ( LLEEEAUbuntu )

BRE
S B1.7Eubuntu L ERENFS

. BMEEH S ubuntuZE ¥ £ Z ZEnfs-kernel-serveri2x\ & :

bara@bunt u: ~$ sudo apt-get update

bara@bunt u: ~$ sudo apt-get install nfs-kernel-server

.EBYBANSHEFA B



bara@bunt u: ~$ sudo nkdir /var/nfs/general -p

- EXFTE RS TEEM A : nogroup

bar a@bunt u: ~$ sudo chown nobody: nogroup /var/ nfs/general

- BSISEELEANFS ENEFin , WS H&EH

bara@buntu: ~$ nore /etc/exports

# directory_to_share client(share_optionl, ..., share_optionN)

# /etc/exports: the access control list for filesystenms which nmay be exported
# to NFS clients. See exports(5).

#

# Exanple for NFSv2 and NFSv3:

# | srv/ homes host nanel(rw, sync, no_subtree_check) hostnane2(ro, sync, no_subtree_check)

# Exanpl e for NFSv4:

H*

/srv/nfs4 gss/ krb5i (rw, sync, fsi d=0, crossmt, no_subt ree_check)

# [ srv/ nfs4/hones gss/krb5i (rw, sync, no_subtree_check)

. BARk/etc/export with nano:

bara@bunt u: ~$ sudo nano /etc/exports

- ERBHEUTHT (HSIPERBISE IP)

/var/nfs/general 10.48.85.249(rw, sync, no_subtree_check)
/hone 10.48.85.249(rw, sync, no_r oot _squash, no_subt ree_check)

.- RELEIRA(Clri+x , EERFEFR , Y HMenter) , AREAUT S EFNBEBINFSHIARES :

bara@bunt u: ~$ sudo systenttl restart nfs-kernel-server

SR2. ISERE

. BNFSEEEZEMERISE , E#/home/barafNFSZ £ B
fECLIL :

| SE23S/ admi n(confi g)# repository NFS
| SE23S/ admi n(confi g- Repository)# url nfs://10.48.60.193:/hone/ bara

FiEE : CLIBLBMNREEFETEERISE Web UEA |, X B FeeER T E#hISEETE,

EGUIH , & EAdministration -> Maintenance -> Repository:



Repository List = Add Repository
Repository Configuration

* Repository Mame | NFS

* Protocol | NFS r

Location

* Server Name | 10.48.60,193

*Path | fhome/barz

Credentials

*User Name | anyuser

*Password | essssessl

st JETED

BE : TSP  NFSTEEFERAELBNER  CHREECRESBNEBHE S8
WEef , Hitalam AEERERBNRR.

B
. FIHNFSREZERIATERE,

| SE23S/ admi n# show repository NFS

i se- support - bundl e- przai se001-a- hv11674- 11- 04- 2019- 08- 25. t ar. gpg
j caner on- key. asc

test.txt

- ENFSLE , BAIUEEIATESE

bara@bunt u: ~$ pwd

/ home/ bar a

bara@buntu: ~$ I's

i se-support -bundl e- przai se001- a- hv11674- 11- 04- 2019-08-25.tar. gpg jcanmeron-key.asc test.txt

EHERHE

CSCvd73085 : 1£ISE _E REENFS{y B i 88

CSCvk61086: ISE 2.4 2.3 2.2.1 2.0 :ARERANFSHEFERE



https://cdetsng.cisco.com/webui/#view=CSCvd73085
https://cdetsng.cisco.com/webui/#view=CSCvk61086

CSCvk36814: ISE 2. 4% EnfsfFER HE

CSCvm41485:ISE 2.3: £ BINFSHEEZEMFEANFSHEEERT THENFTERSE

SRR
EEISELBRERE , BEANTAR

#debug copy 7
#debug transfer 7

- W R#tshowfSRNFSK M, HEHENFH TE;E BTEESSNEE :

. 98 4.484133 18.48.85.249 18.48.60.193
91 4.486119 19.45.68.193 18.48.85.249 HFS
92 4.486172 18,48.85.249 18.48.69.193 HES
93 4.408060 18.48.66.193 18.48.85.249 NFS
94 4488144 19.48.85.249 18.48.60.193 NFS
96 4.408813 10.48.60.193 19.48.85.249 HES
97 4.428853 18.48.85.249 19.48.60.153 NES
96 4.411316 19.48.60.193 10.48.85.249 HFS
99 4.411371 19.48.85.249 10.48.60.193 NFS
1ge 4.412407 18.48.68.193 18.48.85.249 HES
181 4.412441 18.48,85.249 18.48.68.193 HFS
102 4.414598 19.48.60.193 18.48,85.249 NFS
183 4,414635 19,48.85.249 10.48.60.193 HES
184 4.414923 19.45.69.193 18.48.85.245 HES

TOS A ATACSA 14 A8 RC 4G 10 AR EA 103

> Frame 91: 138 bytes on wire (1848 bits), 130 bytes captured (1848 bi‘ts-;-

MEC

Ethernet II, Src: Cisco_2a:cd:al (BO:06:f6:2a:c4:a3), Dst: Vmware 8d:9a:86 (B0:50:56:8d:9a:86)

» Internet Protocol Version 4, Src: 10.48.60.193, Dst: 10.48.85.249
Transaission Contrel Protocol, Src Port: 2049, Dst Port: 952, Seq: 29, Ack: 229, Len: B4
w Remote Procedure Call, Type:Reply XID:@8xfal36502
Fragment header: Last fragment, 60 bytes
XID: BxFalld6ser (4195575842)
Massage Type: Reply (1)
[Program: NFS (100083)]
[Program Version: 4]
[Procedure: COMPOUND (1)]
Reply State: accepted (8)
I r fr
[Time from request: 8, 091986000 seconds]
v Verifier
Flavor: AUTH_NULL (@)
Length: @
Accept State: RPC executed successfully (@)
> Hetwork File System, Ops(1): SETCLIENTID

I
- AT RIETHEES

A] BE R ISE K 51| 7£ /etc/exports #

455 4.273621 10.240.239.68 18.23%.139.48 NFS
456 4.275495 10.235.139.48 10, 240.239.68 NFS
463 4.279409  10.242.239.68 18.235.139.48 NFS
465 4.281223 10.235.139.48 19, 240.239.68 NFS
473 4.284947 10.240.239.68 10.235.139,48 NFS
475 4.286759 19.235.139.48 18, 249.239.68 NFS
477 4,2B6834 10,240.139.68 18.235.139.48 NF5
478 4.288635 19.235.139.48 109.240.239.68 NFS
ABS 4,292429 10,.248.239,.68 18,235,130, 448 NFs
ART A ICATAR 10 BI% 130 A0 10 348 3T0 RO HEE

258 V4 Call (Reply
130 Va4 Reply (Call
178 V4 Call (Reply
114 V4 Reply (Call
182 V4 Call (Reply
286 V4 Reply (Call
186 V4 Call (Reply
162 V4 Reply (Call
190 V4 Call (Reply
178 V4 Reply (Call
186 V& Call (Reply
162 Vi Reply (Call
199 V4 Call (Reply
178 V4 Reply (Call

1RE UA Fall (Banlu

262 V4 call {Rle-p'ly.

_ sava Reply (call

262 V4 call (Reply
90 va Reply (call
262 va call (Reply
99 va Reply (call
262 va call (Reply
a0 va Reply (call
262 va call (Reply

D VA eanle frall

In 91) SETCLIENTID
In 9@) SETCLIENTID

In 93) SETCLIENTID_CONFIRM
In 92) SETCLIENTID_COMFIRM
In 96) PUTROOTFH | GETATTR
In 94) PUTROOTFH | GETATTR
In 98) GETATTR FH: 8x62d40c52

In 97) GETATTR

In 108) GETATTR FH:

In 99) GETATTR

In 102) GETATTR FH:

In 181) GETATTR

In 184) GETATTR FH:

In 193) GETATTR

Te 10EY CETATTE EH.

@xb2dddcs2

Bxb2d48c52

Bx62da8c52

BB TANRAED

In 456) SETCLIENTID

In 455)

In 465) SETCLIENTID

In 463)

In 475) SETCLIENTID

In 473)

In 478) SETCLIENTID

In 477)

In 487) SETCLIENTID

Tm AGEY

Frame 456: 98 bytes on wire (720 bits), 90 bytes captured (720 bits)

Ethernet 1I, Src: Cisco_c7:04:48 (00:cl:64:c7:04:40), Dst: Cisco_e7:76:84 (70:0f:6a:e7:76:84)

Internet Protocol Version 4, Src: 10.235.139.48, Dst: 10.240.239.68
Transmission Control Protocol, Src Port: 2849, DSt Port: 766, Seq: 29, Ack: 241, Len: 24
Remote Procedure Call, Type:Reply XID:@x1da7bais

Fragment header: Last fragment, 20 bytes

X1D: exidarbois (497531192)

Hessage Type: Reply (1)

[Program: NFS (100003)]

[Program Version: 4]

[Procedure: COMPOUND (1)]

Reply State: denied (1)

[this is & reply to & request in frame 45%]

[Time from request: 0.001874000 seconds]

Reject State: AUTH_ERROR (1)

Auth State: bad credential (seal broken) (1)


https://cdetsng.cisco.com/webui/#view=CSCvk36814
https://cdetsng.cisco.com/webui/#view=CSCvm41485
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