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Overview Analysis IEI-EEN Devices Objects  AMP Jeploy \ System Helpv admin v

Access Control v Network Discovery Application Detectors Correlation Actions » Instances

Alerts Remediations Groups
Edit Instance
Instance Name  ISE-NEW-INSTANCE
Module pxGrid Mitigation(v1.0)

Description

Enable logging & on C Off

Create Cancel
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EWERBITH | EE BN AEER, EREIS  ERFRES. ERBERR , RRE—T
Add , M FEFR

Configured Remediations

Remediation Name Remediation Type Description

Mo configured remediations available

Add 3 new remediation of type | Mitigate Destination ;l | Add

MitiEate Destination \
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Edit Remediation

Remediation Name QUARANTINE-SOURCE
Remediation Type Mitigate Source
Description

Mitigation Action quarantine j
Whitelist

(an optionallist of networks )

Create Cancel
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EfnZ|Policies > Correlation > Rule Management , A% 1% — T Create Rule Correlation rule 21T
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Overview Analysis JCIHEEN Devices Objects  AMP Deploy !, System Helpv admin v

Access Control v Network Discovery Application Detectors Correlation Actions v

Alerts  Remediations Groups

Policy Management Rule Management White List Traffic Profiles
Rule Information ) Add Connection Tracker ) Add User Qualification ) Add Host Profile Qualification
Rule Hame PingDC
Rule Description
Rule Group Ungrouped =
Select the type of event for this rule
If |an intrusion event occurs =| and it meets the following conditions:

) Add condition & Add complex condition

K [Destination 1p = [is = 192.168.0.121
Rule Options ) Add Inactive Period
Snooze If this rule genarates an event, snooze for hours 'l
Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Perlod".
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W HBEERMAVERE , WTEFR :

Overview Analysis JJIEEN Devices Objects AMP Deploy , System Help v admin ¥

Access Control » Network Discovery Application Detectors Correlation Actions v

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles

Correlation Pollcy Information You have unsaved changes Save Cancel

Policy Name ise_corellation_policy

Policy Description

Default Priority None =

Policy Rules &) Add Rules
Rule Responses Priority
PinaDC QUARANTINE-SOURCE (Remediation) Default 7 | lu)

R R R R | TN EFTR

Overview Analysis JCUIHEER Devices Objects AMP Deploy | System Help v admin v

Access Control v Network Discovery Application Detectors Correlation Actions v

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles
/) Create Policy

Name Sort by | State -
&a(s/ha
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License Warning 4

il Identity Services Engine Home » Operations - Palicy » Guest Access » Administration » Work Cenlers .

clseo

Authentication  Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Adminisiration > System > Backup & Reslore = Policy Export Page

First Matched Rule Applies -]

+ Exceptions (3)

Stalus  Rule Name Conditions (identity groups and other conditions) Permissions
rd AssignSGTBlockOnFP Session:EPSStalus EQUALS Quarantine MaliciousUser PermitAccess Edit |+
é‘\ ElockOnISE Session:EPSStatus EQUALS Cuarantine DenyAccess Edit |

[ BlockOnISE_copy Session:EPSSlalus EQUALS Quarantine blacklist_redirect Edit | v

HESMFER

EARGS  REMPFEEAREE, RETSSEEENAN "AEZFEHAKE, (AUP)E , X E
ST EEEZAUP ( EEiBJavaScriptehX ) » Akt , BEEERAJavaScript , A%E R E—{EEM
FHEESMEEDERMAUPKRME S THNRE,

S B 1. B A JavaScript.

B Z|Administration > System > Admin Access> Settings > Portal Customization, i###Enable
Portal Customization with HTML and JavaScript , A% 1% — T Save,

License Waming &

‘e Identity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Cenlers .

~System v Idenlity Management  » Network Resources  » Device Portal Managemenl  pxGrid Services  » Feed Service  » Idenlity Mapping

Deployment  Licensing  » Cerificales  » Logging  » Mainlenance  Upgrade  Backup & Restore  +Admin Access  » Setlings

<]
Authentication » Portal Customization
} Authorization () Enable Portal Customization with HTML
+ Administrators (&) Enable Portal Customization with HTML and JavaSeript
~ Settings Save
Access
Session

Portal Customization

SR EIREME,
8 ¥ Z Guest Access > Configure > Guest Portals , A% — T Create , AZBZALA A,

License Waming 4

il |dentity Services Engine Home } Operations OE  ~ Guest Access » Administration ¥ Work Centers @

CI3C0

~Configure  Manage Accounts  » Seflings

Overview  Guest Portals  Guest Types  Sponsor Groups  Sponsor Portals
—

Guest Portals

Choose one of the ihree pre-defined portal types. which you can edii, customize, and aulhorize for guest access

Create Edit Duplicate Delete
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b Identity Services Engine

150

Home » Operalions » Policy ~ Guesl Access » Administration » Work Centers o License Wamning 4

~Configure  Manage Accounts > Setlings

Overview  Guest Portals  Guest Types  Sponsor Groups  Sponsor Portals
—
Pages Page Customizations

Browser Page Tiile

v Pages Preview Seltings
RESTRICTED ACCESS
©Oplional Content 1
Authentication Success | Font [ »| size | ~A-|BI U|iz | &~ | . -'c||'5-é|c"- RESTRICTE
X-Os
Error RESTRICTED ACCESS
You have been identified as a
- Messages malicious user and blocked.

Error Messages

Content Title

RESTRICTED ACCESS

Instructional Text

Font | | size | A~ BT U|= 2| &~ |

X408
"You have been idenlified as a malicious user and blocked.
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R 2EB KRN G P, EEZEAnalysis > Correlation > Correlation Events , A% 5%
ERCREBBEL,

\ Systern Help v admin v

Overview EERELNSEE Policies Devices Objects | AMP

Context Explorer Connections « Intrusions « Files » Hosts v Usgers » Vulnerabilities » Correlation » Correlation Events Custormn » Lookup « Search

Bookmark This Page Report Designer Dashboard Wi

Correlation Events
Correlation Events

No Search Constraints (Edit Search)

Jump to.. ¥

M =Xime % Impact *  Inline %  Source IP Source *  Destination *  Destination *  Security Intelligence *  Source User % Destination ¥  Source Port / *  Destination Py
Result Country 1P Country Category User ICMP Type ICMP Code
P C 1 ol 172.16.10.19 ol 192.168.0.121 8 (Echo Request) / imp 0/ icm

ISE
RZISEFE#ERRadius:COAY EFRFB AR E , TLAEIRME> RADIUSEIE BT B EELEH,

2017-02-16 13:26:22.894 a alice E4:B3:18:69:EB:8C  Windows10-Workst... Default >> Dot1X >> D.. Default >> AssignSGT... MaliciousUser Permitacc... vWLC
2017-02-16 13:26:21.040 Q E4:B3:18:69:EB:8C vWLC
2017-02-16 13:25:29.036 Q alice E4:B3:18:69:EB:8C Windows10-\Workst... Default >> Dot1X >> D.. Default >> Standard R... PermitAccess Administra... vWLC
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cisco RESTRICTED ACCESS

RESTRICTED ACCESS

You have been identified as a malicious user and blocked.
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B ¥ Z Analysis > Correlation > Status , #1 ~ EFf R~

* admin v

Overview EEGENEEN Policies Devices Objects AMP
Context Explorer  Connections ¥ Intrusions ¥ Flles ¥ Hosts¥  Users ¥ ‘Unerabilties ¥ Correlation » Status ~ Customy  Lookup ¥ Search

Bockmark This Page Raport Designer View Bookmarks Search

Remediation Status .
2017-02-16 14:25:00 - 2017-02-16 14:27:00 D

Table Viev: of Remediations Static

Ho Search Constramts (Edit Search)

Jump to... ¥

u = Tima x Remeadiation Nome Pollcy x Rula x

QUARANTINE-SOURCE 0 _corgllation polisy BingDC

b ami-02-16 12619

Page| 1 |of1 isplaying row 1 of 1 rowe

View Delete

iew All Delete Al
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- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200319-
Troubleshoot-ISE-and-FirePOWER-Integrati.html

- https://communities.cisco.com/docs/DOC-68284

- https://communities.cisco.com/docs/DOC-68285

- https://communities.cisco.com/thread/648707start=0&tstart=0

- http://www.cisco.com/c/en/us/td/docs/security/ise/2-

0/admin_guide/b _ise_admin_guide 20.html

- http://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-
quide-v61.html
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