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AN EFARRIFA T SR ANERIRA

- BRI R%E 51 23.0
- Windows Server 2016
AXFHNEFRRBREERETREANNEEFEL. XHPEAINMEEERREER (AR
) WAERERENE), MREBIWFEREED , FREARCERITMIESTREERNEE,

RE
ERERE

EHEEFRAEEERFIEAC TS BISELNEMEN. EEEFAENE MDA EBISERLZ 1 E
RAREHEHETHE, TUBBRREIIRERRFTEEN, ERBELRTE , FEMIETE>RK
>SEHEYE>54ME. TAuthentication Method B T ZIZFTEM S ERR A A,

= Cisco ISE

Admin Access

Authentication Method

Authorization ) . N
Authentication Type

Administrators >

© Password Based

Settings >

MifE : FRERATRAEREBBNIHRE. IREEEUREREFHEENINRE &
BYEAEANARSFEMASNELH N LERRE,

Identity Services EngineF 2 FF #CLIATW I N E(CL)EBEHREE. BFREAENEGU)H
CLINZTS RIS REEBIBISENGUIEE, ZERELIR , 75EM E/Administration > System >
Admin Access > Authentication , % &1 E|Password Policy 2 .



= Cisco ISE Administration « System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication

Password Policy Account

Autherization >
GUI and CLI Password Policy
Administrators >
Settings >
Minimum Length: 4
Password must not contain:
B Admin name or its char reverse order
[_] " gisce” of its characlers in reverse order
~ [ ™ srd or its chars
[ ] Repeated characters four or more limes consecutivaly
[_] Die reverse order or their lettars repl ractars (i)
© Delfault Diclionary
() Custom C 0] Browse.. | Mo file selactad
The newly added 1 dicti v file will repl the existi 1 dicti ry file.
= Cisco ISE Administration - System
Deployment Licensing Maintenance Upgra Health Chec! Backup & Restore Admin Access
Authentication
Password Policy Accou sable Policy Lock/Suspend Se
Authorization >
Password must contain at least one character of each of the selected types:
Administrators >

Uppercise alphabetic ¢

Settings >

u Mumer

[] Mon-alpranumeric cheracters

naractars

Password History

@n énabled CLI remembers only 1ast 1 ord inrespect

word must be different from the previous 3 Versions

Cannot reuse password within 15

{(Valicd Range 0 to 365)

Password Lifetime

Admins can be required to pariodically change thei

IF Adimin 50 conl T QLT

y5 after creation or last

r1ange (valid range 1 to 3

ds expire 45

B Administrator

stratora 30

ays prior Lo passy 1 expiration (val

B send an emai

Settings

Settings

nfigured]

ISEEEZRAFTHEESCAENERTE. FEEELLIE , FFEM Z/Administration > System >

Admin Access > Authentication , #A#% & i Z|Account Disable Policy 5 %,



= Cisco ISl Administration « System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication
Account Disable Policy

Authorization > . =
Account Disable Policy
Administrators >
Settings > Disable account after 30 days of inactivity. (Valid range 1 1o 365)

ISERRMABBEEAERABMAYEESEFEESCAERFNIE, EERE I , FE
Z Administration > System > Admin Access > Authentication , A% &% £ ock/Suspend
Settings & 5|12 %,

3
al

= Cisco ISk Administration - System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication

Lock/Suspend Settings

Authorization >
B su k ) I
Administrators >
ailec
Sattings >
O Susy [ 1 1

This account has been locked. For this account to become unkocked, piease contact your IT heipdesk.

EEREENN  SEEEM. EAENSERRSUREHNERRFTRE
EREEAMA

B fin F)Administration > System > Admin Access > Administrators > Admin Groups A il & & S48
. ERERAT , REDESIRANEN , BEMEBR,



= Cisco ISE Administration » System

Health Checks ip & Restore Admin Access

Certificates Lag

Authentication Ad m] n G ro U p S

Authorization 2
+- Add
Administrators )
Admin Users a Name External Groups Mapped Description
Admin Groups —
i L] B Customization Admin 1] 55 Permission to Guest Menu and Device Portal Management.
O J5 ERS Admin [i] Full access permission to External RESTul Services (ERS) APIs. Admins
Settings >
'_ ] 55 ERS Operator 4] ty 55 P ¥ the Extarnal RESTw & 25 (ERS) AP
O 12 Elevated Systern Admin [1] Aceess parmission for Operations tab. Includes System and data access
] I Helpdesk Admin ] Aiccess permission for Operations tab.
W] 2 Identity Admin [4] ficcess permission for Operations tab. Includes Management and.

0 AnT Admin 4] Access permission for Operations tab.

:] 4 Network Device Admin 0 ion for Oparat tab. Includes Me

j I Pelicy Admin ] erations and Policy tabs. Includes

:_] J5 RBAC Admin [i] Access permission for Oparations tab. Includes em and data access
0 5 Read Only Admin 0 Access Permission fo n with read-only f

O I SPOG Admin 1] This is the group for SPOG Admin 1o use the APIS for expor and impert
O B Super Admin 0 55 permission for Operations, Policy and Admindstration tabs. Includ
'_] 1 System Admin [i] =5 parmission for Operations tab. Includes System and data aco

BUER  BEFEXR-T "RE., SEECRENEIZE, FESNMTESOEYRRIISEL
MEESENRE  UENANEESEAERGAHENIIE, EREHAR A FEFEERER
BEEHBL THEL

= Cisco ISE Administration « System

Deployment Certificates ing Maintenanc Hez

Backup & F Admin Access Settings

Authentication roups > Super Admin
Admin Group
Authorization »
Administrators e : Super Admin

Admin Users
Access permission for Operations, Policy and Administration tabs. Includes data access permission for

Admin Groups tesch|
Admin Groups, User Identity Groups, Endpoint Identity Groups, All Locations and All Device Types.

B exwernal

Settings >
External Identity Source
M

~ External Groups

t -
Member Users
Add
O Status Email Username First Name Last Name

EREEAFERE
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i
i}

Authorization

Administrators
Admin Users

Admin Groups

B—T "Add, . BRELEALRE, —BHERT

b2

Cisco ISE

F£AE  FENIEE-R-EEAGANTA-EEE>-EEAFAE,

daministration - oystem

Admin Access

Administrators

O

Status Name Description First Name Last Name Email Address Admin Groups

_] B e W r Default Admin User

MBI ERE, 5—EHARSEEE

ERE (AEEAREAELUGBRK/RENERE ) REMISEEEE.

Cisco ISE

Authorization

Administrators
Admin Users

Admin Groups

Settings

BEEFEER
REMFF A&,

Admin Access

Administrators

Description First Mame Last Name Email Address Admin Groups

Default Admin User

HARBFENFRER , XELRBEFEAEE  ERNAEREERTFEAESTT



= Cisco ISI

AL
Authorization >
Administrators
Admin Users - B Cnat A
Admin Groups
Settings >
w
ooooooooo
.........
rate
r Inf
Admin Groups

Customization Admin

ERS Admin

ERS Operator

Elevated System Admin

Helpdesk Admin

¥ Identitv Admin

[ g
TREAEEREMERRNTTR

1. BB
2. EREE

BEFERHISELNEMA R, SEERAMETEENRE : "HET. (Show)s "Rk

(Hide), RAJLAEEZEFBRUNBRHEBREENER.

ERFEUEHIEEUVSRIMERNSELN S HERNEN, ARAEEEHE. EAESNE,. KirFH

ministration - Systen

Admin Access

ENEREEERESE TR, ISELE=ETURENEREE, ©MR "2, .
Ry M TESBL o IUEEENFERAKISELNEEEREREE=EEEZ—

HAFRBIMREFBNERFIRE K ARIESEEANEMEESE. A -EXRBEREBRAT

RNEA , BRI LUaKE T B E RS MR R,

Ef BIREHEEKR , 5EMEIAdministration > System > Admin Access > Authorization >

Permissions > Menu Access,



= Cisco ISE Administration = System i

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication Menu ACC@SS

Authorization w
+ Add
Permissions £
Menu Access O Name Description
Data Access
D Super Admin Menu Access A 5 permission for Operations tab, Policy tab, Guest Acc tab, Mobile Device Management tab &
RBAC Policy D Policy Admin Menu Access Access permission for Operations tab, Policy tab, Guest Access tab, Mobile Device Managemaeant tab,
[_] Helpdesk Admin Menu Access Access permission for Opearations tab
Administrators »
[:] Identity Admin Menu Access Access permission for Operations tab and ldentity Management.
Settings >
9 O Metwork Device Menu Access Access permission for Operations and Network Resources
D System Admin Menu Access Access permission for Opearations tab and System
D RBAC Admin Menu Access Access permission for Operations tab and System.
O MnT Admin Menu Access Access permission for Operations tab
D Customization Admin Menu Access Access Permission to Guest Menu and Device Portal Management.
|:| TACACS+ Admin Menu Access Access Permission to Operations, Administration and Workcenter

B—T TAddy . TTLASISER B EEMIZRIRE &S E R BN/ RHRE.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

M Access List » New RBAC Menu Access
Authentication

Create Menu Access Permission
Authorization w

Custom_Menu_Access
Permissions v

Description
Menu Access

Data Access

Menu Access Privileges

RBAC Palicy
. ) Permiss 5 for Menu Access
ISE Navigation Structure
& Policy ~
Administrators 2 Cﬁ Administration
Settings > o System

d Deployment
o Licensing
o Certificates
~ b Certificate Manage
o System Certificates

o Trusted Certificates

PR O U N T

Ef EERFEERE , 55E M Z|Administration > System > Admin Access > Authorization >
Permissions > Data Access.



= Cisco ISE Administration - System
Deployment icensing Certificates Logging Maintenance Jpgrade {ealth Checks Backup & Restore Admin Access
Authentication
Data Access

Authorization

Parmissions

Menu Access

ripti
Data Access Name Description
F D RS, L [ ¥
REAC Palicy
| n Da 1
Administrators ¥ Identity Admin Data Access ACCass permission for User Identity Groups and Endpoint Identity Groups
ate |
Settings ?
Data Acc
IBAL Data A
Cus I

B —TAddA R S #THY SR W S B Eh B IE 8/ B & 5 1/48 i & 17/ 8RR AH AV 7 AT #E.

= Cisco ISk Administration + System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Create Data Access Permission

Authentication

Authorization

Permissions
Menu Access
Data Access - e i
Data Access Pr (S]]
Pe w Dat
RBAC Palicy
o Admin Groups Q Full Access
ser ldentity 1 () Read Only Access
Admiistratora > " User Identity Groups i y
o Endpoint Identity Groups
Settings >

o Blacklist
& GuestEndpoints
d" RegisteredDevices
o5 Unknown

oy Profiled

d& Metwork Device Groups

B RRBACSE G

RBACRRERAENFEERF., TLUEEREMBNAC (BEEEE ) BEAKEAMENEERN
ﬁﬂﬁﬂyﬁﬂlﬁo AUAREEABGEEZERBACKE LA EEEAXKTEESBAGIUMSREE
BENSER. EEEEFRAEERAMITRER, BT ELEANER. BEOREREARE
AENFERBNES, IREARFEAFNEENERAA , AIRFRAEEEZEERA., EfL
BiS LKL |, 55 E M ZlAdministration > System > Admin Access > Authorization > RBAC Policy.



= Cisco

Authentication

Authorization b
Parmissions > ~ RBAC Policies
RBAC Policy Rule Name
Administrators ’
Settings »
m

2 — T Actions A48 5 /46 A /M BR SR B o

Administration -

Admin Groups

Customization Admin

Elevated System Admin

ERS Admin

ERS Operator

ERS Trustsec

Helpdesk Admin

Identity Admin

MnT Admin

Network Device Admin

Policy Admin

RBAC admin

System

Backup & Restore Admin Access Se

Permissions

Customization Admin Menu ... =+

System Admin Menu Access ... +

Super Admin Data Access -

Super Admin Data Access

Super Admin Data Access gir

Helpdesk Admin Menu Access

Identity Admin Menu Access ...

MnT Admin Menu Access

Network Device Menu Acces,

Palicy Admin Menu Access a...

REBAC fdmin Menn Access a

M MEEMRRE UMK ANMARRR | I B HEMRERKR,

B EE | TRETEEEER R E B = EiE EE/ERFE

e EE AR TR EE

BRRBACK S , ERUEE-LHmAEEEERAERAN

ZEARACUINICLIREARFNRAERER. BEARNMBEARERE

AT A,

, 55871 ZlAdministration > System

> Admin Access > Settings > Access. 7ESessionE & T B EiELiEE,



= Ciscol Administration » System

rtificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Session

Authentication ——

Authorization »
Administrators > G UI S .
eSssions
Settings
Access
Session Maximum Concurrent Sessions 1 Valid Range 1 to 20)

Portal Customization
Welcome to ISE

Pre-login banner

[_'| Post-login banner

CLI| Sessions

[] Pre-lagin banner

EffE P IRGUIFICLIIPHbuLEFE |, F5E M £|Administration > System > Admin Access >
Settings > Access , AR EMZEIIP AccessEH,

= Cisco |S! Administration = System

Deployment Licensing Certificates Logging Maintenance Jpgrade Health Checks Backup & Restore Admin Access

IP Access
Authentication

Authorization >
Administrators > e
Settings o
Access ) ) )
~ Configure IP List for Acc Re tior
Session .
IP List
Portal Custormnization
a w MASK
O t

EfREEE S RHEFRCisco ISEMMnTE 2 M EIRIEE |, FFE M EIAdministration > System >
Admin Access > Settings > Access , AEREMEIMnT AccessiBIE .

EAFTHBARTSHNHHRERERKEBAFEEEIMNT , 55— TAllow any IP address to
connect to MNTE E#%il, EEAFIEPHNEHRNERSRKEBFEEEIMNT , FE—TEAR
BEPHBRERIIMNTE R IZ,



= Cisco ISE Administration » System

Maintenance Upgrade Health Checks Backup & Restore

Admin Access

P Access MnT Access

Authentication

Authorization >

~ M Restriction
Administrators > O A s e MM
Settings o
Access
Sesslon

Portal Customization

BHEE . HAISE 2.6 T2RESMA , RSN TR Use "ISE Messaging Service" for
UDP Syslogs delivery to MnT , EFX AR B BASEMEMERN KK AFE.

EfEHASETTHMERNERE , FFEMEIAdministration > System > Admin Access >
Settings > Session., 7ESession TimeoutE & T E M E.

= Cisco |SE Administration » System
D ( ¢ Certificate Logqing A ( Ipgrac I Backup & Restore Admin Access
—
Authentication
Session Timeout
——
Authorization >
* Session ldie Timeout  F minutes (Valid Range 6 to 100)
Administrators b
Settings e
Access
Session

Portal Customization

EMR/FEEIEBHEE AN , FFEMZIAdministration > Admin Access > Settings > Session , A%
2hiESession InfoiRE

= Cisco ISE

Admin Access

Authentication

Session Info

Authorization >

Select session and terminate

Administrators

Session Info

Settings s
Access
Sanal UserlD IP Address Session Creation Time Session Last Accessed
assion
Portal Customization r admin
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ERADBREREERFI SR

HEISEAAD

EEAZISEMANEIT |, FFEMDEE> S HEE>INE S BIFR> Active Directory, i AFTHI I A
Z#HActive Directoryid, BIA MU BN ERERERWADIREHEIE , RAERER—THE,

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (1) Administrator

* Password eeeseseessseses

D Specify Organizational Unit (1)

D Store Credentials (1)

Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings
I
* Join Point Name AD (O]
* Active Directo
. v rinsantr.lab O]
Domain
-+ Join + Leave £, Test User ¥ Diagnostic Tool L3 Refresh Table
O ISE Node -~ ISE Node R... Status Domain Controller Site
[:] rini-ise-30.gce.iselab.local STANDALONE Operational WIN-5KSMPOHEPSA rinsantr.l..  Default-First-Site-Name

BIE A &l



Hi 3 EE> B HEE>N 5 40IR> Active Directory, Z— TFAIENMARZBY EfRIBAERE.
# — T Add > Select Groups from Directory > Retrieve Groups. £ [EAEE SFTEH —EADE
, RBR—TRE , AREK—THF.

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain rinsantr.lab

Connection Whitelisted Domains PassivelD Groups
I
-+ Add Update SID Values
] Name ~
E] rinsantr.lab/Users/Test Group

RtEADH EEEHE
EFEAADRAISENERZEBN B HRFE

Cancel

Attributes Advanced Settings

SID

Mame Filter * F::IQE:- : I::l?r ft
Retrieve Groups._.l 50 Groups Retrieved. '

[J Name ~  Group SID Group Type
D rinsantr.lab/Users/Enterprise Key Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
D rinsantr.lab/Users/Enterprise Read-only Domain ... 5-1-5-21-1977851106-3699455390-29458652... UNIVERSAL
O rinsantr.lab/Users/Group Policy Creator Owners 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Key Admins S5-1-5-21-1977851106-3699455990-29458652... GLOBAL
C] rinsantr.lab/Users/Protected Users 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/RAS and IAS Servers S5-1-5-21-1977851106-3699455990-29458652... DOMAIN LOCAL
[[] rinsantr.lab/Users/Read-only Domain Controllers ~ $-1-5-21-1977851106-3699455990-29458652... GLOBAL
C] rinsantr.lab/Users/Schema Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
n rinsantr.lab/Users/Test Group 5-1-5-21-1977851106-3699455990-29458652... GLOBAL

<

S-1-5-21-1977851106-3699455990-2945865208-1106

#5E i1 F/Administration > System > Admin Access >

Authentication, 7E£Authentication MethodE &+ , ;#{#FPassword-Basedi#E, fldentity Source ™
FIREEEZEAD , ARE— T Save,



= Cisco

Admin Access

Authentication Method

Authentication Type

Settings H O Password Based

BC i ISEE 32 B # BIADAA /Y H AR

ERTREERADFHNERESNHEEEEENERACKHIIREESI(RBAC)FFAI#, EEZCisco
ISEEE SN HEMEIADAE , FFE M Z/Administration > System > Admin Access >
Administrators > Admin Groups. &— TAdd , A& AFAImMInBN B, £ "HEL Wt , #
ExternalZx Bl 5 #k. f£External Groups ThiEER | EENEESHEHMFIMADA ( 0 EEHY
BEBHENRIPER ) . BXEI

= Cisco ISE Administration » System
. | J sckup & Restore Admin Access
Authentication SE AD Admin Group
i )|
Authorization > Admin GI’(,.‘[)
Administrators
Admin Users
Admin Groups
External
Settings 3 External Identity Source
~ External Groups
~
Member Users
O Status Email Username First Name Last Name

REEHEBMEMNRBACFTH

ERRBACHT RS EREL—HBoPELNEESE , FEM EAdministration > System > Admin
Access > Authorization > RBAC Policy. % flfYActions THLiEEH |, i#iZFInsert new policy. 2
V—EFFRE  BEEIEBoFEENEESEETHR  RAERAHIBEMENERTNIEESH
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= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication

wla Eements)

Authorization B ‘s permissions will be the aggregate of all permissions
Permissions .
~ RBAC Policies
RBAC Policy
Rule Name Admin Groups Permissions
Adminisirators y @ - Customization Admin Policy It Customization Admin 3 then Customizstion Admin Men.. + —_—
ﬂ ~  RBAC Policy 1 I ISE AD Admin Group -+ then  Super Admin Menu Acces... Ed Actions
Settings >
B ~  CElevated System Admin Poli It Elevated System Admin + then
Super Admin Menu Access il +
B - ERS Admin Policy I ERS Admin —+ thén
Super Admin Data Access i ]
@ ~  ERS Operator Policy If ERS Operator + then

fEHADSE R EISEMN B R

REEGUIFEEE, #ldentity Source T HEE HiEIEJoin PointE B, BMAADEREFHNFERAERR
MEW , AEEA,

|‘ alal,

CISCO

ldentity Services Engine

Intuitive network security

Username
TestUser

Password
TTTTYY Y

Identity Source

AD v

EMREEEE I/, FBRISE GUIAE LAKSettingsE REERLBSNBRBNFEAERRE, BEE
Server Information , AERBEREZ R,




Server Information

Username:
Host:

Personas:

Role:

System Time:

FIPS Mode:
Version:

Patch Information:

{EALDAPE B EEBPIFRHM

HSISEALDAP

TestUser

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 01:23:21 AM

Asia/Kolkata

Disabled

3.0.0.458

none

B EE> B EE> IS B 0IR> Active Directory > LDAP., #EGeneralE& T , # ALDAPH &

|, WiEEZREEBActive Directory,



= Cisco ISE Administration - [dentity Management

—

ldentities Groups External Identity Sources ldentity Source Sequences Settings

LDAP ldentity Sources List > New LDAP ldentity Source
External Ildentity Sources

= LDAP Identity Source

I Certificate Authentication F

B3 Active Directory General Connection Directory Organization Groups Attribut
% AD

= LDAP * Name LDAPExample

&3 oDBC

Description

3 RADIUS Token
» Schema Active Directory w

59 RSA SecurlD
5 SAML Id Providers

3 Social Login

BTR, EREEKIER , FEMZEIConnectionHH ., EiEE , SREEXLDAPE ARSI EHEZ/IPLL
K 32389(LDAP)/636(LDAP-Secure), ¥ AEE S M —¥I5|H (DN)EER , 3 ALDAPRIBRESHY
EEEZER,

= Cisco ISE Administration - Identity Management
ldentities Groups External ldentity Sources dentity Source Sequences Settings
ACTive Lirectory Seneral Connection L | iy 5
——
‘1 AD Primary Server Secondary Server
LDAP [[] Enable Secondary Sarver
QODBC
* Hostname/IP 10.127.196.131 ® Hostname/IF
RADIUS Token
1 RSA SecurlD - 38 E
SAML 1d Providers
1 Social Login
(] srecity se or each ISE node
Ananymous Act © Anonymou:
O Aut i thenticat
Admin DN * CN=Administrator,ChN=Users, D{ Admin DM
Password " SSsssssssGBBRES Password
< >
Secure Authantication ’_,I Enable Secure Authentication Secure Authentication Enable Secure Authenticatior

ET R , BfnZ|Directory Organization % , /A% 1% — T Naming Contexts , SR #ELDAP A B &5+
RENFERAEB X GBEECEAEN ERERE.



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Settings
LDAP ldentity Sources List > LDAPExample
External Identity Sources
= LDAP Identity Source

» B3 Certificate Authentication F

B3 Active Directory General Connection Directory Organization Groups Attributes Advanced Settings
% AD
» B Lpap * Subject Search Base DC=rinsantr,DC=lab ‘ Naming Contexts... J ®
& ODBC ' \
* Group Search Base DC=rinsantr,DC=lab Naming Contexts... ‘ ®

£5 RADIUS Token

£ RSA SecurlD

_ Search for MAC Address in Format N MM MK e
= SAML Id Providers

&5 social Login

D Strip start of subject name up to the last occurrence of the separator

D Strip end of subject name from the first occurrence of the separator

& — T ConnectionE & T #Test Bind to Server , LRI RISESSREILDAP{RIBRESHIBE D o



Ldap bind succeeded to 10.127.196.131:389
Number of Subjects 8

Number of Groups 50

Respaonse time 7ms

BE , EMEIGroupsEE , A% 1% — TAdd > Select Groups From Directory > Retrieve Groups.
ELEA—EEEEFMBNE  RER—TRE , ARE—THE.



Select Directory Groups

This dialeg Is used to select groups from the Directory. Click Retrieve Groups.. to read directory

Filter: * 05, |Humber of Groups Retrieved: 50 (Limit is 100)

[ Name -

O CH=Server Operators,CN=Builtin,DC=rinsantr,DC=lab

[ CM=Storage Replica Administrators,CN=Builtin,DC=rinsantr.DC=lab
)] CM=System Managed Accounts Group,CN=Builtin,DC=rinsantr,DC=lab
| CN=Terminal Server License Servers,CN=Builtin, DC=rinsantr,DC=lab
-] CN=Test Group,CN=Users DC=rinsantr,DC=lab

J CN=Users,CN=Builtin,DC=rinsantr,DC=lab

| CN=Windows Authorization Access Group,CN=Builtin,DC=rinsantr,DC=lab

t » LDAPExample
ternal Identity Sources

= LDAP Identity Source

= %

Certificate Authentication F

1 Active Directory

enera Connec Directory Organization
LDAP
Add i"; Delete Group
“2 LDAPExample + -
ODBC (J  Name
RADIUS Token D CMN=Test Group,CN=Users, DC=rinsantr,DC=lab

[ RSA SecurlD

ARLDAPE A& BUAEERME

(:an COI “

Groups Attributes

Advanced Settings

EFEALDAPRAISEN ERHITHN B 5% , 558 M Z/Administration > System > Admin Access >
Authentication. 7£Authentication MethodH &+ , i##EPassword-Basedi#H, ftldentity Source

PEE HIRIZELDAP , A% — T Save.



= Cisco

Admin Access

Auth
Authentication Method
tharizat . .
Authentication Type
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ >
Settings 5 © Password Based

HEISEEE BAYMBILDAP

EAFRENFEAERBRBACKENWIREESEESHRENTE , ERBRXEREAEN
LDAPHER EE K. EE&Cisco ISEEESHA W HEMREILDAPAE , FE M E/Administration >
System > Admin Access > Administrators > Admin Groups. % — TAdd , AZ&# AFAImInEH B
. £ "HE, B, EPExternalZREU S R, EExternal Groups FTRLREAF | BREFBNHEFESHE
EHMFMLDAPHE (M RNERN ) . BRXER

= Cisco ISt Administration - System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Admin Group

Administrators
Admin Users

Admin Groups

Settings B External ldentity Source

REEHEBAHEMNRBACFTTH

ERBACHT D EREL—oPEVNEESHE , FEMEAdministration > System > Admin
Access > Authorization > RBAC Policy, 4 flfYActions T HEEF | ##FInsert new policy.
N—EFRE  BHE AP ERNEESEETHR , ARAH P BAMENERNRENM
AR, ARE— TR



= Cisco ISE Administration - System A Eranan

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Set

Authentication
Create Role Based Access Control policies by configuring rules based on Admin groups Menu Access permissions (menu items), Data Access permissions (identity group data elemen

Menu/Data Access permissions are not allowed on a single policy. You can copy the default policies shown below,then medify them as needed. Note that system-created and default

Authorization b policies cannot be deleted.For decision making, all applicable policies will be avaluated. The subject’s permissions will be the aggregate of all parmissions from each applicable policy
digplayed in alphabetical arder of the pelicy name)
Permissions o
RBAG Policy ~ RBAC Policies
Rule Name Admin Groups Permissions
Administrators ¥

~  Customization Admin Policy It Customization Admin + then  Customization Admin Menu ... + Actions
Settings » ~  RBAC Policy 2 It ISE LDAP Admin Group + then  Super Admin Menu Access a.. X Actions

L Elevated System Admin Pol If  Elevated System Admin + then

Super Admin Menu Access i +

ﬂ ~  ERS Admin Policy It ERS Admin + then
_ Read Only Admin Data Acces: ™ &

u ~  ERS Operator Policy It ERS Operator + then
' »  ERS Trustsec Policy I ERS Trustsec + then  Super Admin Data Access -+ Actions
M .. dalndack Admin Balie 1 Halndack &dmin + than  Halndock Admin Mann &rraco L artinne .

{EFAALDAP B 55 [ ISE X Be &

ggﬁGuﬁ‘Hﬁo RBBRTALREHRIZLDAPER, LDAPERERAGAESBNEE 6 A
®BE A

CIsCoO

ldentity Services Engine

Intuitive network security

Username
TestUser@rinsantr.lab

Password
(222 1 00T}

ldentity Source

LDAPExample v

ETEMPHEERTEEEE , FFHISE GUIA LAKSettings Bl RBEE K BRBNEHERHE,
ZServer Information , ARBBERAEZR,

i
o



Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

\ersion:

Patch Information:

TestUser@rinsantr.lab

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 03:48:32 AM

Asia/Kolkata

Disabled

3.0.0.458
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