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« Aruba IAPELE
- ISELHBFERER
- ARBBNEEZESHRINISERE
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AXEN B NTE BN SO RESIB(SE) LN E =SB S Thae T EBER,

T A AERAEMHERNREESNIER. ISERRF2.0XEE=FES,

AR BB R R R I{A A Aruba IAP 204 B IR Y AR MK EISER S I B 2B (BYOD) REE .
TREZPNEARBRBUATRERA

« Aruba IAP 2048:86.4.2.3
« Cisco ISE 2.0/R & E & xR~

ANHFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERRERER (HER
) AEREREE . MREHEREFT  FEAREEAEAESTRERNIZE,
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M Aruba IAP e

SSID: mgarcarz_byod (access for BYOD provisioning,
authentication EAP-PEAF)

Personal

Device SSID: mgarcarz_byod_tls (secure access using EAP-TLS)
Onboarding

(BYOD)

EWMEBAruba APEE Y EIR A,
28 — {8 (mgarcartz_byod) A A802.1x Al & /& & 17 Bt & 1 E R EHVEAP(EAP-PEAP) A
BB RINE , ArubalZRHISE A AR EAEEEMEIISE BYODMIF — A #FE R 5 HAE(NSP)R

o

REEQERE , HTRRREENSAEARER , YEWindowsEFin ERESLRERE,
ISEREBCARRZRE ( HEREE ) -

NSAIZ & & AAruba(mgarz_byod_tls)EE M — BRI ERBIFFIR(SSID) B ERMERER — X
BEERANS2IXxTIER S NREBHE — HH/ELE(EAP-TLS) BB R,

Rt , &EEAEERBATEAREBZMAELZLHBEEERE
R LARA S i AT R R BIAYRABME SUtt R B, Bl

- ERAABYODHMRI Y 1 - Web5t & (CWA)

- HAMENBYODEERMS02.1x 5 D5 E

- BE , HAEAP-PEAPE 7 B8 3R |, i Active Directory ( B 7 EARIZ R EHRIBISERE
A& )

- BE O UAFERREFRNSBEERESIMIBESCEP)ARIFNVEE | BEFHMicrosoftid
P8BS ARFS(NDES) SR E A X W EIE , f£H AZFISE CA,



FE=HEHE
AISERRER(HIMBYOD, CWA, NSP, EFInHEFF(CPP)EE=SREESEAKFERE

o

1ERPEER

BERHAK7HE B (NAD)E A & Baudit-session-idfRadius cisco-avBit ¥t , AS/EEMR RID & MER %
. RERIRAAA) G IRES.

ISEE AR ERBEFE I AFERREHERERE. HABEEcisco-avlii ¥,
ISEAHMBR IS RBIFFRMEIRFE R PIEKRHIETFE .,

WEIFHEFERE , ISEEBEFEHNEREFED ( {EFII5ID, NASE, NAS-IPiitMtAER
) ZEEEALHESR (TEBEMKREE) .

Hit , FLSERBYOD. CWA, NSP. CPP)ERKIIER MY , HULISERNEMN HBNEE
IDIHTES | SUENSH R ERYN &AL EER.

URLE#H &M

ISEfE Fi & Burl-redirectfMurl-redirect-acl#JRadius cisco-av-pair@ HINAD A B EE M S ERE.

Hib@mm R Ecisco-avliitl, BE K ELEXENAFHEQISELBERY (REREER ) NWF
REEBURLETEE.

FRAEMBHTTPEEE , EENADEEMZTIURL , WK MEAMS|I 2 ( IPHuEEMACHHE ) |, KA
AFFISER BB ERFELEERE.

CoA

ISEf# FiRadius cisco-av-pair called subscriber:command , subscriber:reauthenticate-type?R1g =

B ESFENINADLEAITHERE,

H T X Bcisco-avEi ¥, BE , BELEBFEFHRFC CoA ( 357655176 ) MU T M{EEZHIH
Bez—:

- ERBERGFER (tbBAMBMERNERNT ) — AREREFENER (BERAN AR EMER
)

« CoAMEx — ARIZER M FENEFREMAEEELR (Hlw , A TVPNEFEMHTACL )
ISE [E]B¥ 3z £ Cisco CoARcisco-av-pairLA & RFC CoA 3576/5176,
ISEfERT R

RTIXEFE=7HED , ISE2.05| ATRRLEREERE S , HETRHEHREENTRAER —
WAZESGEE. URLEE[ACOoA,



REREEXZERRERE: (MBRREREER )  SORIRLER | ISETRNEEEERERIK
EO

Rt , ISEATUERERHMHERENEE, i ISELNEEHRRESE , 25
REBMBEESR.

RNITHE T ArubaZk B TRRREL BAE R AE,

GEEEg e RvE: F

BEYRENFAER

BERSE
HER 1. AR KB #T B ArubaE LR 12 2R

i E = Administration > Network Resources > Network Devices, BPTZEERE (A Fl+ A
ArubaWireless)iZIZIEEMN L BRI ERR, HMAREEShared SecretfMCoAR , W1 E TR


/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf

Metwork Devices List = aruba

Network Devices

* Mame |aruba |

Description | |
‘1P Address: [ 10.62.148.118 | /[32 |
* Device Profile |[=| ArubaWireless | » | &3
Model Mame | - |
Software Version | - |

* Metwork Device Group

Location |ﬂ.|| Locations | | Set To Default |

<

Device Type |All Device Types  ( | | Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret

TTEL || Show |

Enable KeyWrap |:|:'

* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoAPort [3709 | Set To Default |

MRFARHUEFREITANEERESR , TUEEE-MRER-ARRERBERTREXEERESR

o

TR2BEERBREER



EfnZ|Policy > Policy Elements > Results > Authorization > Authorization Profiles , #{EE2 5 BB 1F
tBEI M Network Device Profile, ArubaWireless, B & EL & 1% % £ Aruba-redirect-BYOD with
BYOD Portal , #1 ~BIFfRo

Authorization Profiles = Aruba-redirect-BYOD
Authorization Profile

*Mame | Aruba-redirect-BYOD |

Description |
" Access Type | ACCESS ACCEPT v |
MNetwork Device Profile ArubaWireless | « | &3

+ Common Tasks

& web Redirection (CWA, MDM, NSE. CPP)

Mative Supplicant Provisioning | = Value | BYOD Portal (default) v|

w Advanced Attributes Settings

Select an item |

= Attributes Details
Access Type = ACCESS_ACCEPT

ROWebEHEQEEN —%7 , HPERIIREREERNBEES . #AArubaTEBE

EMIFHEMF , E8EREREEERTIEF —EER , RELBREAruba LEE , (N TEFMT
o

w Common Tasks

_Native Supplicant Provisioning Value| BYOD Portal (default) v|

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https:/fiseHost:8443/portal/g?p=10IlmawmklleZQhapEvIXPAcELx

SR 3RERERA

BE FPolicy > Authorization Rules , #8830 T BFf <o



Basic_Authenticated_Access Employee EAP-TLS EndPoints:BYODRegistration EQUALS Permithccess
Yes
ArubaRedirect ArubaAruba-Essid-Name EQUALS mgarcarz_aruba Aruba-redirect-BYOD

B, A& ERZEISSID mgracarz_aruba , ISEIREIZ#ZEL E 8 RAruba-redirect-BYOD , E#%
FRmEEMEEREFEBME. THABYODRER , EEWMAMEREAP-TLS , ¥R FHMEEENT
2B,

EISEREHTRAF | B —REGAIREMN T AT

Policy Sels  Profiling Postues  Clent Provisioning  » Policy Elements

Click hane 1o g0 visibilty setup Do nat show this again
Stalus  Policy Sel Name Description Conditions Allowed Protocols | Server Sequence Hils
@  ana k  Anbasruba-Essid-Name EQUALS mgarcarz_aniba Dafault Notwork Accass x - [ o
¥ Authentication Palicy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
™ Authorization Policy (3)
Results
o -
Stalus  Rule Name Condilions Profiles Security Groups Hits  Actions
M cxample.com-ExtemaiGroups EQUALS sxample. com/Builtin/Administratons
@  uthorized AND |  EndPaints-BYCDRe + EQUALS Yas * Pemitceess + - 0 L]
F  Mobwork Accoss-Ea cation EQUALS EAP-TLS
@ Redma £ Anuba-Auba-Esski-Name EQUALS mgarcarz_snuba * Aruba_Redirect_B8YOD + * [
@  Detaul * DonyAccoss + o o a

f & BB
H] 1 BHIBEPAIFRE

E7ffAruba 204 LB EsR BT F |, FHEMZEISecurity > External Captive Portal 3t 18 % #Y 5 48
BFF, WAL TERUET ERERI T B,

« BB : Radius &5 H

- IPEEHA : ISEfIBRET

« URL: ERERERERBEETEISELBUNER  cRERABENRERERER , TUEL
BERWebEE [T E T K E

Native Supplicant Provisioning | « V3|U8| BYOD Portal (default) v|

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https://iseHost:8443/portal/g?p=10ImawmklleZQhapEvIXPAcELx

- 1B FISELFEEREMFIVIE ( FARREAS443 ) , I NEFIT.



mgarcarz_ise20

Type: Radius Authenticatinnj
IP or hostname: mgarcarz-ise20.example.
URL: /portal/g?p=Kjr7eB7RrrLl
Port: 8443

Use https: Enabled j
Captive Portal failure: Deny internet j
Automatic URL Whitelisting: | Disabled j
Redirect LURL:

oK Cancel

S B8 2.Radius{il IRESEL &

EE FSecurity > Authentication Servers , BE{RCoAREISE L Bl ERVIEAMERE , T BT R

FEERIERT , EAruba 204 £ , BEREAS999 , BIEEERFC 5176 FHE , MA B FHEISE—#EE
o



Authentication Servers | Users for Internal Server | Roles | Blacklisting

Edit
Mame: mgarcarz_ise20
IP address: 10.48.17.235
Auth port: 1812
Accounting port: 1813
Shared key: T
Retype key: seses
Timeout: 3 secC.
Retry count: 3
RFC 3576: Enabled -|
Air Group CoA port: (3799
MNAS IP address: 10.62.148.118
MAS identifier:
Dead time: 3 min.
DRP IP:
DRP Mask:
DRP VLAN:

| DRP Gateway:

EE  FEArubahRA6.5FEHThRAH , EH Captive Portal, BREXH .,
488 3.SSIDEE

- REBBUOTEMR.



Edit mgarcarz_aruba

WLAN Settings a =

Security Level

More Key management: |WF‘A-2 Enterprise :l
Secure
Termination: | Disabled :I
Authentication server 1: | mgarcarz_ise20 :I Edit
o- Enterprise
Authentication server 2: | -- Select Server -- :I
Personal Reauth interval: |I:I- | |hr5. 'I
Authentication survivability: | Disabled ~|
Open
MAC authentication: ["] Perform MAC authentication before 802.1X
[ MAC authentication fail-thru
Less Accounting: | Use authentication servers :l
S
SEHre Accounting interval: El min.

Blacklisting: | Disabled ~|

Fast Roaming

Opportunistic Key Caching(OKC): [
802.11r: ]
802.11k: N
802.11v: ]

« AccessEH : iZ#Network-based Access Rule , LA{E#ESSID LBl E & &IMEK I F,

FERESBIHPEENEFMEEAS, &—T "New. , i## "Rule type: Captive portaly , T
Splash page type: Externaly , 1 FEFfRo

WLAN Settings VLAN il Access

Access Rules

Mare
Caontrol Access Rules (3)

= Enforce captive portal
@ Allow any to all destinations

- Role-based @ Allow TCP on ports 1-20000 on server 10.48.17.235
Edit Rule Enforce captive portal
3 - Network-bast
Rule type: Splash page type: Captive portal profile:
: External :I maarcarz_ise20 :I
- Unrestricted Captive portal :I :
Edit
Less
Control

A, RFFFERERZEISER RS (EE1-2000009 TCPIE) , MERIE R T EAruba LB ER A :
Allow any to all destinations{e{ &% EE T4E , tE T ~o



Access Rules

More
Control Access Rules (3)
=» Enforce captive portal
® Allow any to all destinations
- Role-based ® Allow TCP on ports 1-20000 on server 10.48.17.235
Edit Rule Allow TCP on ports 1-20000 on server 10.48.17.235
9 - Network-basi
Rule type: Service: Action: Destination:
- Unrestricted Access control :I @ MNetwork |cu5tom :l |Allow :l |to a particular server :I
O Application
Protocol: 1P:
Less ) Application category  [TcP | 10.48.17.235
Control —
ontro " Web category
. Port(s):
" Web reputation 1-20000] |
Options: "] Log [ Classify media "] DSCP tag
"] Blacklist [ Disable scanning [ 802.1p priority
oK Cancel

BRRE
BRAABAR , RRANEEEE EREE.

S8R 1. £ FAEAP-PEAPE#RZ|SSID mgarcarz_aruba

HRISELMNE—EEERBEHF. SFEAARIORIBER , 2i1REAruba-redirect-BYODIR R
BEEE  WTEMR.

* ldentity Sen arme = Operations

RADIUS Livelag TACACS Livelog  Repors  F Troubleshool ¢ Adaplive Network Contral

Misconfigured Supplicants Miscorfigured Network Denvices RADIUS Drops Client Stopped Respond
1 0 12 0
[il] Shew Live Sessians i3 Add or Remove Columns = & Refresh (@) Reset Repeat Counts Refresh| Every
Time " Status Det... R Identity £ Endpoint ID Authentication Policy L Authorization Policy Authorization Profiles | Network Device | Event ©
2015-10-29 22:23:37... @ g Ocisco CO:4A:00:14:6E:31 Default >> DotlX == EAP-TLS  Default >=> Basic_Authenticated... PermitAccess Session State is Started
2015-10-29 22:23:37.., a cisco CO:dA:00:14:6E:31  Default == DotlX >= EAP-TLS  Default == Basic_Authenticated... ParmitAccess aruba Authentication succeedead
2015-10-29 22:1%:09.., a cisco CO:48:00:14:6E:31 Default >= DotlX >= Default  Default >> ArubaRedirect Aruba-redirect-BYOD  aruba Authentication succeeded

ISEiR EIRadius Access-AcceptiH & , EAPR I, FiE , T2ERHMEM ( FCisco avEi ¥url-
redirect8jurl-redirect-acl ) , 21~ BEFTRo



No. Source Destination | Protocol | Lengthl Info | User‘-N»am(l Acct-Session-Id

133 10.62.148.118 10.48.17.235 RADIUS 681 Access-Request(l) (id=102, 1=539) cisco
134 10.48.17.235 10.62.148.118 RADIUS 257 Access-Challenge(1l) (id=102, 1=215)

135 10.62.148.118 10.48.17.235 RADIUS 349 Access-Request(1) (id=103, 1=307) cisco
136 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=103, 1=193)

137 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=104, 1=344) cisco
138 10.48.17.235 10.62.148.118 RADIUS 267 Access-Challenge(11) (id=104, 1=225)

139 10.62.148.118 10.48.17.235 RADIUS 450 Access-Request(l) (id=105, Ll=408) clsco
140 10.48.17.235 10.62.148.118 RADIUS 283 Access-Challenge(11) (1d=105, 1=241)

141 10.62.148.118 10.48,17.235 RADIUS 386 Access-Request(l) (id=108, 1=344) cisco
142 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=106, 1=193)

143 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=107, 1=344) cisco

.148. 118 RADILIS 363 cept(2) (1d=107, 1=321) ]

150 10.52.148.118 10.48.17.235 RADIUS 337 Accounting-Request(4) (id=1p8, l=295) cisco 04BDBEBEB142- CO4ADDL46E3] - 42F8
1S3 10.48.17.235 10.62.148.118 RADIUS 62 Accounting-Response(S) (1d=108, 1=20)

pre—rer
Packet identifier: oxgb (107)

Length: 321

Authenticator: 1173a3d3ea3do798fe30fdaccfsdaf 19

[This is a response to a request in frame 143]

[Time from request: 0.038114000 seconds]

“Attribute Value Pairs

[* AVP: 1=7 t=User-Mame(l): cisco

 AVP: 1=67 t=State(24): S2656175746853657373696f6e3a30613330313165625862. - .
[ ave: 1=87 t=Class(25): 434143533a30613330313165625862657544413379554e61. . .
[ avP: 1=6 t=EAP-Message(79) Last Segment[1]

avP: 1=18 t=Message- Authenticator(80): e0b74092cacf28802ded37032b761512

I* AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

[ avP: 1=58 t=Vendor-Specific(28) v=Microsoft(311)

ArubaiR &5 55 B B (EAP-PEAPER Bcisco) , I Bi#E &A@ Bmgarcarz_aruba , 1 T~ EIFfFRo

El cisco

Info RF Trends

Name: cisco Signal (dB) Frames (fps)
IP Address:  10.62.148.71 100 w0

MAC address: c0:4a:00:14:6e:31

os: Win 7 _‘_
50 ]

Networlk: mgarcarz_aruba

Access Point: 04:bd:88:c3:88:14
Channel: 11 ol |

Type: GN o&:20
Role: mgarcarz_aruba Speed (mbps)

RF Dashboard 150r 3 =
Client signal Speed ’
cisco oM Y =
Access Point Utilization Noise Errors

0620 06:20

04:bd:88:c3:88:14 H - = : In =—out

ZAEREEEMMIISE (Aruba LHIRFIFEERFIFNEE ) o

#Aruba CLIFR |, ATLARESRRA S FE MY E R RERE

<tfroot>

04:bd:88:c3:88:14#

show dat apat h user

Datapath User Table Entries

Flags: P - Permanent, W - WEP, T- TKIP, A - AESCCM
R - ProxyARP to User, N - VPN, L - Tocal, I - Intercept, D - Deny local routing
FM(Forward Mode): S - Split, B - Bridge, N - N/A

IP MAC ACLs Contract Location Age Sessions Flags Vlian FM



10.62.148

10. 62. 148

0.0.0.0
172.31.98
0.0.0.0
04:bd:88:

.118 04:BD:88:C3:88:14 105/0 0/0 0 1 0/65535
.71 C0: 4A: 00: 14: 6E: 31 138/ 0 0/0 0 0 6/ 65535
C0:4A:00:14:6E:31 138/0 0/0 0 0 0/65535
.1 04:BD:88:C3:88:14 105/0 0/0 0 1 0/65535
04:BD:88:C3:88:14 105/0 0/0 0 0 0/65535
c3:88:14#

BTHEACLID 138 EBIZF A4 -

<#root>
04:bd:88:
show dat a
Datapath
Flags: P
S
I
A
K
1 any
2 any
3 any
4 any
5: any
6: any
7: any
<....Some

SR

c3:88:14#

path acl 138

ACL 138 Entries

- permit, L - log, E - established, M/e - MAC/etype filter

- SNAT, D - DNAT, R - redirect, r - reverse redirect m - Mirror

- Invert SA, i - Invert DA, H - high prio, 0 - set prio, C - Classify Media
- Disable Scanning, B - black Tist, T - set TOS, 4 - IPv4, 6 - IPv6

- App Throttle, d - Domain DA

any 17 0-65535 8209-8211 P4
172.31.98.1 255.255.255.255 6 0-65535 80-80 PSD4
172.31.98.1 255.255.255.255 6 0-65535 443-443 PSD4

ngar car z-i se20. exanpl e. com 6 0-65535 80-80 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 443-443 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 8443-8443 Pd4 hits 37

10. 48. 17. 235 255. 255. 255. 255 6 0-65535 1-20000 P4 hits 18

output removed for clarity ... >

GUIRAZACERENEEMETE , BT,

-

3333

ve)



Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | Walled Garden |

Roles Access Rules for mgarcarz_aruba
default_wired_port_profile = Enforce captive portal

wired-instant ® Allow any to all destinations

Arubabss ® Allow TCP on ports 1-20000 on server 10.48.17.235

weecot_BYOD aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew

FER 2 EAMBYODHWeb B ER REEE [0

ERERMAEERLEAEMALLR  EFEETENED , W TEMATR.



| Fircfox > [Py - | + ‘

6 @ https//mgarcarz-ise20.example.com:B443/portal/PortalSetup.action?portal =0d56f&f0-6d90-11e5-978e-0050! 77 « & v Google

BYOD Welcome
Welcome to the BYQD portal.

Access to this network requires your device to be configured for
enhanced security. Click Start to provide device information befare
components are installed on your device,

|3

Flease acceptthe policy: You are responsible for
maintaining the confidentiality of the password and all
activities that occur under your username and password.
Cisco Systems offers the Service for activities such as the
active use of e-mail, instant messaging, browsing the World
Wide Web and accessing corporate intranets. High volume
data transfers, especially sustained high volume data
transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to
access someone else’s account, sending unsolicited bulk
e-mail, collection of other people’s personal data without
their knowledge and interference with other netwark users
are all prohibited. Cisco Systems resernves the right to
suspend the Semvice if Cisco Systems reasonably believes
that your use of the Service is unreasonably excessive or you
are using the Service for criminal or illegal activities. You do
not have the right to resell this Service to a third party. Cisco £
Systems resemves the right to revise, amend or modify these
Terms & Conditions, our other policies and agreements, and
aspects of the Service itself. Motice of any revision, L

BIRERTHE | BERArubaiiR B &(5.5.5.5)MIREHTTPEE [ EISE,

m

AEE , THISEREENFREURLMER , &R Aruba £ Ry Captive Portal — 1B 55 71 # 18 Z{@E 5|
B, 0TAR, WTEMR :

e cmd =& A

* mac = c0:4a:00:14:6e:31

* essid = mgarcarz_aruba

* ip=10.62.148.7

* apname = 4bd88c38814(mac)

 url = http://5.5.5.5


http://5.5.5.5

etw Connes £110.3 (SVNF rom ftrunk-1.10)

File Edit View Go Capture Analyze Statistics Telgphon! Tools Internals Help

eoams EDhXE aevwTe(EF e @#D% % @

Filter: |htl'p |E|Expressiorl... Clear Apply Save
MNe. Source Destination Protecol Length Info
724 10.62.148.71 3. 5.3.5 HTTP 335 GET / HTTP/1.1
726 5.5.5.5 10.62.148.71 HTTP 498 HTTP/1.1 302
752 10.62.148.71 23.62.99.25 HTTP 151 GET /ncsi.txt HTTP/1.1
755 23.62.99.25 10.62.148.71 HTTP 515 HTTP/1.1 302

# Frame 726: 498 bytes on wire (3984 bits), 498 bytes captured (3984 bits) on interface 0
@ Ethernet II, Src: 04:bd:88:c3:88:14 (04:bd:88:c3:88:14), Dst: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31) (Tl
@ Internet Protocol Version 4, src: 5.5.5.5 (5.5.5.5), Dst: 10.62.148.71 (10.62.148.71)

® Transmission Control Protocol, src Port: http (B0), Dst Port: 53939 (53939), sSeq: 1, Ack: 282, Len: 444

»

server:\rin
pate: Thu, 01 Jan 1970 05:36:56 GMT\r'\n
Cache-Control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0%r\n

[truncated] Location: https://mgarcarz-ise20.example.com:8443/portal/g7p=101mawmk11eZqQhapeEvIXPACELX&Cmd=10gin&mac=c0:4a:0
Connection: close\rin

Srin

[HTTP response 1/11 i

% 3Al4&vc
ant-C3%3
A88%3 &switchi
p=secure i
ubanetwo

HRELSIH , ISEREAENEY BENEFEID , HISELEHMEENEFE , WEEETBYOD ( HE
AHMEEREN ) R,

M Ciscoft B , BHE £ Haudit_session_id , B E{{LERE R~ EX IR,
A THERRISERAR , THESEINLEREZEHEIDE (RTEBMEREE)

<#froot>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700, cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,MessageFormatter: :appendvValue() attrName:
cisco-av-pair appending value:

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f 0OZ7GLHX] 1M

A% , EBYODS2H Lt ERETEIN

<{froot>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700, cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,Log_Message=[2015-10-29 23:25:48.533 +01:00
0000011874 88010 INFO

MyDevi ces: Successfully regi stered/ provisioned the device



(endpoint), ConfigVersionId=145, UserName=cisco, MacAddress=c0:4a:00:14:6e:31,
IpAddress=10.62.148.71, AuthenticationIdentityStore=Internal Users,

PortalName=BYOD Portal (default), PsnHostName=mgarcarz-ise20.example.com,
GuestUserName=cisco, EPMacAddress=C0:4A:00:14:6E:31, EPIdentityGroup=RegisteredDevices
Staticassignment=true, EndPointProfiler=mgarcarz-ise20.example.com, EndPointPolicy=
Unknown, NADAddress=10.62.148.118, DeviceName=ttt, DeviceRegistrationStatus=Registered
AuditSessionId=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06f00Z7G1HX] 1M,

cisco-av-pair=

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f 0OZ7GLHX] 1M

HEREHFRY , EFHEEEMRBYODE3H , EREHR THILHITNSA,
HER 3. AR E BB ]AT

Cisco Netwark Setup Assistant

MNetwork Setup Assistant

Apphding confiquration... Specify additional
information if prompled.

Concel |

b 35148 Cwoo Sybems. Inc. Cace. Case Syviema arsd Cog Synbe=s loge am
epgrninngd trasderacs of Cmcn Sytems. Ing andpr it add oty in e U5 angd
STt e ootirary

NSAMEHKEMAEBBERHERE, 5, THREERVISENIPH, ERBBHTTPEERMERMN,
HRE—IR , EAEELEBAIPHhIL ( INEWeb BB ) , EZRESEBHERK,
1% FA T % B 3E (b AT Aenroll.cisco.com) , 10T EIFfRo



! *Wireless Metwork Connection [Wireshark 1.10.3 (5VM Rev 53022 from /trunk-1.10)]
File Edit Yiew Go Capture Analyze Statistics Telephonz Tools Internals Help

oAl g ERRE AePDTL QAR | @Bmx% B
Filter: http BE}(pression... Clear Apply Save
MNa. Source Destinaticn Protocol Length Info
182 10.62.148.71 10.62.148.100 HTTP 223 GET fauth/discovery HTTP/1.1
184 10.62.148.100 10.62.148.71 HTTP 520 HTTP/1.1 202
F Frame 182: 223 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface 0
# Ethernet II, Src: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31), Dst: Cisco_f2:b1:42 (c4:0a:cb:f2:b1:42)
# Internet Protocol version 4, Src: 10.62.148.71 (10.62.148.71), Dst: 10.62.148.100 (10.62.148.100)
F Transmission Control Protocol, Src Port: 55937 (55937), Dst Port: http (8B0), Seq: 1, Ack: 1, Len: 169
= Hypertext Transfer Protocol

+ GET Jfauth/discovery HTTP/1.1%r%n
User-agent: Mozilla/4.0 (wWindows NT 6.1; compatible; Cisco NAC web Agent wv.)\r\n
Accept: */%\r\n
Cache-Control: no-cache'\rn
i
[Full request URI: http://10.62.148.100/auth/discovery]
[HTTP request 1,/1]
[Response in frame: 1847

EREWeb B BN ERTEME,

EH , NSATLLEARRISE , BEFEENxmIBELERR , £KXSCEPFER , SEEXAZRISE , EHE
BRE (HISERECAZR )  BEEEREERER K RBEFIEEMSSID,

W& Fim W B 55 (FEWindows L1 1A %temp%/spwProfile.log). BEEER , A THo @ -

<#root>

Logging started

SPW Version: 1.0.0.46

System locale is [en]

Loading messages for english...

Initializing profile

SPW is running as High integrity Process - 12288

GetProfilePath: searched path = C:\Users\ADMINI~1.EXA\AppData\Local\Temp\ for file name = spwProfile.xm
GetProfilePath: searched path = C:\Users\ADMINI~1.EXA\AppData\Local\Temp\Low for file name = spwProfile

Profile xm not found Downl oadi ng profile configuration...

Downloading profile configuration...

Di scovering | SE using default gateway

Identifying wired and wireless network interfaces, total active interfaces: 1
Network interface - mac:C0-4A-00-14-6E-31, name: Wireless Network Connection, type: wireless
Identified default gateway: 10.62.148.100

Identified default gateway: 10.62.148.100, nac address: CO-4A-00-14-6E-31

redirect attenpt to discover |ISE with the response url

DiscoverISE - start
Discovered ISE - : [mgarcarz-ise20.example.com, sessionId: 0a301lebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06f0o0Z7



DiscoverISE - end

Successfully Discovered | SE: ngarcarz-ise20. exanpl e.com session id: 0a301lebXbi uDA3yUNoLUvt CRyuPFxkqYJ:

GetProfile - start
GetProfile - end

Successfully retrieved profile xm

using V2 xml version
parsing wireless connection setting

Certificate tenplate: [keysize: 2048, subject: O=Exanpl e unit, O=Conpany nane, L=Ci ty, ST=St at e, C=US, SAN. M

set Chal | engePwd

creating certificate with subject = cisco and subjectSuffix = OU=Example unit,O0=Company name,L=City,ST=
Installed [LAB CA, hash: fd 72 9a 3b b5 33 72 6f 8 45 03 58 a2 f7 eb 27AM

ec 8a 11 78AM

] as rootCA

Installed CA cert for authMde nmachi neOr User - Success

Ht t pW apper : : SendScepRequest

- Retrying: [1] time, after: [2] secs , Error: [0], msg: [ Pending]
creating response file name C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer

Certificate issued - successfully

ScepWrapper::InstallCert start
ScepW apper::Install Cert: Reading scep response file

[C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer].
ScepWrapper::InstallCert GetCertHash -- return val 1
ScepWrapper: :InstallCert end

Configuring wireless profiles...

Configuring ssid [ngarcarz_aruba_tls]

WirelessProfile::SetWirelessProfile - Start

Wreless profile: [ngarcarz_aruba_tls] configured successfully

Connect to SSID

Successfully connected profile: [ngarcarz_aruba_tl s]



WirelessProfile::SetWirelessProfile. - End

Bt B SEEE A BN EENBYODREE S MM,
N B WEFREERadius CoA. MHIEHIES EI R ENSSIDH R EMER(NSA).

HUEE A EREEEIRREARKKNSSIDER, MREFSAEAERSE AL REEER
WEE (WEMT)

Select Certificate

lIzer name on cedificate:

Cisco Com -

cisco@example.com
administmtnr@e:amile.cnm \
| ;

Expiration date: FA720612:29:41 FM

OK Cancel | | View Certficate

FLIDERE , NSARE W T BT



Network Setup Assistant

Your device is now configured for secure
access to the 'mgarcarz_aruba_tlz" network.

ea |

ib 3004 Cieg Synbems. Ing. Qs Caes Syndems angd Ccs Synbe=s ogn o
rpgrninngd bradarrgciy of Cipon Sy, Ing angipr g addiaiey in P LS, ang
prEEan pihar oominagp

AJ1EISEL#ER — E_EAFGPEAP-TLSH M RE , XS HREHE
Basic_Authenticated_AccesstI Fr & &4 LBt ( EAP-TLS., Employee#IBYOD Registered true ) o

el identity Services

RADIUS Livelog TACACS Livelog  Repors  F Troubdeshool ¢ Adaplive Network Control

Misconfigured Supplicants Misconfigured Network Devices © RADIUS Drops * client Stopped Respond
1 0 12 0
[il] Show Live Sessions i3 Add or Remove Columns = 5 Refresh () Reset Repeat Counts Refresh | Every
-  Status oo identity © | EndpointiD | Authentication Policy * Authgrization Policy Authgrization Profiles Network Device | Event
2015-10-29 22:22:37.. @ a 0 cisco CO:4A:00:14:6E:31 Default >= DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccess Session State is Started
2015-10-29 22:23:37... [@ o cisco CO:dA:00:14:6E:30  Default == DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccess aruba Authentication succeeded
2015-10-29 22:19:09... o cisco CO:dA:00:14:6E:31  Default >> DotlX >> Default Default == ArubaRedirect Arubasedirect-BYOD  aruba Authentication succeeded

BeSN | i B 9448 AT LARERR 4L iR RYBY ODAE IHREERRE Atrue , MBI R,



EndPaints Endpoint List
users Endpoints by Profile Endpoints by Pelicy Service Node

Lalest Manual Network Scan Results

mgarcarz el ma.... 1%

RowsPags | 1 j 1 5n Go | 1 Tolal Rows
Greresn  dasd  BTmshw  GEdt MOMActonsw  Refresn MOM Parner Encpoint importy  Export Triere G
Endpoint MAC Address Vemdor{OUlh  Logikcal Heatname MOM Device P Address Static Satie Portal User Devics BYOD Profile Server
Prafile Profies Server Kientifier Assignment Group Registration Registration
Assigrenent
X | EnapointProl | | MAC Asdres Hostnams MOM Ser Device it | | IP Address Stabic Ass Smac Gro | | Porisl User lj BYOD Re | | Profle Ssrver
WindowsT COMADDI4BEI  TRLINKTE.. mgascarz-pe 106214871 false e cisen Regisiered (T8 mgarcaez-ise.
= Workstation

#EWindows PCE , iV EREEERCEPDRYAEE ( XEBAEAP-TLS ) L ME TR,

Manage wireless networks that use (Wireless Network Connection)
Windows tnes to conmect to these nebworks in the coder Isted below,

Add  Rernowve  Move down .lu.l:l.lﬂ.ﬂ'pmpul.

Networks you cam view, modidy, and reonder (1)

= mgarcarz_anba_tls Seourity: W
‘5* Sequrity type! WRAZEntepree -

!'-'l migarcarz_snika Securty: WRI - = -]

= 4
5. pruszer_WLANL Secunty; WP
= a iTrase & network sotheracston methaod:

= mgercars_byod Secunty: WP Mcroseft: Smart Card or e cerbfcat ~r” Settngs ]

fp— [¥] Remember my oedentals for this connecton esch
B e T legoed on

| Advancedsetings |

ELPEER |, ArubafEFRFE A E S ERFHZRKHSSID,



El cisco

Info | RF Trends

Name: cisco Signal (dB) Frames (fps)
1P Address: 10.62.148.71 T
MAC address: c0:4a:00:14:6e:31

0s: Win 7

30 o
Network: mgarcarz_aruba_tls e e e—— e —— '
Access Point: 04:bd:88:c3:88:14
Channel: 11 0 | 10
Type: GN o o "— :..-;: =——oQut =Retries In = Retries O
Role: mgarcarz_aruba_tls Speed (mbps) Throughput (bps)
RF Dashboard = g
cisco L [ . =

1007

Access Point Utilization Noise Errors . : '""
04:bd:88:c3:88: 14 o e

BEFEIYWEA "HANRMEE NACRETENRRSE,

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Raoles Access Rules for mgarcarz_aruba_tls
default_wired_port_profile ® Allow any to all destinations
wired-instant

ArubaAAb

weecot BYOD _aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew

HM R ERNCoAZ &

#CoARICWA

HAREBYODRHKRBCoAHE , BIEE R T BB BEMEAZFFIFRICWAIR :
EREENRERUNT BT

Guest_Authenticate_internet GuestEndpoints Aruba:Aruba-Essid-Name EQUALS PermitAccess
mgarcarz_aruba_guest
Guest_Authenticate_Aruba Aruba:Aruba-Essid-Mame EQUALS mgarcarz_aruba_guest Aruba-redirect-CWA

A EBBMABE I BFEERSISSID , —BEERERIEERE , mEEEM T BTEMNHEM
F |, ShE AR PR IR SRERERIRS



CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
cisco
Password:
IIIIIIIIIl

Dont have an account?

BIERFER , S5CoAHBRISEME TR EE U E NREMEE,

CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the netwark.
You're very close to gaining network access.

A LLFE Operations > Authentications FE&E© , @1~ BT Ro

cisco CO:4A:00:15:76:34  Windows7-Workstat... Default >> MAB Default => Guest_Authenticate_internet Authorize-Only succeeded PermitAccess
C0:44:00:15:76:34 Dynamic Authorization succe...
cisco C0O:44:00:15:76:34 Guest Authentication Passed
CO:44:00:15:76 C0:4A:00:15:76:34 Default >> MAB == ... Default == Guest_Authenticate_Aruba Authentication succeeded Aruba-redirect-CWA
=] = ! 74 .
ISEFEF HHICOAEE. :
<#root>

2015-11-02 18:47:49,553 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9ch2700,cntx=0000000561, sesn=c59aa4la-e029-4ba0-a31lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]
Processing incoming attribute vendor , name

NAS- | P- Addr ess, val ue=10. 62. 148. 118



DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,567 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cb2700,cntx=0000000561,sesn=c59aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]
Processing incoming attribute vendor , name

Acct - Sessi on-1d, val ue=04BD88B88144-
C04A00157634- 7TAD

. ,DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,573 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cb2700,cntx=0000000561,sesn=c59aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]

Processing incoming attribute vendor , name cisco-av-pair, v
alue=audit-session-id=0a301lebisZXypODwqjB6j64GeFiF7RwvyocneEial7ckjtU1HI. ,DynamicAuthorizationFlow.cpp
2015-11-02 18:47:49,584 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cb2700,cntx=0000000561,sesn=c59aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper::

setConnectionParams]

defaults fromnad profile : NAS=10.62. 148. 118, port=3799, ti neout=5,

retries=2

,DynamicAuthorizationRequestHelper.cpp:59
2015-11-02 18:47:49,592 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cb2700,cntx=0000000561,sesn=c59aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper::set
ConnectionParams] NAS=10.62.148.118, port=3799, timeout=5, retries=1,
DynamicAuthorizationRequestHelper.cpp:86
2015-11-02 18:47:49,615 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cb2700,cntx=0000000561,sesn=c59aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :onLocalHttpEvent]:

i nvoki ng Dynam cAut hori zati on, Dynam cAut hori zat i onFl ow. cpp: 246

FArubaiR B Disconnect-ACK:

<tfroot>

2015-11-02 18:47:49,737 DEBUG [Thread-147][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFTlow,DEBUG,0x7fc0e9eb4700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a31lb
-44549024315e,

Cal | i ngSt ati onl D=c04a00157634

, [DynamicAuthorizationFlow: :
onResponseDynamicAuthorizationEvent] Handling response
ID c59aa4la-e029-4ba0-a31b-44549024315e, error cause 0,

Packet type 41(Di sconnect ACK).

DynamicAuthorizationFlow.cpp:303



H 7T 7R A CoA Diconnect-Request(40) FDiconnect-ACK(41) & Kl 2%,

aruba_Endpoint_CWA.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

©® < m @O e Q< 742 EE ol WEE X @

Filter: | udp.port==3799 » | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
144 17:47:49.654868 10.48.17.235 10.62.148.118 108 Disconnect-Request(48) (id=1, 1=58)

147 17:47:49.707216 10.62.148.118 19.48.17.235 RADIUS 74 Disconnect-ACK(41) (id=1, 1=32)

b Frame 144: 100 bytes on wire (8060 bits), 160 bytes captured (880 bits)
»Ethernet II, Src: Vmware 99:6d:34 (80:50:56:99:6d:34), Dst: Cisco lc:e8:00 (00:07:4f:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.235 (10.48.17.235), Dst: 10.62.148.118 (10.62.148.118)
»User Datagram Protocol, Src Port: 16573 (16573), Dst Port: radius-dynauth (3799)
wRadius Protocol

Code: Disconnect-Reguest (48)

Packet identifier: @x1 (1)

Length: 58

Authenticator: 517f99c301100cb16f157562784666Ch

[The response to this request is in frame 147]

wAttribute Value Pairs

PAVP: 1=6 t=NAS-IP-Address(4): 10.62.148.118

PAVP: 1=14 t=Calling-Station-Id(31): c04a08157634

»AVP: 1=18 t=Message-Authenticator(80): d@0elfn60c68b99da3146b8592c873be

N B RFCCOABAREEBRBERZAruba ( ARRT ) MBENIHRE. YWRHECiscotE
BN S HEE , FEEXECisco COARBIEFHEITH M ERE,

e FEHF AR
ARG R AR EETRRIR,

BB IP#b it 1 2FQDNRArubai@ 48 & P9 B

R Aruba L R &IMEIRPEEE T IP# It A 2ISEAFQDN , BIPSN NSAKk K :

<#root>
Warning - [HTTPConnection]

Abort the HTTP connection due to invalid certificate

FERREERTISERFETRENTFERS. ELFERIPHILEREISER (AREEBURLER
IPi#bit M RFQDN ) , ¥ B RISERE , TEEH= FQDNERE XM,

N EEWebBBEEEETBYODMIS ( B EEHAEAENES ) .

Arubai# Fl#8 8% F9 5 55 [ SR B T IE7E

FEEXER T , BB 7 Captive PortalfJ Aruba Access-Policy /it #Ftcp#E80, 443F18080,



NSAEEE R BltcpiR8I05 A IEISEBEMIBL EE R, MEUTHER !

<{froot>

Failed to get spw profile url using - url

L

https:// ngarcar z-i se20. exanpl e. com 8905

/auth/provisioning/evaluate?
typeHint=SPWConfig&referrer=Windows&mac_address=C0-4A-00-14-6E-31&spw_version=
1.0.0.46&session=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06f00Z7G1HX]j1M&os=Windows A11]
- http Error: [2]

HTTP response code: O

1
GetProfile - end
Failed to get profile. Error: 2

Aruba CoAIRSE

FERER T , ArubaBCoA Air Group CoAE59991R i M5k, EMRAIZ , Aruba 2042 B B EIE L
R (WEFR) o
Event 3417 Dynamic Authorization failed

11213 No response received from Network Access Device after sending a

o Dynamic Authorization request

Steps

11201 Received disconnect dynamic authorization request
11220 Prepared the reauthenticate request
11100 RADIUS-Client about to send request - { port = 5999  type = RFC 5176 )

11104 RADIUS-Client request timeout expired [@ Step latency=10009 ms)

Mo response received from Network Access Device after sending a Dynamic

11213 Authorization request

B BEENE TR



arubacoa5939.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

® ® B @ e Q¢ PTF 4 EBE el @PEXKX @

Filter: | udp.port==5999 + | Expression... Clear Apply Save

No. Time Source Destination Protocol Length
.148.118

»Ethernet II, Src: Vmware 99:37:59 (00:50:56:99:37:59), Dst: Cisco 1c:e8:00 (09:07:47:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.141 (10.48.17.141), Dst: 19.62.148.118 (10.62.148.118)
»User Datagram Protecol, Src Port: 59726 (59726), Dst Port: cvsup (5999)
vRadius Protocol

Code: Disconmect-Request (48)

Packet identifier: éxb (11)

Length: 58

Authenticator: 00b8961272015b5cecf27ccifietfell
wAttribute Value Pairs

FAVP: 1=6 t=NAS-IP-Address(4): 18.62.148.118

FAVP: 1=14 t=Calling-Station-Id(31): cB4aB0157634

BAVP: 1=18 t=Message-Authenticator(88): 1959020d15fe2b8584b3a&87cle3c366

I BR A A Y R 5 IZ TH ] AR CoAE#RIE3977 , WIRFC 5176F iR
HEArubaiE K EXTER

FEFE#v6.30Aruba 3600 £ , ZRFESINERERAEFS NRHMEFRBETE. ERamE
MEEE A AR R,

7768 89:29:48.511911€£18.75.94.213 173.194.124.52 HTTP 1373 GET / HTTPR/1.1

772 89:29:48.521865€ 173.194.124.52 18.75.94.213 HTTP 416 HTTP/1.1 208 Ok (text/html)

794 89:29:41.698257€10.75.94.213 173.194.124.52 HTTP 63 GET /&arubalp=6b0512fc-f699-45¢6-b5ch-262b3260e5 HTTP/1.1
797 89:29:41.756306€ 173.194.124.52 18.75.94.213 HTTP 485 HTTP/1.1 382 Temporarily Moved
<#root>

packet 1: PC is sending GET request to google.com
packet 2: Aruba is returning HTTP 200 OK with following content:
<meta http-equiv="'refresh' content='1l; url=http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5cb- €62b3260e5

'>\n
packet 3: PC is going to link with Aruba attribute returned in packet 2:
http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5cb- €62b3260e5

packet 4: Aruba is redirecting to the ISE (302 code):
https://10.75.89.197:8443/portal/g?p=4voD8q6W5Lxr8hpab77gL8VdaQ&cmd=10gin&

mac=80: 86: f 2: 59: d9: db& p=10. 75. 94. 213&essi d=SC¥2DW Fi &pnane=LRC- 006&apgr oup=def aul t &ur | =ht t p¥8AY2 F%2 Fw

MHEAE A

- BRI B RKSIEEESEE2.0M
. BRI S REIZNERFEREREESR
- BT EEH - Cisco Systems



/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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