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—————— WPN Access (lkev2 or 55L)

———— Radius

. —— Traffic from PC/VPN client to WSUS
ISE 1.4

Internet )

VPN Pool IP:

\ '|
SN \HZ-IE-E'U.EU-?szq.
G0/0: 172.16.32.100/24
{outside) §

GO/1: 172.16.31.100/24 — )
linside) Cisco
Aryconnect
ASAl / Mobile
e —— Security

Microsoft WiLIS
172.16,31.103

LTRREGH , MERER

1. =R fE & BiBCisco AnyConnectE#R , LAUBIBVPNFAREIASA, ERUREMEBINESE
BY , flani& AR 3R ERI802. 1x/MACE: & BX 1B (MAB) B #REZEFE EY , SR IEAEARLANTE
HIES(WLC) L FY AR EHEPEER

2. A S MEREBRREN—I82 , ISEERARIRENRETEREE(ASA-VPN_quarantine 1R 4%
Al) , 3t B EE [ B4 7E Radius Access-Acceptd EHIRE, Hit , ASABSFIBEHTTPREE
EMEEISE,

3. EAERMWebBIESR W on AT Aithut, EEMQIISER , uhE &R FCisco AnyConnect
AARAEEIH, R2FTMEARERRISETHER (WSUSER ),

4. AREEFE4E 38 2 Microsoft WSUSIE # 1T Ko
5. RINMEE®R , MEEBALCISEEERS.

6. ISEZ HRadiusREFE H(CoA) , AERHIVPNEEF & (ASA-VPN_compliant authorization
rule) {2 5E BB

MisE - EFEHRGEIER ( BEHEPC L L EMicrosoft WindowsE$ ) |, FAEEEERLERE
FrafE,

Microsoft WSUS



FHEE : WSUSHFIEETEAERNEE 2R, BEFMEN , F2BREBMicrosoft i+
B T#Z2Windows ServerE # R,

WSUSHR B IBZETCPIESS30E TR, BIEMicE , ATHK  EFERAEME, At , &
WSUSHIP{ it Z £ i FTI8 FIASA LV EFHE L FEIRHEE(ACL)HF ( BEFEANRAERYF ),

L Internet Information Services (1S Manager
r{-J @ FOAM-LTE0RESCEOU » Sites  » WELUS Adeninistration

File  ‘Wiew  Help
Connections
€-id A |8
&5 Start Page . =
. Filker: - Go = \gm Show Al | G : - [E]-
495 WIN-LTE02KSCROU (EXAMPLEVAdministes | - " NE Show LB ST, Aret =
L Application Pools Site Bindings |L-
[ Sikes
4 g0 Default Web Site
§op-L ] aspnet_client
4 g WEUE Adrainistration
B - F ApiRernoting30
'_':'i' CliertebSenace
+ | Contant

b

B

b -(2F DestuthWWebService
[ qr Inventony
b
B
b
b

@ WsUs Administration Home

Type  Hosk Mame Part IP Address Einding. | Add... |
hitip 8530
bt 521

¥ ReportingWehSerice

o | =2lfupdate

F ServeriyncdebTerice
2 SrplefuthWebService

| Cloze

1B H 48 SR #E B & ¥ Microsoft Windows B #TETELE |, 38 M A WSUSEARES :


https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396

—

File

Action

Vrews  Help

| B = HE T

Group Policy Management Editor

b Specify intranat Microsall upcate sernce |ocation

1 Sacurity Canter

| Sarverfor MIS

_| Shutdoom Oplions

=] Specify intanet Micmsaft update senice loration

Prewious Sethng | | et Setting

| Snart Card ) Mat Carfigured Cornment: #
| Saund Recakder
- @) Erabled
2| Sy wour setlings
I Tablet FC ) Diisahled -
B ik Juhwiulew Spportsd an [ ar gst uindaoes WP Professianal Saedce Pack 1 orWindows 2000 Saice Pack 3, ~
] Mind o Calendar excluding Windows BT
| W¥indowws Color Spste) il
7| Windoews Custarner E o
. fiE Helps
I Windoos Defender bt :
I+ Wrind o Error Keporl — . "
i Set the intranez updats service for debecting Specifies anintianet serser 10 host wpdates from Microsoft -

5]
5|
]
|
5|
|
1
1 Wind o Media Plays
=
1
5|
1
|
=}
9|
|

Windows Installer
Windowws Logor Ot
dindoas: Hail
Windows bledia Cent
Windowwes Media Digit

Windows bessenger
Windowws Mability Ce
Windoas Paueedhell
WHind oo Heliabalry 2
Windowws Remote hia
Windows Remote She
Windoes Update

updates:
bbb/ T2 16,51, 1004550 |
Set the intranat shatishos seneen

htta: TR 631008320 |

[=xarnale: httpsmtranetpd0l)

Updake. You c2n then wre thiz update service to sutometically
updakte camauters on wour netoor.

Thiz setking gtz y0u specify a senss On 0w nebaark 1o function
a3 an internal update 1endce. The Sutormetc Updetes clientwill
search this rendice far updases that apphete the carmputers an
0 fehanrk.

To uze thiz sebting, you must sebboo sererneme welues the
server frommwhich the Sutarnatic Updates client detects and
dnmaloads updates, and the serarto waich updated
svorsstations upload statistics, You can set both values Lo be the
JAMMIE JETEr:

I the statug i5 set bo Enabled, the Suetornatic Updates client
comaects 1o the specified intanet Microsoft update serice,
instead of Windaws Update, to search far and download
updates. Enabling this setting means that end wsers in your
organization doa't hivae bo go through a fireaall to ger updates,
ard ot give s o the opportunity bo test updates hefiore deploying

Work Falders
| Waskplace lnin
e Al ekt
I+ | Prefsrences
4 8, User Canfigumtion
I- | Palicies:

I | Prefsrences

T 2t HERTRBREMRLNBARERANEZERN

| Windows Update

Turn on recommended updates via
Automatic Updates

setting
|=| Do not display 'Install Updates and Shut Down' option in Sh..,

iiz| Do not adjust default option to 'Install Updates and Shut Do...

Edit policy setting

Reguirements:
At least Windows Vista

liz| Enabling Windows Update Power Management to automati...
li2] Always automatically restart at the scheduled time
| Configure Automatic Updates

|=Z| Specify intranet Microsoft update service location

Description:

Specifies whether Automatic Updates
will deliver both important as well as
recommended updates from the
Windows Update update service,

When this palicy is enakled,
Autematic Updates will install
recommended updates as well as
important updates from Windows
Update update service.

When disabled or not configured
Automatic Updates will continue to
deliver important updates if it is
already configured to do se.

|==] Automatic Updates detection frequency

|==] Do not connect to any Windows Update Internet locations
|==] Allowe non-administrators to receive update notifications

|==| Turn on Software Motifications

|2 Allowe Sutornatic Updates immediate installation

5] Turn on recommended updates via Sutomatic Updates

li| Mo auto-restart with logged on users for scheduled automat...
iiz| Re-prompt for restart with scheduled installations

liz| Delay Restart for scheduled installations

liz| Reschedule Automatic Updates scheduled installations

|=Z| Enable client-side targeting

|=] Allowe sigred updates fror an intranet Microsoft update ser..

H Cancel |

State
Mot configured
Mot configured
Mt configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured

EFImEERAETERNEEM., ISET LA ER T EMicrosoft Active Directory(AD)E s & 25 1Y



RImR TG ER, WSUST U EER LK EEENERH.

ASA

BiREAERAGENZ2EEFZE(SSL)VPNFRE ( HFHEEATEAXENREB A ) -
LU RABREEEH)

interface G gabitEthernet0/0

namei f out si de

security-level 10

ip address 172.16.32. 100 255. 255.255.0

interface G gabitEthernet0/1

namnei f inside

security-level 100

ip address 172.16.31. 100 255. 255.255.0

aaa- server | SE protocol radius

i nteri maccounting-update periodic 1
dynami c- aut hori zati on

aaa-server | SE (inside) host 172.16. 31. 202
key cisco

webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

group-policy POLICY interna
group-policy POLICY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel - group SSLVPN type renpte-access
tunnel - group SSLVPN general -attributes
addr ess- pool POOL- VPN

aut henti cation-server-group | SE
accounti ng-server-group | SE

def aul t - group- policy PCLICY

ip local pool POOL-VPN 172.16.50.50- 172. 16.50. 60 mask 255. 255, 255. 0
HEASALBMEFEFEHEEE  REEAREEREEDIISENRE (#HHHRERANERE
) .

access-1ist Posture-redirect extended deny udp any any eq donmin
access-list Posture-redirect extended deny ip any host 172.16.31. 103
access-list Posture-redirect extended deny ip any host 172.16.31.202
access-1ist Posture-redirect extended deny icnp any any

access-list Posture-redirect extended pernit tcp any any eq ww

FA%EEFH%RJ‘[‘E‘HI%%%(DNS)\ ISE. WSUSHIMBMBREEIE SR E(CMP)HRE. FiEHM
REMHTTP)EEMBISE# TAnyConnect 4538 , ZFE B SAREMHK.



ISE

B¥&EE : AnyConnect 4FAEL FARRER H A MENEE, F2RBAnyConnect 4.082ISERRZAN1.3%
ERERS , BMEEZFHMEESR , SINNMHEASAE E &858 E I 2% Cisco AnyConnect
TR

WSUSHI R 4R
SERATEZE , MEAWSUSHE EAREMRK

1. EfnF/Policy > Conditions > Posture > Remediation Actions > Windows Server Update
Services Remediation A 32 #T#7 8l

2. B "Microsoft Windows Updates) FRERBRES "BHEMMEB. . LIBrEERRERK
BEEBRE,
% , Microsoft Windows Update AgentE#REFIWSUS |, ¥ EBEZPCREE T CriticalEFiEF R
g .

¥ Authenlicalion |GJ Authorization |,a;., Profiling l?.Il_ Posbure | [ Client Provigioning | = TrustSec .-_i' Palicy

Dictionanes Conditions I =10

Windows Server Update Services Hemediations List > WSUS-Remediation
Results ) ] _ _
|. Windows Server Update Services Remediation
. NEI‘I'|E| WEUS-Remediation | £
EANE=R= - Dcsl:,riph'{:ln|
¥ [ Authenbication Remediation Type .'il.utu:I:I:Ii:l.Li.Li "']
v | Authorization T
_ £l
» [ Profiing
= Retry Count| 0
* [ Posiure . § T, r"“' .
= ) Validate Windows updates using ) Cisco Rules (8] Severity Level
w || Remadition Acions

i Tikica
@ AS Remediation Windows Updales Severity Level| Critical -|

| Update to lates e Pack
i3 AV Remediation L] update to latest OS Service Pac

% Fis Romadiation windows Updates Installation Source () Microsoll Server (8) Managed Server
L

M Lamch Program Remediation Installation Wizard Interfacs 5E1Ijng|?! Shaow LI l': Ma LI
A J J

i3 Link Remediation Save Reset

H'. Paich Management Remediation
!,"._ Windows Server Update Services Remediation
¥ Windows Lipdate Remediation

= Reguirements

WSUSHI# i R FEER

E i F|Policy > Conditions > Posture > Requirements SAZ2 I #1#R 8, 38 RIS B B pr WSURulety
ERRGRY  SERBEZTEMRE  BBBEWSUSURERY(BFEE).

mELLRAER  WSUSKEZREAZREREENEN ., ELEMTRLFEMEBINERN , thrlse
BIEBREMERBIBIRA ER


/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

Requiremenls

Mame Operaling Systems Conditions Remedialion Actions

Any_AS_Definition_Mac Mac OSX ANY_as_mac_del AnyASDelRemeadiationil
ac

Any_AV_Installaton_Win ‘Windows All AMNY _av_win_inst Message Text Only

Any_AV_Definition_Win ‘Windows All ANY_av_win_def AnyAvDefRemediationWi
n

Any_AS_Installation_Win Windows All AMY_as_win_inst Message Text Only

Any_AS_Definition_Win Windows All | AMNY_as_win_def AnyASDefRemediationiVi
n

Any_AV_Installation_Mac Mac 05X AMNY_av_mac_inst Message Text Only

Any_ AW _Definition_Mac Mac 05X ANY_av_mac_del AnyivDefemeadiationk
E 1=

Any_AS Installation_Mac Mac 05X ANY_as_mac_inst bessage Text Only

Wsus Windows All pr_WSsUSRula WsUS-Remediation

AnyConnectfi [ 1 3

BB K 2 R AR Bl B 48 R LK AnyConnect 4 8¢ & #& R (20AnyConnect 4.082ISEARA1.38 &
Bt & 7R 450 R BT IR):



/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

B Authanlication IEH Auihorization I_._';' Prafiling B Posture LF,,. Clignl Provisioning |=—‘ TruslSes 3 Policy Elamsants
Dictionanas Conditians

Besults
( 2)

Anyionnect Configumbon = AnyConnect Condiguration

= AN
“F - -

v £ Authentization * Select AnyConnect Package: | AnyConnectDesktopWindows 4.1.2001.0 -
v [ Auttorization

v (55 Prating = Configuration Mame: | AnyConnect Configuration |
¥ O] Pusture

| Cear Provisoning

v | TrustSec

Crzgoriphion:

Description Value

* Compliance Module | AnyConnectComphanceModuleWindows 3.6.5«

AryConnect Module Selection
IZE Poslure
WEN
Metwors Access Manager |:|
Weh Secundy [
AMP Enabler [_]
AsA Posture |
Slart Before Logon |
Dimgnostic and Repering Tool ||

Profile Ssl=ction

* ISE Posture | AC4 profile -

VPN | -

EFimARRA

AnyConnectfit EREREFRER , TtF P IRALREF5RAE:

™
h
7 Home  operstions |+ Palicy | = Gunat dccess | v Admintsimadion | '

|2} Awilhanbcation | Awthorzation [4] Predling |7 Poslure

[&] Trusizec s Falicy Elemnenls
Client Provisioning Policy
Diafing tha Clignl Provisiening Policy o debermme ahal aeens will receive upon kie ard wssr ssesion inidalivn:
For Agent Conhigurabion: versicn of agsnl, agenl predle, agent comphancs module, ardior agesni cuslomizabion package.
For Madwe Supphcand Conbgurabon: wezard prohle andsor wizard. Orag and drop rules bo change the order,
b4
Rule Mo Klgnlily Groups Ciparaling Syalema CHisar Carsditiong Fa=uille
ﬂ AT T ANy Wirsdoes Al i Condilieniah thar AnyCannael

Configuralion

BERARAUREERNLZEERK L , RRIKEER

| "&EFiszEtc. FIFEME. AnyConnect
ATJRER AR , WREEENNER (KRR ),

125)

MG EER

BUAREEQIHEFHAREEERNVEEEERESR



[ ] Authenscation & Aunonzaticn [%] Promung [ Posaurs f& ClientFrovsioning & Trusts=c m
Diichonaries Condilicns Fas I

Authorizntlan Provflles = Posburs
Hesulls
r Anthorization Profile
o] | |
= “Hame | Pasture
" E- .
v £ Authemtizaion Duacription |
T Authazan *Mimess Typw [ACCESS ACCEPT -]
L3 —_Al.rumnzm-nn Fraties
¥ [ Downbadabis ACLs Savice Templale
L3 __ Iriing: Poaure Mode Proflies
v | Frodmng
» [ Pasdue
» ] Clont Froviinning * Common Tasks
B Tt Sec
AR
Yalee Domaln Permission
" web Redirechon (CWa, MOM, H5SF, CRE)
Client Prosisloning (Fosture) » ACL | Posture-redirect walus | Client Provisioning Portal =
BHAR
=1 — .
I ERERRER A
Authorization Policy
Dafime e Aulhorizalien Policy by configuring rules baged on idenlity growps andfor othar condiliong. Drag and drop ralas o change the order.
For Policy Expor go o Administration = System = Backup & Restors = Policy Export Page
First Matched Rule Appliss -
k Exceplions (0]
Andar
Status Rule Mame Condiions (idenlity groups and other conditionel Permisaions
ASANPN_guaraniing Session PoslureSialue EQUALS Unknown Seseion PogluneSiatus Poshura
EGUALS MonCaomplianl
E ASAVPMN_compliant Saession: PostureStrtus EQUALS Compliand PrrmitAccess

BEIXERAASA-VPN_quarantinefi 8, Rt , #&IRE PostureRERERR , YK IREEGE
AnyConnect 4V E FIRFRELFIF ( fEAARERER ) FBE

—B%E |, BERAASA-VPN_compliantg Bl |, ¥ /o SFr =& MEREHR.

B

AEBRHENEFATARREEERS

v/

IEFEF,

R EEMHIGPOKIAPC

PCEARE# , BHIEWSUSE BVIT R, EAREEVPNRFEREL ( B/ ) 2R EB4E | W
B Start Before LogonTh#e ( © A LA AR802. IxER/EREA ) -



— B Microsoft Windows & FixEt & IE#E , AJ#EWindows Updated% i x AR It FE & -

| “| <« System and Security » Windows Update » Change settings - | +4y | | Search Control Panel

Choose how Windows can install updates
iﬁl Some settings are managed by your system administrator. More information,

When your computer is onling, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?
Important updates

[:? Download updates but let me choose whether to install them

Install new updates: | Every day at |9:00 AM

Recommended updates

Give me recommended updates the sarme way [ receive important updates

Wheo can install updates
[¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

MRFEE | oJLAEAHAREEE R(GPO)RIF FMMicrosoft Windows UpdateftE Al REF 3 3 -

C:\ User s\ Admi ni st r at or >gpupdate /force
Updating Policy...

User Policy update has conpl eted successfully.
Conputer Policy update has conpl eted successfully.

C.\ User s\ Adnm ni strat or >wuauclt.exe /detectnow

C.\ User s\ Adm ni strat or>

#EAEWSUS L B E H
HUAETRR T LU T2 /5 0t B B AR R



&

Update Services

&7 File  Action  View Window Help

e nE BHE

F57 Update Services
4 F5) WAN-LTB0ZKSCFOU
4 5 Updates
5 &1l Updates
& Critical Updates
& Security Updates
& WSUS Updates
4 W Computers
4 & &l Computers
& Unassigned Corm
¢ Computer-Updat
55 Downstrearn Servers
4% Synchronizations
&l Reports
i Options

(045 updates of 295 shown, 1086 total)

Security Updates

Approval:

Apy Except Declined = Status: Any = (4 Refresh

[ Title

Ifis... Approval

Security Update for Windows 7 forx6d-based Systems (KB3000485)
Security Update for Windows 7 (KBEI000483)

%

100% Install (2/3)

100% Install (2,3)

To approve an update, selectthe group from this list of groups, click the arrow, and ¢
of approwval,

Computer Group

E vlﬁ«“ Cormputers

Deadline
M,

Approval
Mot approved

Unassigned Computers
@ ~| Computer-Updated

Mone

linstall

ristall Mane

<]

|® The selected update does not suppart rernowal.

[ ok ]

MREE  FRwaucrtEFHEERE.

BEWSUS EHPCHRAE

It B FE R A EWSUS L RIPCAREE



357 File  Action  View  Window

= 5=

,ﬁ Update Services
4 3] WIN-LT802K5CFaU
4 E Updates
551 Al Updates
& Critical Updates
&) Security Updates
&1 WIS Updates
4 K Computers
4 & Al Cornputers
&4 Unassigned Comyg
£ Computer-Updat
@ Dowmnstreanm Servers
& Synchronzations
&l Reports
_Enl Options

Help

i1 cornputers of 2 shown, 2 total)

All Com puters

skatus Ay = [} Refresh

IP Address
192.162.10.21

(0 Marne Operating System

A admin -pe-example com

admin-pc.example.com

‘Windowes 7 Profes..,

Insta.. Last Status Report
Oe  BTA05 1241 A0

FELR S —EERT , LUE TIREAWSUSRHIF

BEVVPNEE

Status Group membership: Al =
B Updates with errors: Q Cornputer
E Updates needed: 1 4 . =
I Updates installed/not applicable: 1035 Unassigne
I Updates with no status: ¥ d
Computer

BIVPNEFE®R , AASA-VPN_quarantine ISER#R B , %8 BIRE Posture FFREB B R R,
It , RERIRHWHTTPREM EE B LA TAnyConnect 4 F #7 #l AR REAE A EL -



[ ireo - ===

| @ Device Security Check l + |
é [ https://iseld. example.com:Bdd 3/ portal/ClientProvisionStartaction < " oogle ju E'r ", —ﬁ.
ciai]ua ; .,
cIsco Client Provisioni

Device Security Check

Your computer reguires secunty software fo be installed before you can connect to the network.

2 Detecting if AnyConnect is installed and running...

LB , ASA LM EFERERRBBHTTPREEE [ HISERRHIEHE

asav# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detail ed

User name . cisco I ndex . 69
Assigned IP : 172.16.50.50 Public IP :192.168.10. 21

<...sone output omtted for clarity...>

ISE Posture:

Redirect URL : https://iseld4.example.com:8443/portal/gateway?sessionId=acl101£64000
45000556b6a3b&portal=283258a0-e96e-...

Redirect ACL : Posture-redirec

ARG SEISERLU R BE A AT RN
SRAEHARHEISESE KRR . ise-psclogBRBTER FIKRR S THBANTER :

2015- 06- 05 07:33:40,493 DEBUG [portal -http-servicel2][] cisco.cpm posture.runtine.
Post ur eHandl er I npl -:ci sco: ac101f 6400037000556b40c1: :: - NAC agent xni
<?xm version="1.0" encodi ng="UTF- 8" ?><cl eanmachi nes>
<ver si on>2</ ver si on>
<encrypti on>0</encrypti on>
<package>
<i d>10</i d>



<version/ >

<descri ption>Thi s endpoint has failed check for any AS installation</description>
<type>10</type>

<opti onal >0</ opti onal >

<remnedi ati on_t ype>1</renedi ati on_t ype>
<renedi ati on_retry>0</renedi ati on_retry>
<renedi ati on_del ay>0</r enedi ati on_del ay>
<action>10</acti on>

<check>

</ check>
<criterial>
</ package>
</ cl eanmachi nes>

L& RERE S B 52 Microsoft Windows Update X I E 4R BIWSUSIE T EHAEWSUSEK IS 1 Bl B
WEH (MTEEFM9B BT, EEEAEHAETE) -



(2] » Control Panel » System and Security » Windows Update w | 43 | | Search Confrol Panel D '
"x_.""
2 MAC Agent WSUS Update i @
=y S
':d'l The updates are being installed
iﬂﬁtﬂaﬁm alahus: {nmputer‘
Initizizing installaton, .. dome! -

Instaliing Security Update for Windows 7 for x64-based Systems ($B3000433) (update 1of
1.

Views update history
Ern adrministrator
es from Windows Update

Instailing: bility Client EI = || 2

(' System Scam:
Ipdating requirement 1of 1,

See also N/ - | 30%
Installed Updates

Fﬂ Windows Anytime Lpgrade

MR REEH IR EENREB R



(= [@]=]

@le"-_i ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D .

. NAC Agent WSUS Update

)
s

— .
£ Installation complete
You must restart your computer for the updates to take effect.

computer.
Views update history

Ern adrinistrator

es from Windows Update

bility Client [ = |[==

(.  System Scam:
Ipdating requirement 1of 1,

See also i -——— | 30%
Installed Updates
4: Windows Anytime Lpgrade

TR
FEAnyConnecti® i Z 2 S HEEM THEUBERERE , BEBIUATRE !



[ @]=]

@Uv| Y » Control Panel » Systemn and Security » Windows Lipdate - | 41' | Learch Conirol Pane! 2

Contral Panel Home .
Windows Update

Check for updates
Change settings = g q
. ) N Windows is up to date
View update history P i
i There are no updates available for your computer.
Restore hidden updates
Updates: frequently asked
questions Mast recent check for updates:  Today at 310 PM
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You receve updates: Managed by your system administrator
Check online for updates from Windows Update
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DEBUG [portal-http-servicel7][] cisco.cpm posture.runtinme. PostureManager -:cisco:
acl01f 6400039000556b4200: : : - Posture report token for endpoint mac
08-00-27-DA-EF-AD is Healthy

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:
acl01f 6400039000556b4200:::- entering triggerPostureCoA for session

ac101f 6400039000556b4200

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:ac
101f 6400039000556b4200: : : - Posture CoA is scheduled for session id



[ac101£6400039000556b4200]

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureHandl erlnpl -:cisco:
acl101f 6400039000556b4200: : : - DM PKG report non- AUP: htm = <!--X-Perfigo-DM Error=0-->
<l --error=0--><!--X-Perfigo-DrLogof f - Exi t =0- - ><!I - - X- Per f i go- Gp- Updat e=0- - >

<! --X-Perfigo-Auto-C ose-Login-Scr=0--><!--X-Perfigo-Auto-C ose-Logi n-Scr-Ti me=0-->
<l--user role=--><l--X-Perfigo-OigRol e=--><!--X-Perfigo-UserKey=dumykey- - >

<l --X-Perfigo-RedirectUl =--><!--X-Perfigo-Show nf o=--><!--X-Perfigo-Session=-->

<! --X-Perfigo-SSO Done=1--><!--X-Perfigo-Provider=Device Filter-->

<!I'--X-Perfigo-User Nane=ci sco- - ><! - - X- Perfigo-DHCP-Release-Delay=4- - >

<! - - X- Perfigo-DHCP-Renew-Delay=1- - ><! - - X-Perfigo-Client-MAC=08:00:27 :DA:EF:AD- - >

DEBUG [ pool -183-thread-1][]ci sco. cpm posture.runtine. PostureCoA -:cisco:

acl01f 6400036000556b3f52::: - Posture CoA is triggered for endpoint [08-00-27-da-ef-ad]
with session [acl101£6400039000556b4200]
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Posture More Detail Assessmeant

Tirne Range: Fram O0S/E20/2015 12:00:00 AM to 0EF05/20L5 11:55:55 P
Generated Ak 2015-0&5-05 200500, 047

Client Details

Username: cisco

Mac Address: 08:00:27:DA:ERAD

IF address: 172.16.50.50

Session |D: acl01f6400036000556b3f52

Cliert Operating System: Windows 7 Professional 64-bit

Cliert MAC Agent: AnyConnect Posture Agent for Windows 4.1.02011
PRA Enforcement: 0

Cok: Received a posture report from an endpeint

FRA Grace Time: 0

FRA Interval: 4]

PRA Action: MfA

User Agreement Status: MotEnabled

System Name: ADMIM-PC

System Domain: e am ple.com

System User: Administrator

Lser Domaimn: EXAMPLE

Ay Installed: Clam'Win Free Antivirus0.98.5;55.20615;06/26/201 5;
AS Installed: Windows Defender;6.1.7600.16385;1.201.171.0;06/26/2015;
Fosture Report

FPosture Status: Compliant

Logged At: 2015-06-05 07:2B8:49.194

Posture Policy Details

Policy MName Enforcement Statu  Passed Failed Conditions

WSS VSIS Mandatory Missing windows updates: 0
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Windows Server Update Services Remediation
* Name | WSUS-Remediation |

Description | |
Remediation T'_.rpe| Automatic - |
Inlerval| 0 | (in secs) (Valid Range 0 to 9999)
Ftetryl:n:uunt| 0 | (Valid Range 0 to 99)

Validate Windows updates using(_) Cisco Rules () Severity Level

Windows Updates Severity Leve|| Medium - |
[] Update to latest 05 Service Pack

Windows Updates Installation Source ':::' Microsoft Server @} Managed Server

Installation Wizard Interface Setting(®) Show Ul () No UI

ARG | £ Severity Level, £ Critical%7E , Microsoft Windows X iR E R & FEE M
B(ARRE)NEEEH, NRFE , AERBER.

RE , HRBETEBBWSUSEEZEMABEENTAEEZNERN ( HHBEEKIENER
) o

BB A £ FCisco RulesiR EBEWindowsEH , R ERFFHMIHNFREEREZTEURES
Bo

Windows 32 5 iR %
HRAHBWSUSHIREFVIE , TR S —&E# A Windows Update Remediationt A 7 -



Windows Update Remediations List > MNew Windows Update Remediation

Windows Update Remediation

* Maime | WindowslUpdate | i
DEEEI‘IFIHI}I'I |
Remediation Type | Automatic v
Interval | 0 | (in secs) (valid Range 0 to 9999)
Retry Count | 0 | (valid Range 0 to 99

Windows Update Seting | Automatically do - |

Creerride Users Windows Updale
sehing with administralors

Bt B Bl S B 43 5 Microsoft Windows UpdateZ& E I S FF RS TENBF B HT.  F PA b 48 R B 1 ) B8
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/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396
//www.cisco.com/c/zh_tw/support/index.html
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