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1% 4R 5B AR 7 (EPS)

HEERA

SRSt HERR

SR E M pxGrid

S ER2. pxLog#R Bl fil &

S E3.% —EDotIx&EEE

4. Microsoft Windows PCEIA S B RN ER S
% E85.pxLog

S EB6. ISEfm Bt

FEB7 . pxLogHUH FE B

S E28. ISERUH IR Bt

pxLogZh &g

pxGrid i3 & B3R

#H

F & MJava KeyStore

FHE

B ASTEEE

EX =k

Snort

Cisco Adaptive Security Appliance(ASA)#
Cisco Sourcefire ittt X A ZBFE R EHE(NGIPS)
Juniper NetScreen

Juniper JunOS

Linux iptables




FreeBSD IPBs X & (IPFW)
VPN 4 F CoARRIE
pxGrid G ER R RF R

ISE API:REST vs EREST vs pxGrid
T#=

HHEEEF

msr

B0 R 51 ZE(ISE)MRA1.3X B ApxCridkV AP, EEXESORE. MBEMFIHE (H)WE
REFHEAFEEMLLHERTRERES, AXENBEARSBRERBHIpxLogERAEH
FE. pxLogReEIIIR B ARB B RM(IPS)HI R BAFEE , WA&pxCridE B EIAFIISELLFREER
BE, Rit, ISEf£ARADIUSEREE i (CoA)RE N RHIMHEH BN R IRV REMRE, FIBEE—
HikimERE R ERN,

EABIF |, SnortBEHAEIPS , ERAILMEREMEMBRER, BERLECTLRIPS, RAFHLEA
WEENIPH A R B FH S EEFlpxLog, ERABEREMRATRAIE T ATaeMk.

AR R B A H pxCrid R 77 RETHEHBRAMARAN T E | URERVBENRS.

SERA  TRFZEpxLogfE AR, AXREABISRAMBEN. TEEMNREISELE
pxGrid BRI MEEA T,

DB R

LB S
BRNEHEHRMEINSERBMNU T EBNES LM -

.- ISEEEBNZELE
. Cisco Catalyst3X #2## CLIEL &

BRA T
A X RN ETRBIRA TR EIARA -

- Microsoft Windows 7

. Cisco Catalyst 3750X R 51| 331 BR X B8 MR A< 15.0 )L B #ThR A<

. Cisco ISEEX381.3/R R E S AR A

. Cisco AnyConnect Mobile Security with Network Access Manager(NAM) , kR453.1% B & R4S
. EERHEE (DAQ)KISnorthR42.9.6

- pxLogFE A2 X L& EMySQLARAS5H Tomceat 7 £

AR M 2= A I



5 i " N e
\flan.’:f] vian 212 .
{unitrusted) @ (trissted) pxLog e
Ethd Ethl 10.222.0.61 Gigo:
10.221.0.60 SMEmE—IZ 1) 533 0,60 s

3750 - - Gigl:

Snort 10.222.0.62
Wan 221 T

Any Security
— Solution
supporting
syslog 1

VM

Windows?
DHCP
10.221.0.140

» Data Traffic (ICMP from client)
»  pxgrid

—— Radius

Syilog

LUTRAESHE , NMEKEME
1. Microsoft Windows 7 Fi & E R B R M $117802.1x B 10 B 7% -

2. XM EFRISEEBE S ERE. BREMEIRAAA GRES. PtE Dot1x Full AccessiZ iR B
B F B 55 R 5 TTHE(DACL:PERMIT_ALL).

3. FHEEHERZFEMEEIIERSSnortR Al

4. At , Snort&EpxLoglE AR EEER ( BiBsyslog ) »

5. pxLoglE AR B HA W EREHTRE. HEERA T HESnortEIXMNRFK AFEE LRI
WEEWNIPHu, ARMEAPxGridEISEFIEFERUIGRHEREE P ( ISERpxGridE 25
) o

6. ISEEFFTMHERERR, ARKIRCRE , FHikfESession:EPSStatus EQUALS
Quarantineff&f+ , 3£ B IEEETHE’JEEEE%E (Dot1x Quarantine), |SE &) 3 2 # &% CoA
Terminate A& It &5, ERBR EHHRT I E A HH 7 FHACL(DACL)(PERMIT_ICMP) |, iE
AR mERERM EFEE’J%W%T?HEH‘F—IEO

7. EEEMRER , EEE R EAERUERES R, ELEBpxLogfGUIRER, EH , @
ISEfEiXpxGridiH 2

8. ISEMITELS OB IRE. E—R , RInTBEHRH A ARHTEHBFITHE.

pxLog



£

My=gl database
(configuration of pxlog
app rules and logs)

Tepf3306
Linux Server or Wi
s
Udp/514 Syslog-mg pxlLog (Java application on Tomcat)
_— (receiving syslog - sarvlet processing web requests
massages from (administrative access via GUI) &

network)

- enforcer module (separate thread)
processing syskog messages and using pxgrid
File read to communicate with ISE

operation T‘

.

¥

LGUL toplfdda3
pxgrid: tep/d443

BRARRELNxEM LERE—HEARER .
1. FJavafm B I ZpB £ Tomcatf@ k2T EMpxLogfEARE R, ZERARBRIEHRE
BEXEWebza R Serviet — FRAEIBWeb 2 E 550 B EE R

Enforcert&#l — Edserviet—REAEIME11T#E . EnforceritERFPEBNMRABFEE ( E&EL
), RIBEREMNFAREELES | WHITIRE ( DB BpxGridfEst ) .

2. @&pxLog ( RAMAS ) BLEMNMySQLE R E,

3. AR RK B AR AR HE ALK E T AR RN R BEARER.



RE
pxLoglE AR A ML T :

- jQuery ( ARAJAXZIE )

. JavaServer PagestZ# 2% E(JSTL)(Model View Controller , MVC)i&E R | &R BB o B4

Hi2R : JavaServer Page(JSP)RIFERARER , HlavaBF R EHTMLRE)
- LogdjtE B AR TR
- MySQLE##EES
-Fﬁ%ziﬁlﬁFrﬁﬁﬁdisplaytag

- BRMpxGrid API ( E#IKRAalpha 147 )

FEELEHEMNRERNIbE &+ , AEFEF FHETAHEH T JIava ARchive(JAR)IEZR.,

EEREERAREN .
1. S E{E B & BE T Tomcat Webapp B #.

2. #mEEWEB-INF/web.xmlfE R, M —FEMNERR serverip B8 , ZEEEREMISE, A, 7
BEE & M{Java Certificate KeyStores ( —BRARZEEN , —EBAREHD ) (MFA2EEK
) o pxGrid APHERZ 2 EEFRE(SSL) & , XEREREATFinNARSERES. BAN
MimEEHTEE  YEERILETE. BRFMEA , F2BpxGridiEEREB 2

3. EEﬁprLogJ:IEEEﬁﬂEISEE%% (5528915 B A PR 25 (DNS)=/etc/hosts & B R AIER §%)

E§n$%ﬂiﬁnﬂ EE 2 ﬁpXGrldTﬁEg-ﬁﬁB

4. & Fmysqlfinit.sqiE T AL EMYSQLE B E, ATUERERE , B FERMEWEB-INF/web.xmltE

ET

Snort

A AEHNBEMIESEEIPS , A ERHEERA,
Snorti% E AR # I X BDAQ, FREMF AiptablesEFTEM :

iptables -1 FORWARD -j ACCEPT
iptables -1 FORWARD -j NFQUEUE --queue-num 1

K& ARER , REERNTREREALERZER D,

BEE 7 —& B EZ&SnortiR Bl (£ 5 1 B & F ‘2 & /etc/snort/rules/test.rulesfE ),

alert icnp any any -> any any (itype:8; dsize: 666<>686; sid:100122)
alert icnp any any -> any any (itype:8; ttl: 6; sid:100124)

EHNCONEFEZEBR(TTLZEREREH KX/ R666HM6862 EEF , SnortEEix Rk
Snont T EHERE,

A | 1B PERR TE BB LARE R B 3R A5 2% 7 42 # (/etc/snort/threshold.conf):

EEH)



event _filter gen_id 1, sig_id 100122, type limt, track by_src, count 1, seconds 60
event _filter gen_id 1, sig_id 100124, type limt, track by_src, count 1, seconds 60

R& , Rk B RRETHE M pxLog E i (/etc/snort/snort.conf):

out put alert_syslog: host=10.222.0.61:514, LOG AUTH LOG _ALER
HRELSnorthR 24 , FEEsysloghit EMEEEER , Rt T AERAE A F N TERLERE , B
A LABE Esyslog-ng A 45 € B 8 FlpxLog T #,

ISE

L

AcHEER

1. Z£Administration > Deployment ~ Bt FpxGrid A& , ZABTEREISELE

Deployment Nodes List = lise

Edit Node
[ 1 Profiling Configuration
Hostname lise
FQDM lise.example.com
IF Address 10.62.97.40
Mode Type Identity Services Engine (ISE)
Personas
Administration Role STANDALONE | Make Primary
Monitoring Role | PRIMARY - Other Monitoring Mode

Policy Service

Enahle Session Services (i
Include Mode in Mode Group | Hone v U

Enable Profiling Service
pxGrid i

2. REFBERTANEE>-REB>RABE T HpxGrid:



T < Home  Operahions | Poliey|»  GuestAccess | » Mm%g

m .@-Id&ﬂﬂf Manageament iuamum Resounes |8 Device Ponal Management |e] pocinid Senices | Feed Semvice
Deployment Licensing Cerificales Logging Maintanance Backup & Restare Admin Access Sattings

Certificate Management Edit & em Certificate

Issuer
Ovenview

*Frigndly Name | Jise

Fystem Carilicatas

Description |

Endpoint Certificales Subject  Chi=lige saample com
issuar winziiz

Trusted Cenificalas

Walid From  Tus, 26 Aug 2014 12:32:56 CEST
OCSP Clignt Profli walid To [Expiration) Thu, 25 Aug 2016 12:32:56 CEST

Setial Murber 7800 0000 30 4C 06 27 D1 7D BE DF A6 00 00 00 00 00 3D
Cenificats Signing Requests
Signatura Algorihm  SHATWITHRSA

KeyLength 2044

Certificate AMmhority

Usage
Irtkmnal GA Suings +~ EAP Authentication: Us= carificate for EAP prodocols that use S5UTLS tunneling
»| Admin: Use cadificats bo authenticats the ISE Admin Partal
Cenificats Templates
~ pGrid: Lse codtifecate far ihe paGrid Contraller
External CA Seftings = Ponal; Use for panal

R IRR MR (EPS)

FE#EAdministration > Settings B FAEPS ( TRERIER TEA )

——
SOERRE e /> Home  Operations v Policy | v
@ Identity Managament i Metwork Resources Eg“ Device Portal Management

Deployment Licensing Cerificates Logging Maintanance Backup & Restore
Settings Endpoint Protection Service i

i= Client Provisioning

i= Endpoink Protection Service |

iS FPS Mode Senice Status Enabled «

5_3 Alarm Settings

EAFHEE R IR/ EURFRREThEE,

BHER A



mim
cisce Identity Services Engine

& Authentication E-.i.u‘mnﬂﬂﬂnn ] | Frofiling

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andlor
¥ Expon go b Administration = System = Backup & Bestore = P

Far Palic

First Matched Rule Apphes -

k Exceptions (0)

5 Home

] &
71, Posiurg

Operations | * Policy | = Guist Access | v Adminisiration | *

= Clignl Provisioning l'} TrusiSer & Folicy Elamants

ther conditions, Drag and drop rules to change the order

Stalus Rule Mame Conditions (identity groups and ather conditions Farmissions
Dotlx Quarantmg DEVICE, Device Type EQUALS All Device Typas#swilch Fermit_ICHMF

SessionEPSSams EQUALS Quaranting

%1

EERREIEERR , TE8E—ERA, #EF H RADIUS CoOABBIREHTRHIFN., EH A3

B ERN AR SR EIRREED.

SEREDE R

pxGridAk B8 A LUBIBCLIERFE -

|i se/ adm n# show application status ise

Drotix Full Access DEVICE: Device Type EQUALS All Device Typesfswilch Permit_aLL

F

¥

PRCCESS | D

6717
51 PROCESSES
9486
7804
10058
7718
9752
9712
9663
14979
15281
15248
15089
9962

| SE PROCESS NAME STATE

Dat abase Li stener runni ng
Dat abase Server runni ng
Application Server runni ng
Profil er Database runni ng
AD Connect or runni ng
M&T Sessi on Dat abase runni ng
M&T Log Col | ector runni ng
M&T Log Processor runni ng
Certificate Authority Service runni ng
pxGid Infrastructure Service runni ng
pxGid Publisher Subscriber Service runni ng
pxGid Connection Manager runni ng
pxGid Controller runni ng
ldentity Mapping Service runnin

pxGridiE B BB A (HE>&>RAHRH ;ﬁﬂii> pxCGrid), FAHERFEFEpxGridB &+, RE
E Y & BH A pxgrid/pxgrid-jabberd.log A pxgrid/pxgrid-controller.log.

AR

S8 B MpxGrid
pxLogf& A2 X £ Tomcat BB BF B B) 2R ]

1. EfEApxCGrid , FEISEFEMMELRAE (—EE&

SRESEFTE 5 —EEAREEE



) » AI{£Pxgrid Operations > Register users5c i LR E :

i, pxLog - Application integrating IPS
CISCO

Homepage

Ths 15 the homepage of pxgnd applicahon mtegratng IPS wath ISE.

Manage Rules
Pxgrid Operations * Register users

Logs Display Sessions
ClearLogs Display Sessions by IP
Resources Display Profiles

Display SGT

Display Users

Check capabilities
Quarantine IP
Quarantine MAC
UnQuarantine IP
UnQuarantine MAC

A B BRE -

] pxLog - Application integrating IPS with Cisco ISE
CISCO

Homepage
Femstraton

The Femstration process has started

Manage Rules

Pxgrid Operations 2

el Twe pEerid clients are being regstered on ISE
ClearLogs
Cme chent with Seasion privileges (te browssa zession data) and other with EF2 privileges (to execute quarantme)

Resources

Flease logm to ISE and approve registration by chicking *Approve®
Content of the page will be updated mtematcally every 5 seconds to nobfy of the users are approved on ISE

“Waitmg For the status to be updated
Watmg Eor the status to be updatzd.

2. HEEME , FEMEISELNEMERE (RRBEATEABBHE ) -



Idenkity;Services Englne ¢y Home  Operations | Policy | » GuestAccess | v

8 3 = - — —
ale System ..'é'-:i- Identity Management [l Metwork Resources |i—"4 Deavice Portal Manageament B pxGrid Senvices

Live Log

o Enable @ Disable @Appml.re @ Group W Decline amlale - d@p Refresh = Total Pending Approval(Z) -
O Client Name Client Description  Capabilities Status Client Group
O » ise-adminlise Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise-mnt-lise Capabilities(1l Pub, 0 Sub) Online Administrator
b pxclient session tast Capabilities(0 Pub, 0 Sub) Pending Sesslon

¥ pxclient eps tast Capabilities(0 Pub, 0 Sub) Pending EPS

R  pxLogE BEBEHNEES (BIBAJAXEL ) :

oession user: pxchent session registered and approved succesfully
EFPS user: pxclient eps regstered and approved succestully

ISEH&IE Ry 18 i F & BV ik BE 88 7R A Online = Offline ( A APending ) »

5 B82.pxLogiR RIE

pxLogABREBRMAFER , WRBEHEHITRIE, EEMEFHRA , 55:#FManage Rules:

I pxLog - Application integrating
CISCO

Homepage
Fules for the Enforer module.

IP5 sending syslog messages, Enforcer recemving and processing,

Manage Rules

Pxgrid Operations

o When the match agamst configured rules 15 found

Enforcer 15 automatically executing quarantne via pxgrid

ClearLogs

Resources

19 snort|

New Rule | | | Add New Rule |

BRI, EnforcerB A ERM BB EHEREHIERKRTI(RegEXp): "snort[y » WMRKE , ©E
SFAEIPHNE , WBIFEHE —Eut 2 e bit, EFEASELLBAS R, BEAFMEN , B
SHERKEAFD D 2Py ( EE ) BiBpxGridf@st, LT AERAERMARA (Fitn , A8
DIEEBRE ) -



3.5 — EDot xR

Microsoft Windows 7 TYESL B E B #Rdot1x &5, Cisco Anyconnect NAME# AEFERA. BEE
AERE 5 HRIBHERBHEAPEAP-PEAP) A %,

[

o] © s

@ Cisco AnyConnect Secure Mebility Client

W VPR

Metwork error. Unable to lookup host names.

- Connect

Limited Access - DNS Failure

0 Network:

Connected (10.221.0.240)

peap

g0 |

ISE Dot1x Full Access Authorization profile#i#/F, X#ER THEFINEFEUERTF T FIEFIE

3750#show authentication sessions interface g0/17

Interface: G gabitEthernet0/17
MAC Address: 0050.b6ll.ed31
| P Address: 10.221.0.240
User-Nanme: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node:  singl e- host
Qper control dir: both

Aut hori zed By:

VIan Policy: NA
ACS ACL: =xACSACLx-IP-PERMIT_ALL-53fc9dbe
Session tinmeout: NA
Idle tinmeout: NA
Common Session ID: 0A01000C000037E6BAB267CF
Acct Session ID: 0x00003A70
Handl e: 0xA100080E
Runnabl e net hods i st:
Met hod State
dot 1x Aut hc Success

Aut henti cati on Server

3750#show ip access-lists interface g0/17

permit ip any any



$B4. Microsoft Windows PCEX R BN EHa

EERNERERTTIL = 789Microsoft Windows E ¥ G E XS BENER

c:\> ping 10.222.0.61 -i 7 -n 1

WREPHSnotEREXE , WHHER, it , @pxLogBERMKBAFHEER

Sep 6 22:10:31 snort snort[6310]: [1:100124:0] ALERT {ICWP} 10.221.0.240 ->
10. 222.0. 61

% B¥5.pxLog

prog?%lBZ%\.uEii B HHETRE , WHRBERMZIPii, WRBELF , TAERE—#

Logs from the achons exscuted by the Enforer moduls

66 | SY5LOG | QUARANTINE | Sep 6 22:10:31 snort snort[6310]: [1:100124:0] ALERT fICMF} 10.221.0.240 -> 10.222.0.61 | 10.221.0.240

6. ISEFERE

ISEZR & 1P 31t B FRit :

abliai]is s I
cifgs  1dentity Services Engine <y Hame  Oparaioss |=  Poicg|®  GuaslAcesss v samisistaion| v

W Aurhesteaians Engpom Fralschion Semice Trodblasheal
) %

Papan Sl echar Endpaint Protection Service Audit
Favorites
From 0907 o014 120080 A 1o 00078014 121640 A
Erdpoint fratection Serdos Audit Logged AL Endpoint 1D F &ddross Dperation dparation Oparation O Aokt Sassion D
P mben . 2014-00-07 D0:LOAR0 gecapg] L :ED:A] L. FEL.0.340 fuiarantine LICEES! 14 1] An0COaNGETERRAS G
Dperation Type | &l - 201405907 00:10:32.9  gp.c0.86:11:ED:31 10.221.0.240 Guarantine  RUMMNG 15 0A01 00 000D 0RETEEEAR2 6T
* Tima Ranga Ty 1-'

Rt , EERERERE. BEMBBEALFERADIUS CoANE#Z i ER in Y ST VIR ARRE

o

Lieiie Miduiy | § M@ | alin g Laged ) fenllad

e Lisatiny farvican fighas

7% Hama Dpiatiat @ Falicy | »  doael Bnete v o RS W

i ket e
=T i *
HR o figered fag & b B i i
1] 1] ] 5} L]
[l - ap o o (=1 . =} - - T
. o RE. - - i £ Roi at - pite | Do Pud ' ddediy drog [
ij =
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IERCOAKRIEER | MBIFER A B 5 X B EH RIS BT A #(Permit_ICMP):

No. | Source | Destination | Protocol | Lengthl Info

580 10.62,71.146 10.62.97.40 RADIUS 326 Accounting-Request(4) (id=157, 1=284)

581 10.62,97.40 10.62.71, 148 RADTUS 238 Access-hccept(2) (id=113, 1=196)

582 10.62.97.40 16.62.71.148 RADIUS 62 Accounting-Response (5) (id=157, 1=20)
2536 10.62,97.48 18.62,71,148 RADIUS 176 Disconnec t-Request(40) (id=3, 1=134)
2537 18.62,71. 148 10.62.97.409 RADIUS 62 Disconnect-ACK({41) (id=3, 1=28)

2538 10.62,71.148 10.62,97. 48 RADIUS 394 Accounting-Request(d4) (id=158, 1=352)
2541 18.62,97.40 10.62.71,148 RADIUS 62 Accounting-Response (5) (id=158, 1=20)
2545 10.62,71.148 18.62,97. 48 RADIUS 272 Access-Request (1) (id=114, 1=238)
2546 10.62.97 .48 16.62.71.148 RADIUS 160 Access-Challenge (11) (id=114, 1=118)

1l

* Internet Protocol Yersion 4, Src: 10.62.97.40 (10.62.97.40), Dst: 18.62.71.140 (10.62.71.144)
¢ User Datagram Protocol, Src Port: 45806 (45806), Dst Port: mps-raft (176@)
= Radius Protocol
Code: Disconnect-Request (4@)
Packet identifier: 0x3 (3)
Length: 134
Authenticator: 2ledScdafeachf8765%a5eldceddds9s
= Attribute Value Pairs
FAVP: 1=6 t=NAS-IP-Address(4): 10.62.71.140
B AVP: 1=19 t=Calling-Station-Id{31): 06:50:B6:11:ED:31
P AYP: 1=18 tsAcct-Session-Id{44): 00003AGB
FAVP: 1=6 t=Acct-Terminate-Cause(49): Admin-Reset(t)
b AVP: 1=6 t=Event-Timestamp(55): Sep 7, 2014 00:00:00, 000000000 CEST
B AWP: 1=18 t=Message-Authenticator(80): 587cfbaf54769d8410921fd233b96427
EAVP: 1=49 t=Vendor-Specific(26) v=ciscoSystems(9)

AR FREER (KIRERHA ) -

3750#show authentication sessions interface g0/17
Interface: G gabitEthernet0/17
MAC Address: 0050.b611. ed31
| P Address: 10.221.0.240
User - Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e- host
Qper control dir: both
Aut hori zed By: Authentication Server
VIan Policy: NA
ACS ACL: =xACSACLx-IP-PERMIT ICMP-53fc9dc5
Session timeout: NA
Idle tineout: NA
Conmon Session ID: 0A01000C000037E7BAB7D68C
Acct Session ID: 0x00003A71
Handl e: OxEOO0080F

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Success

3750#show ip access-lists interface g0/17
permit icmp any any



5 BR7.pxLogBUH P it
EUREE K EEERATERUERBHZIRE

i fran]es pxLog - Application integrating
CISCO

Homepage
TnQuarantine IF address

Manage Rules

Pxgrid Operations &=

Logs IP Address | | UnQuarantine
ClearLogs

Resources 3 Succesfully ungquarantined ip: 10.221.0.240

Action

/0> Home  Operations |v  Policy | v

Authentications ] Reports ".'5. Endpoint Protection Service \ Troubleshoot

Endpoint Protection Service

Endpoint Operation

® *IP Address || | (Example: 1.2.3.4)
() *MAC Address
* Operation | Quarantine | Submit |

Update Information
Fora complete list, go to Operations = Reports = Endpoints & Users = Endpoint Protection Service Audit

Last Operation Status

RS, ISERUHFIRE
ISEBRRER AL FHHMME FHRERE (RTFTREBHBFTTE ) -
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B Autraricaticn s m % Endpaint Pactosion Bosice % TiCubisra e

R poat Selectar Endpeint Protaction Serdcs Audit
Farvorites
M FromQ#07 044 12:00:00 AM 1o 08072012 122510 AN
Endpoink Protection Serdoe Audk Lagged &1 Eitcipait I 1P Acklisia Gjraraticn fjpsration Sparation I Audl Seskion b

5F Akers - 20000507 02010082 ggeapellErs] L9.2219.2a0 Unguarartine  SICCESS 17 AL A00COa0NATET Ban e
* Tima Fanga Taday = 01409007 003L:10.200 ppoesfe1-E0:31  LOU221L00240 Unousrarcing  F-HHHNG 17 A1 O00COD003TEFHAETOESS
201409907 0GL0:IZ06  gosoaGll:E0c31 10.221.0.240 Quarantme  SUOCESS 16 0&0L 0000003 TEGAAERSTCF
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L pxLog - Application integrating IPS with
CISCO

Homepage

List of the users with active sessions downloaded from ISE wia pxgnd

Manage Rules

u

Pxgrid Operations *

Logs cisco | User Identity Groups:Employee,User Identity Groups:VPN,Unknown |
ClearLogs

Resources

e, pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

List of active sessions o0 ISE

g Riiles

Id User Domain MAC State  ESPStatus SGT Profile  NAS P MNAS Port

agrid Operations >

[¢] |c|9:u Ol 5B 1ED 3 Started Lnkngwn | 10.62.71.140 | GigabitEthametd/ 17 | Acct-Session-|d 00003472

Clearlsgs

st]rat]1y pxLog - Application integrating IPS with Cisco ISE using pxgrid

Honkapaas
Manage Rules Desplay sezmoe by [F address
Pxgrid Cperations - IP Value Action
IP Ackiress ﬁtl_lll .0.280 Cixzpla
Last ol the sasmess oind by TP

Id User Pomain MAC State  ESPStatus SGT Frofile  MNAS P
2 | clsco 00:50:66:11:E0:31  Started |Urknm.-.rn 10.62.71.140 | GigabitEthernam 1T | Acci-Session-ld Q0003472

tfvar]ie pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homepage

Lust of 5GT tags dowmloadsd from I5E wia prgrid

Manage Rules

Pxgrid Operations Id SGT Name SGT Description SGT number
Lags aldbedf0-3597-11e4-21d 200505600 313 | Marketing 3
Clearlogs Oc2ca0f0-3506-11e4-81d2-0050560¢3f13 | Quarantined  Users violating policies, limited access | 2
S 8 | 0c003db0-3597-11e4-B1d2-0050569¢3F3 | IT 2
17 2075d0-35%8- 11e4-31d2-0050569c 313 | Developement [
Ofced320-3548-11ed-81d2-0050569c 3(F3 | VPN | Aryconnect lkev? sessions 2
006 FOR0-2002-11ed-507 b-0050060F2 08 | ANY Ay Securlty Group BRI
cffabed0-2c0Z-11e4-907 b-00505662f0a | Unknown | Unknown Security Group ¥]
2

1cb527d0-3598-1 1ed-81d2-0050560c 33 | Finance Only for audits




o] pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

List of the profile downdoad frean TSE wa pagrsd

Mamage Rules

Pagrid Oparations  *

Logs Cad 630~ 2002 -1 1ad-207b-005056bF 2 08 | Keroxk-WarkCentre-5020-dn erow-DeviceXeroe-WorkCentre-5020-dn

bt 1657 b 140-Fe02- 11 24- 507 b-00505601 200 | Cisco-aP-Airanst-1240 Cisca-fevice:Ciico-deress-Paint: Cisco-AP-Airanst-1240
Ca3eldbd-3e02-11 ed-207 h-00505650 2f0s | Kerox-Phawer-6140dn Harow-NaviceMero-Phaser-6140d4n
T80 100-2e02- 11 e4-907 b-00G0 0601 200a | VMW are-Device W are-Davice
fETE410-260 9- 1 1ed -7 b-005056L2M08 | Cisca-WLC Chsca-Devica: Cisco-WLC
OeddDe ] 30- 20021 fad -007E-005056bI7 08 | Merox-Plaser-Bt0mip Waran-Nevice:Nero-Phaser-E80mip
Clydha2el- Zei02- 11 ed- 907 b-0050560 2108 | Merox-Plhaser-7500dx: Xerox-DeviceMerox-Phater-7o300dx
Zied3ed0-2e03- 1 ed-507b-00505652108 | Philips-intellivae Fhilips-Device:Philips-Incellive
15T FOA0-2e02- 11e4-907 b-00505 6612 0a | DLink-DAP-1532 DLink-Device: DLink-DAP-1522
Oeb5{500-2002-1 1ed-907b-005006b 208 | Merox-WorkCentre-5235 Neroe-Device:Xeroe-WorkCentre-5225

pxGridifi EER

18
BFR (A% ) —ATUR—BENRE. SEANEEER

- B — ARBE/ THEBRERE/EEER/SCTHEMN
- EPS — FARA#I{TIERH

= &\ MJava KeyStore

WHE AR , B Fin AR (pxLogMpxGridiZ #I25(ISE)) # A4 AL BEF E T LB . pxLoglEARER
HEIE L iE R 17 1EJava KeyStore g R/ -

. store/client.jks — BIEFAE RN BEREEN(CA)BE

. store/root.jks — ZIFISEHE | BRI R MBI B (MnT) BB FCARE
BRI FHREB(FER : cisco123). T LAFEWEB-INF/web.xml™ & 8 R B F %1%,
AT RE R #Java KeyStore 5 B8 -

1. EEVR (ZEME) 2WE , FFEACAE S (cert-ca.derfEFX AADERE R):

pxgrid store # keytool -inport -alias ca -keystore root.jks -file cert-ca.der

2. BUFERER  FEE—ARS (HRARVBESRE) .

3. BMnTH B EE AR IR E (cert-mnt.derRIEISEBMMN B EE , B ADERKE):

pxgrid store # keytool -inport -alias mmt -keystore root.jks -file cert-mt.der



4 BERVEFIRTIRE  FEACARS !

pxgrid store # keytool -inmport -alias ca -keystore client.jks -file cert-ca.der

5. EFFinTRENEAR

pxgrid store # keytool -genkey -alias clientcert -keyalg RSA -keystore client.ks -
keysi ze 2048

6. EZXFInSMEPEREEHERFR(CSR):

pxgrid store # keytool -certreq -alias clientcert -keystore client.jks -
file cert-client.csr

7. #&Zcert-client.csrl [ EA BN EFinmE ;

pxgrid store # keytool -inport -alias clientcert -keystore client.jks -file cert-
client.der

8. MEMECRERAETSERNES

pxgrid store # keytool -list -v -keystore client.jks
pxgrid store # keytool -list -v -keystore root.jks

AEXE . FRISE 138 #%E , JNEERESHEE , BEEMRCAZER., Hitk , ARMISERE
R#FEE , BRTESSL/ServerHellod EEHR M IMCARE . ESMHETAN (RIBRFC ) 2%
BENE SR ERE,

£ £

RAMZERE (WEFETH ) WpxGrid APIFATEMERE ., B RBEISEXEBISETHE , &=
WA MBCLIFMhostname T ER. AR , EFREAY XTI HBMITONSHEMN , Y EHBIEZX
IPith 3t I ity it EEVE K, MRISEXHAMIDNSHEMKY , FRHRAFEABIEITEHR,

A FEE REXREARNLEN (ZEHBERPIILE ) L mMARELREE A (FQDN)(FE
Lt1E R Alise.example.com),

PR A BEEEEH



BRI X BpxGrid AP, B—EEKRNS
pxgrid-sdk-1.0.0-167
EHE :
- BEENPxGrid JARER | AT R HR B RAJavalBRUABERE

. HEE M Java KeyStore R4l
. ERAEApxGriddy R BlJavaB B RAIIE T

REEFE

UTREANEEPHIHEERAAFEENZEMRAREFE, RECRETFHERN
RegExp#R Al |, iELE R AR A AR FR EpxLog#E &,

Snort

Snort A T RN EERFK B FER

host[id] [sig_gen, sig_id, sig_sub] [action] [nmsg] [proto] [src] [dst]

AT 2EA -

snort[6310]: [1:100124:0] ALERT {ICWP} 10.221.0.240 -> 10.222.0.61
WEEPHiERZFE—Eibi (BE ) 2elWE_@Etbit, AR EXZEBENERegEXpIIZEX
WEEIPihUREE, T 2SI MASBERME1001244% H|FA 2 IBFA 1% E (ICMP)BYRegExp £ 5l

snort[\.*:100124:.*] CWP. *
Cisco Adaptive Security Appliance(ASA)# 3l

EASARBEAETHTTP (RHI ) Rk , MENRK B EEW TR

Mar 12 2014 14:36: 20: %ASA-5-415006: HTTP - natched d ass 23:
M513-025_class in policy-nmap MS_Mar_2013 policy, UR natched -
Dr oppi ng connection frominside: 192.168.60.88/ 2135 to
out si de: 192. 0. 2. 63/ 80

B , AJLAE A BV RegEXpRIBIRIE LE S W IRIMINBEMIPHEL | ERKE — Bl 2 BIRYSE
— {Rl sk,

Cisco SourcefireF it A @ MR B(NGIPS)

LU £ Sourcefire BGEI 8BS E% B RAIE &

Jan 28 19:46:19 IDS01 SFIMs: [CA IDS] [Policyl]l[119:15:1] http_i nspect: OVERSI ZE



REQUEST- URI DI RECTORY [Cl assification: Potentially Bad Traffic] [Priority: 2]
{TCP} 10.12.253.47:55504 -> 10.15. 224. 60: 80

B  RENBEIPHIUFEHE K RDACLAARNEE, i SRERBIBNESR  Fit
pxLog# R BT LA R ¥ HHRY o

Juniper NetScreen

LA RERJuniper AR BRI FFERS (IDP)EEMN ROE R -

dayl d="20061012" recordl d="0" ti meRecv="2006/10/12

21:52:21" timeGen="2006/10/12 21:52:21" donai n="" devDomVer 2="0"

devi ce_i p="10. 209. 83. 4" cat="Predefined" attack="TROJAN:SUBSEVEN:SCAN"
srcZn="NULL" srclntf="NULL" srcAddr="192.168.170.20" srcPort="63396"

nat Sr cAddr =" NULL" nat SrcPort="0" dstZn="NULL" dstIntf="NULL"

dst Addr="192. 168. 170. 10" dst Port="27374" nat Dst Addr =" NULL" nat Dst Port ="0"
protocol ="TCP" rul eDomai n="" rul eVer="5" policy="Policy2" rul ebase="1|DS"
rul eNo="4" acti on="NONE" severity="LOW alert="no" el aspedTi ne="0" inbytes="0"
out byt es="0" totBytes="0" inPak="0" outPak="0" totPak="0" repCount="0"
packet Dat a="no" var Enume" 31" mi sc="<017>"interface=et h2" user="NULL"
app="NULL" wuri="NuULL"

WEERIPH it o] AR A X IREL.

Juniper JunOS

JunOSH{LL :

Jul 16 10:09: 39 Juni perJunCS: asp[ 8265] :
ASP_IDS_TCP_SYN ATTACK: asp 3: proto 6 (TCP)
ge-0/0/1.0 10.60.0.123: 2280 -> 192.168.1.12:80, TCP
SYN fl ood attack

Linux iptables

THER—Linux iptables ="l

Jun 15 23:37:33 netfilter kernel: I|nbound I N=l o QUT=

MAC=00: 13: d3: 38: b6: e4: 00: 01: 5¢: 22: 9b: ¢2: 08: 00 src=10.0.0.1 DST=10. 0. 0. 100 LEN=60
TOS=0x10 PREC=0x00 TTL=64 |1D=47312 DF PROTO=TCP SPT=40945 DPT=3003 W NDOW32767
RES=0x00 SYN URGP=0

IR LAE R EARIRME, xtables, rpfilters, ERAEEFREBRHNSHNEEE AR ERITH
%\: La%ﬁgﬂo

FreeBSD IPF5 X f(IPFW)

AT 2IPFWHSH F BRIVEFIFA R

Sep 7 15:03:14 delta i pfw. 11400 Deny UDP 10.61.216.50 10.81.199.2 in via fxp0O
(frag 52639:519@1480)



VPNELAE AICoAR

ISEEESARIRCoARER B EFEE B,

- HRE#£802.1x/MAC B P B B 1T(MAB),ISEEIXCoOAE BN RHRE , ESBRE_XEMHER
o

- BAELR802.1x/MAB |, ISEfEIXCoARR IR , B EWBBE_XFHERE.

- 5ASA VPN |, ISEEIXM N T HIDACLMICOoA ( BEZ X B EE ) .
EPSIE/EE, EHTIRBHE , THRIREECARIEERN S, BREFR/ERERE , ETRRE (FT
1802 1x5ER 5 B A LUE I i B 55 — HEAPR ). 1BR , EASAREICOAKR LR  ERRESRE
VPNEFE K RinEAESEFEUTER

| — — :
Cisco AnyConnect i

The secure gateway has terminated the VPM connection.
I % The folleaing rnessage was received frorm the secure gateway: COA&
inntiated

BEME AR ER 5 R LR HIAnyConnect VPN B BIEFTER ( EXMLEERERHEE )
. Autoreconnect , EEEEVPNBEB X L EREFEEA LK MARAREERILE

- Always-on , TEIEE I HAnyConnect B BV EFTE L 5
BIEREN 7THERE , ASAL 2B IBEMMNEXEREID, RISENAERE  ER—EHEE , XAXR
EHEBTREEAR., HRVPN , KIHHMACH I th FEEAEZER | BEF/FEiRdot1 xR,

R REMHIEPSRISE—HIETT , WRIFSFBIEERAICoAR R, LLIhREMEISEMRA1.3.14
5l Ao

pxGrid S1ERSFEM B R G R
BT RpxGrid & R A FIBR RIS R0 EE

. LogRhythm ( Z2EANEHEE , SIEM ) — X ERRIREF#H(REST)AP
. Splunk(SIEM) — Z&REST API

- HP Arcsight(SIEM) — X #EREST API

. Sentinel NetlQ(SIEM) — & X #pxGrid

- Lancope StealthWatch(SIEM) — 52 X #pxGrid

. Cisco Sourcefire — 58 X #pxGrid 1HCY 15



- BRBREZ R E(WSA) — sTERE20145F4 A X EpxGrid
UTREMEERHMBIRTR

- ATHE (RTEREE )
- Emulex ( ERBHENAES )
. Bayshore#8i% (BhE # & K (DLP) M B A (10 T) SR BE)
- Ping & 10( & 2 M EE (AM)/E B Z A (SSO))
- Qradar(SIEM)
- LogLogic(SIEM)
. Symantec(SIEM amdiji B % B & (MDM))
a2 EMarketplacefB R EH 8% , BT ENLLMREREE,

ISE API:REST vs EREST vs pxGrid

ISERRZAS1. 3R = EH FIRAPI,

LTREBER
REST S EBREST pxGrid

" i AL RBEE ERE BB -
EEmAHRE (ESHTTPEHRE ) (EAHTTPEHRE ) B2
Fral o Bt = B (ERSERE ) = ()
Bl MnT MnT MnT
Sy tcp/443(HTTPS) tcp/9060(HTTPS) tcp/5222(XMPP)
HTTP % GET GET/POST/PUT EEEYE
FERRRA = B B
BE T RS % RS
CoA#& It TE = &
COAEFERE Y& = X E
FRERE B = B
RimiRE B = B
Rim B RE B = B
FEEt(IP. MAC) & & 2
RERE(P, MAC) & & 2
PortBounce/Shutdown & S =
SEERAERE B = B
SEMAFRE B = B
R ERE B = =
R EERRE B = =

PRk A ISERRAS1.3. 112V i — CoAX B,

TR

pxLog Al LA ¥t Sourceforge T #o

ETSHBFREMN(SDK), BRpxGrid ZFSDKFAPINIE , FBHEENEFERFIENEFE
o


https://marketplace.cisco.com/catalog/search?utf8=%E2%9C%93&commit=Find+Solutions&search%5Btechnology_category_ids%5D=51
http://sourceforge.net/projects/pxlog/files/

P

- Cisco ISE 1.2 REST API

. Cisco ISE 1.24\ZRESTE &R API
. BBISE1.3EEBiEE

. F i Z EBR X # - Cisco Systems
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