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i pv6 uni cast-routing
i pv6 cef

ip local pool FlexSpokes 10.1.1.176 10.1.1.254
i pv6 | ocal pool Fl exSpokesv6 2001: DB8: O0: FFFE: : / 112 128

crypto i kev2 authorization policy default
ipvé pool FlexSpokesv6

pool Fl exSpokes

route set interface

crypto i kev2 keyring Fl ex_key

peer ALL

address ::/0

pre-shared-key | ocal cisco

pre-shared-key renote cisco

|

crypto i kev2 profile Flex_|I KEv2

match identity renpte address ::/0

authentication renote pre-share

aut hentication |l ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default

virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

interface Virtual - Tenpl atel type tunnel
i p unnunbered Loopbackl100
ip ntu 1400
ip nhrp network-id 2
ip nhrp redirect
ip tcp adjust-nmss 1360
ipvé ntu 1400
ipvb tcp adjust-nss 1358
ipv6é unnumbered Loopbackl00
i pv6 enabl e
i pv6 eigrp 65001
ipvé nhrp network-id 2
ipvé nhrp redirect
tunnel mode gre ipvé
tunnel protection ipsec profile default

interface Ethernetl/0

description LAN subnet

i p address 192.168.0.1 255.255.255.0
i pv6 address 2001: DB8: 1111: 2000: : 1/ 64
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i pv6 enabl e
i pv6 eigrp 65001

interface LoopbackO

ip address 172.25.1.1 255. 255. 255. 255
i pv6 address 2001: DB8::1/128

i pv6 enabl e

ip route 192.168.0.0 255.255.0.0 NullO
ipvé route 2001: DB8: 1111::/48 Null 0

ip prefix-list ElGRP_SUMMARY_ONLY seq 5 permt 192.168.0.0/16
ipve prefix-list El GRP_SUMVARY_v6 seq 5 permit 2001: DB8: 1111::/48

router eigrp 65001

distribute-list prefix El GRP_SUMVARY_ONLY out Virtual - Tenpl atel
network 10.1.1.0 0.0.0. 255

network 192.168.0.0 0.0.255. 255

redistribute static netric 1500 10 10 1 1500

ipv6 router eigrp 65001
distribute-list prefix-list El GRP_SUMVARY_v6 out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500
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i pv6 uni cast-routing
i pv6 cef

crypto | oggi ng session

crypto i kev2 authorization policy default
route set interface

crypto i kev2 keyring Fl ex_key

peer ALL

address ::/0

pre-shared-key | ocal cisco
pre-shared-key renote cisco

1

crypto i kev2 profile Flex_| KEv2

match identity renote address ::/0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand
interface Tunnel 1

description Fl exVPN tunne
i p address negoti at ed



ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-mss 1360
del ay 1000
ipvé mu 1400
ipvé tcp adjust-nss 1358
ipv6 address negotiated
ipvé enable
ipv6é nhrp network-id 2
ipv6é nhrp shortcut virtual-template 1
ipv6é nhrp redirect
tunnel source Ethernet0/0
tunnel mode gre ipvé
tunnel destination 2001:DB8::1
tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernetl1/0
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-mss 1360
del ay 1000
ipvé mu 1400
ipvé tcp adjust-nss 1358
ipvé unnumbered Ethernetl/0
i pv6 enabl e
ipv6é nhrp network-id 2
ipv6é nhrp shortcut virtual-template 1
ipv6é nhrp redirect
tunnel node gre ipv6
tunnel protection ipsec profile default
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router eigrp 65001
network 10.1.1.0 0.0.0. 255
network 192.168.101.0 0.0.0. 255
passi ve-interface default
no passive-interface Tunnel 1

i pv6 router eigrp 65001
passi ve-interface default
no passive-interface Tunnel 1
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fisE B BT E(EHEAMESERA)XEX Xshowin . AR L EZFS T ERRR
showidn i H 89 2947 o
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EoXEBENPOEECHIREENEEE —Binternet & BT A2(KEV2) 25 , ZEBFEER
FRUIREE , W B — B SR MEEANKAGE, EXRMSP | BRABEREIGRP , ALtLEM
{BEIGRPH % :

- show crypto ikev2 sa
- show ipv6 eigrp 65001 neighbor
- show ip eigrp 65001 neighbor

Spokel#show crypto i kev2 sa
| Pv4d Crypto | KEv2 SA

IPv6 Crypto IKEv2 SA

Tunnel -id fvrflivrf St at us
1 none/ none READY
Local 2001: DB8: 0: 100:: 2/500
Renbte 2001:DB8::1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth
verify: PSK
Lifel/ Active Tine: 86400/ 1945 sec

Spokel#sh i pv6 eigrp 65001 nei ghbor
El GRP- | Pv6 Nei ghbors for AS(65001)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) (s) Cnt Num
0 Li nk-1 ocal address: Tul 14 00: 32: 29 72 1470 0 10

FE80: :A8BB:CCFF:FE00:6600

Spokel#show i p ei grp nei ghbors
El GRP- | Pv4 Nei ghbors for AS(65001)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 10.1.1.1 Tul 11 00:21:05 11 1398 0 26

EIPv4H | EIGRPEA S EAEHZFBMIPHY ; £ E—BRAIHP , ©EREZSFIPHENE10.1.1.1,

\PvefE A it SR b a1t ; FEASRBIS | B0 2FES0::A8BB:CCFF:FE00:6600, i fApingdi B &
RER RS BB H At EREIPELR

Spokel#ping FE80::A8BB:CCFF:FE00:6600

Qut put Interface: tunnell

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to FE80:: A8BB: CCFF: FEOO: 6600, tineout is
2 seconds:

Packet sent with a source address of FE80:: ABBB: CCFF: FE0O: 6400% I unnel 1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/5/5 ns

DX D XRMEE
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PXEDXEEETHERD . EABENDPngdh © A FFREREER

Spokel#ping 2001:DB8:1111:2200::100 source el/0

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 2001: DB8:1111:2200::100, timeout is 2 seconds:
Packet sent with a source address of 2001: DB8:1111:2100::1

Success rate is 100 percent (5/5), round-trip nmn/avg/max = 5/8/ 10 ns

REEWESIENEN  ERARE
 BEBES XIS XRERTERINERBENE |

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface Virtual - Accessl, changed
state to up

YCRYPTO- 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is UP.

Peer 2001: DB8: 0: 200: : 2: 500 Id: 2001:DB8:0:200::2

. AR IKEV2ESEARAE -

Spokel#show crypto ikev2 sa
| Pv4d Crypto I KEv2 SA

| Pv6 Crypto | KEv2 SA

Tunnel -id fvrf/livrf St at us
1 none/ none READY
Local 2001:DB8: 0:100::2/500
Renote 2001: DB8:: 1/ 500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Gp:5, Auth sign: PSK,
Auth verify: PSK
Life/ Active Tinme: 86400/ 3275 sec

Tunnel -id fvrf/livrf St at us
2 none/ none READY
Local 2001:DB8: 0:100::2/500
Renpte 2001:DB8:0:200::2/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK
Auth verify: PSK
Lifel/ Active Tinme: 86400/ 665 sec

AER  AMEFEXERTA - —EREEP O, —ERERIER.

.- BRFENHRP:

Spokel#show i pv6 nhrp

2001: DB8: 0: FFFE: : / 128 vi a 2001: DB8: 0: FFFE: :
Virtual - Accessl created 00:00: 10, expire 01:59: 49
Type: dynanic, Flags: router nhop rib nho

NBMA address: 2001:DB8:0:200::2
2001:DB8:1111:2200::/64 via 2001:DB8:0:FFFE::
Virtual - Accessl created 00:00: 10, expire 01:59:49
Type: dynanic, Flags: router rib nho

NBVA address: 2001:DB8:0:200::2

B L #ER , 2001:DB8:1111:2200::/64 ( Spoke2HYLAN ) AI3&i82001:DB8:0:FFFE: : ( Bl
Spoke2f Tunnel1 /M H LEY 3 IPveitiit ) S . Tunnel1 N E BB IEEEZ I
(NBMA) #:31£ 2001:db8:0:200:: 2518 | b i1t £ BFEE 5 A& Spoke 2t IPV6HE 4t .
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Spokel#sh crypto i psec sa peer 2001:DB8:0:200::2

interface: Virtual - Accessl
Crypto map tag: Virtual-Accessl-head-0, |ocal addr 2001:DB8:0:100::2

protected vrf: (none)
|l ocal ident (addr/mask/prot/port): (2001:DB8:0:100::2/128/ 47/ 0)
renote ident (addr/mask/prot/port): (2001:DB8:0: 200:: 2/ 128/ 47/ 0)
current _peer 2001: DB8: 0: 200:: 2 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 196, #pkts encrypt: 196, #pkts digest: 196
#pkts decaps: 195, #pkts decrypt: 195, #pkts verify: 195

(...
- BRI IR E N CEFRRE :

Spokel#show i pv6 route

(.-)

D 2001: DB8:1111:2200::/64 [90/27161600]
via 2001: DB8: 0: FFFE: :, Vvirtual-Accessl [Shortcut]
vi a FE80: : A8BB: CCFF: FEOO: 6600, Tunnel 1

(.-)

Spokel#show i pv6 cef 2001: DB8:1111: 2200:

2001: DB8: 1111: 2200: : / 64

next hop 2001: DB8: 0: FFFE: : Virtual-Access

RER: AR

REHRENEF AR R YRS 1T SRR

BHEE - 5£F debug IEH 28T , SEESBIEES Debug ETHEEEA,

B\ R debug 4 ) B fE3 17 SR B HE AR

- FlexVPN/IKEv2#llIPsec: debug crypto ipsecdebug crypto ikev2 [packet|internal]
- NHRP ( EE54¥8R5T )
- debug nhrp pack
- debug nhrp extension
- debug nhrp cache
- debug nhrp route
MEELWSHFMERN , 528 Cisco IOSERBTIEE, FIBERZA,
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