FlexVPNEBE : FRAEAP-MD58 AnyConnect
IKEv23& % 7 EX

|I0S — B RE

|0S - AAAFIRadiusit i&
ACSHI R Bl &

|OS FlexVPNEL &
WindowsFi &

#CAE AWindowsfE{E
i B AnyConnect XMLEL & 15 2
B

|OSE& H 28

Windows

£ HE S HEE

T — N8 1l
HEEH

bl

AR A AEAFlexVPNIT EAEIOS LR ERBH BN ROEE.

BiHABVPNAFEASEERRENKREFHRBBEAZ2NE ( HIMBEBRERRE ) T2 itERE
NEAHREMR, EFFERKNSERTD , VPNEREEE A IKEV2HH ER Cisco IOSEEH AR L& LE,

AE RN B B IBEAP-MD5 )5 3% F F IZEUIZ 4 A IR 25 (ACS) i F i B E TER B FNIRAE,

DR
L B



Cisco IOSEHESEME N E — — @ [mACS 5.3:

Wia 7 with ALS 5.3

Anyconnect 3.1 105 Router 192 168 56 .0/24
1011.0/24

=R
RIHREREBER,

AT
AR B FFAR IR T SRR -

.ACS53, %716
- BRA15.2(4) MERBE A IOS R HH 2%
. FRAAnyConnect 3.1.010658Windows 7 PC

i
A2 EBREAR MBS AR F 28 AHEFIR EFA.

7R

EIKEVI® | XAUTHERE1.5ME | B LAEIOSHK B Es4# |+ LU % £ FIRADIUS/TACACS+iE i
HITEAERE. IKEV2ZARBXEXAUTHH R, TEEREEAPKE | EIKE_AUTHREER K
o MAMEBRENIKEV2ERET , MEAPRRFTEAHMIZE,

EAPXEMEE :

i

T

. JBiE — EAP-TLS. EAP/PSK. EAP-PEAP%

- JER%E — EAP-MSCHAPv2, EAP-GTC, EAP-MD5%
EAREIGH , EREBEENPHEAP-MDS , RATRERTEACS 5.3FXEMNEAPHI S 3 5E
Fiko

EAPREEANEBRRER (PR ) HIEES (&RHIHRIOS) .

|0S4D%4 % B

I0S - CA

B, SCEERUBEREEMNCALRIOSHEHFEL S D BE. EAERSREXBERFER
HEREY & 2o


/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

|IOS EMICAELE M FFIR

crypto pki server CA

grant auto

hash shal

eku server-auth client-auth

BEETRERSBAE (EAPEEServer-Auth , ¥/ARSA-SIG , HEEEF % — Auth )
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ip http server

crypto pki trustpoint CA-self
enrollment url http://10.1.1.2:80
fgdn 10.1.1.2

ip-address 10.1.1.2

subject-name cn=10.1.1.2, o0u=TAC
revocation-check none

eku request server-auth client-auth

AREBERE WAEMRE

(config) #crypto pki authenticate CA-self
Certificate has the following attributes:
Fingerprint MD5: 741C671C 3202B3AE 6E05161C 694CA53E
Fingerprint SHA1l: 8C99513C 2198470F 7CB58FA2 32DS8AA8D FC31D1ED
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

Rl (config) #crypto pki enroll CA-self

oe

Start certificate enrollment

oe

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: cn=10.1.1.2,0u=TAC

oe

The subject name in the certificate will include: 10.1.1.2

oe

Include the router serial number in the subject name? [yes/no]: no
The IP address in the certificate is 10.1.1.2
Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

oe

oe

% The 'show crypto pki certificate verbose CA-self' command

will show the fingerprint.

Rl (config) #

*Dec 2 10:57:44.141: CRYPTO_PKI: Certificate Request Fingerprint MD5:
BFS8EF4B6 87FA8162 9079F917 698A5F36

*Dec 2 10:57:44.141: CRYPTO_PKI: Certificate Request Fingerprint SHAL:
AC13FEA3 295F7AE6 7014EF60 784E33AF FD94C41D

Rl (config) #

*Dec 2 10:57:44.198: $PKI-6-CERTRET: Certificate received from
Certificate Authority
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aaa new-model

radius-server host 192.168.56.202 key cisco
aaa group server radius SERV

server 192.168.56.202

aaa authentication login eap-list group SERV
aaa authorization network eap-list group SERV

ACS# %6 i i

Bt , EACSH 71837 #4838 2 B (Network Resources > Network Devices and AAA Clients >
Create):
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Crezcrigtion:

IEErEy Croup A1 Grous | Select |
Fassward Infermatien
Password rdst

® Cirlain 4 - 32 charact=rs

# Passeart] Type Itterral Lisers Select
¢ Password: [TTTr]

Confirm Passsord [T

Chanee pass=woard ononest bgn
Usar Infarmatian
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MIBERELETRE, EATRAIH , ERIKETEST, BBH4EAA "ciscou

BRI,

General

MName: IKETEST

Description:
ldentity Group: All Groups
Password Information

Fassword must;
e Contain 4 - 32 characters

Password Type: Intermal Users
Fassword: T
Confirm Passwaord: SRR BRER

Change password on next login

User Information

Enable Password Informatian
Paszword rmust:

e Dionlain £ - 37 cheracl=rs

Frabie Prssmrrd

anmrn Pessscrd

, AR ERIOSEIER

Status: Enabled ~ ©

Select

Select

There are no addibonal identity attnbutes defined for user records

= Pola wymagane

ETR , BEAEEZER B (Policy elements > Authorization and Permissions > Network

Access > Authorization Profiles > Create).
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: http://www.cisco.com/en/US/docs/ios-xml/ios/sec _conn_ike2vpn/configuration/15-2mt/sec-apx-
flex-rad.html

Grperal S Tezks | RADIUS Attributes
Cornimion Tasks AT a2z
Atnbute Type= wala=

Maruially Erinne
Sllribule T walaz

Framed-P-Address FI-.JC Addness §3.160.100.200
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Access Policies = Access Senvices = Default Network Access = Edit: "Dafault Metwork Access®
General  Allowed Protocols

¥ Frocess Host Lookup

Authentication Protocols

P [7] Allow PAPIASCI

» Allow CHAP

» Allow MS-CHAP
L Al MS-CHAPZ
b [ Allow EAP-MDS

(] Al EAP-TLS

[ Allony LEAP

b Allow PEAP

» Allow EAP-FAST

Prefemed EAP protocol | LEAF

_ Submit | _ Cancel _
]

ESRRBPARYREIYI7BECEINRERERER, EEEBRT , BS$EINDG:Location in
All LocationstV &4 , Ht ¥ A FTBERadiusREFRE R , AFIRMPOOLIREE BIER ( B K>
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General

MName; Hule-1 atatus Enabled - B

L4k The Customize button in the lower right area of the policy rules screen controls which policy
candiions and results are available harg for Lse in palicy rules.

Conditions

+ MNOG Location:  IF -~ Al Locations Select

Time And Date: -AMNY-

Results
Authorzation Profiles:
FOOL =
Wou may s2lect multiple suthonzadon profles. Atrbutes defined
in muttiple prafiles will use the value from the first profile defined
-
Select |

MREHETUERETRE | CEXEHNEIOSH MR LETRE -

Rl#test aaa group SERV user3 Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username 0 "user3"
addr 0 192.168.100.200
route-set 0 "prefix 10.1.1.0/24"

|IOS FlexVPNEL B

BREERIIKEV2EZNRB(ETRETEER , F2MCSCtn59317), EXRflHR , RAEH—E
IP3th4ik(10.1.1.2) 2 3 3R BE o

crypto ikev2 proposal PROP
encryption 3des

integrity shal

group 2

crypto ikev2 policy 5

match address local 10.1.1.2
proposal PROP

K& BUSBEIERERNIKEV2E BRERMNIPsech BRER,
HRIZREE BB RERAnttp-url cert,

crypto ikev2 profile PROF



match identity remote address 0.0.0.0

match identity remote key-id IKETEST
authentication remote eap query-identity
authentication local rsa-sig

pki trustpoint CA-self

aaa authentication eap eap-list

aaa authorization user eap list eap-list IKETEST
virtual-template 1

no crypto ikev2 http-url cert

crypto ipsec transform-set transforml esp-3des esp-sha-hmac
crypto ipsec profile PROF

set transform-set transforml

set ikev2-profile PROF

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF

EARIR | RIBEACSE B2 M A fE M EIKETESTRERE.

Windowsiii &
HECAE AWindows{EE

[EHIOSEMCARE (HRELHSOHRELRSNE -5 )

Rl (config) #crypto pki export CA-self pem terminal

Q

% CA certificate:

MIIB8zCCAVygAwIBAgIBATANBgkghkiGIwOBAQUFADANMOSwCQYDVOODEWIDOTAE
FwOxMJExXM]jYxNzMzMz1aFwOxXNTExXM] YxNzMzMz1aMAQOxCzAJBgNVBAMTAKNBMIGE
MAOGCSQGSIb3DQEBAQUAAAGNADCB1IQKBgQCVDR4A1HOCrj42QfHpRUNU4EYFrLR8H
ThPanXYV+GdCBmu53pDILEOOASEHBYD6DYBx01EZuDsi01J7t2MPTguB+YZe6V40
JbtayyxtZGmF7+eDgRegQHHC394adQQW120jgQiuTHeRDTgDIJR815gN2Ee+KOsr3
+0jnHjUmXb/I6QIDAQABO2MwYTAPBgNVHRMBA L SERTADAQH/MAAGAIUADWEB /wQE
AwIBhjAfBgNVHSMEGDAWGBTH5SAdh69g4HAJUulLQYLbYHONkO9 zzAdBgNVHQ4EFgQU
x+UnYevauBwCbpS0GC22BIDZPc8wDQYJKoZIhveNAQEFBQADgYEADtBLINXnl+LC
PIgJOnl/jH5p2IwV1zwbPbZc0sZ9mn54QagrhmhbHnmgKQJ1l/20+JPE6p+4noICg
VBrxoiX2KYQ1OwmEScPpQ2XJ9vhGgtQ4Xcx3g2 0HhxxFDfp2 XuW7hwU0W8dTCmZw
4vodj47gEXKI6pGuzauwIMNlxhkNarc=

#BEGIN CERTIFICATEFIEND CERTIFICATE 2 &Y #8 2 #2 530 B E F|Windows B FEEA
, REMER/ERCAcrto

FETRREEASEENRRERRLE (LW TRE-RERE-BAR BN TR
EENREBHEREE ) |



Certificate Import Wizard lé.

Certificate Store

Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate skore, or wou can specify a location For
the certificate.

fukormatically select the certificate skore based on the tvpe of certificate
@ Place all certificates in the Following store

Certificake stare:

Trusked Roaok Certification &uthorities

Learn more about cerkificate skores

! < Back || Mext = || iZancel

fit lAnyConnect XML [l 1% 5=

£ C:\ProgramData\Cisco\Cisco® , AnyConnect Secure Mobility Client\Profile 2 &%
whatever.xmly B ELATAR :

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsil:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">

<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforeLogon>
<AutomaticCertSelection UserControllable="true">
false</AutomaticCertSelection>

<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>



<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4, IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">DisconnectOnSuspend
</AutoReconnectBehavior>
</AutoReconnect>
<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">
Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>IOSEAP-MD5</HostName>
<HostAddress>10.1.1.2</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-MD5</AuthMethodDuringIKENegotiation>
<IKEIdentity>IKETEST</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>
</AnyConnectProfile>

BR10112RBEA S HRBEWANCN=10.1.1.25£HE,
y: oS
FEHERS , REASSL VPN , HtFERAREIOS LA THTTPEARSS(no ip http server), &AI
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fﬁ.' Cisco AnyConnect Secure Mobility Client =

Please enter wour username and password,

[CSEAP-MDG

l::_&l Cisco AnyConnect | IOSEAP-MD5

Please enter wour username and password,

Isername: user3

Passwiord: R

Cancel

&, ERESER.

BB
IOSEk 8%

Rl#show ip inter brief | i Virtual
Virtual-Accessl 10.1.1.2 YES unset up up
Virtual-Templatel 10.1.1.2 YES unset up down
R1# show ip route 192.168.100.200
Routing entry for 192.168.100.200/32
Known via "static", distance 1, metric 0 (connected)
Routing Descriptor Blocks:
* directly connected, via Virtual-Accessl
Route metric is 0, traffic share count is 1
Rl#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote fvrf/ivrf Status
1 10.1.1.2/4500 110.1.1.100/61021 none/none READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: RSA, Auth verify: EAP
Life/Active Time: 86400/94 sec
IPv6 Crypto IKEv2 SA
Rl#show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation



X - IKE Extended Authentication, F - IKE Fragmentation
Interface: Virtual-Accessl
Uptime: 00:04:06
Session status: UP-ACTIVE
Peer: 192.168.56.1 port 61021 fvrf: (none) ivrf: (none)
Phasel_id: IKETEST
Desc: (none)
IKEv2 SA: local 10.1.1.2/4500 remote 10.1.1.100/61021 Active
Capabilities: (none) connid:1 lifetime:23:55:54
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 192.168.100.200
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 1 drop 0 life (KB/Sec) 4160122/3353
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 4160123/3353

& 0] LA 17§85 (debug crypto ikev2),
Windows

FEVPNH AnyConnecti#yAdvancediZBEH , A LA ZERoute Details SR 2 ZIRZE R

% Cisco AnyConnect Secure Mobility Client =

'L'.'_{é!&' AnyConnect Secure- Mo ility Client

Status Overview i i

Freferences | Statitics  Roubs Debals | Frewal

Message Hisbory

Houte Details

Metworks

Secured Routes [IPwd]

Weh Security 10.1.1.0/24

EXE & HEE

. BRCE , EIKEV2H , BSHATRERB M ENTEM R P F(GES B EREERRID
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aaa authorization user eap cached



https://tools.cisco.com/bugsearch/bug/CSCtn59317
//tools.cisco.com/RPF/register/register.do

- BRIEBRERRE Tciscol EITH/MERERE, EEARARSEREE

aaa authorization user eap list SERV (without any paramaters)
HRAEKERAEREAFERENEE ciscos HERAnyConnectF IR FETERE , &E
BT ERRFERAENER,

- MR BETAIREE , A S0 AT 8 3 AG H R 48 Cisco TAC:debug crypto ikev2debug
crypto ikev2 internal DART#

- WNRKRFEHASSL VPN |, FEEEZ Aip htpfal ARES(no ip http server)s & A , AnyConnecti§ E &
ERFHTTPRIRSELEWER "ERBAEREEERBETI#, .

T—RInFB Bl

LRERAHSE | URRRDNIEGESE.
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BHEBNBRNER  FHBU TR

: http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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