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Error: Unable to establish IPM v2 / RMCP+ session Error

Info: cannot activate SOL payload with encryption
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ipmitool lan print

Set in Progress
Aut h Type Support

=EIERHR, flw,

: Set Conplete
: NONE MD5 PASSWORD

Auth Type Enabl e : Call back : NONE MD5 PASSWORD
. User . NONE MD5 PASSWORD
: Operator : NONE MD5 PASSWORD
: Admin : NONE MD5 PASSWORD
. CEM :

| P Address Source : Static Address

| P Address ;0 192.0.2.2

Subnet Mask : 255.255.255.0

MAC Addr ess : 00: le: 67: 0a: 24: 32

SNMP Community String
| P Header

BMC ARP Contr ol
Gratituous ARP Intrvl

: I NTEL

: TTL=0x00 Fl ags=0x00 Precedence=0x00 TOS=0x00

. ARP Responses Enabl ed, Gratuitous ARP Di sabl ed
: 0.0 seconds

Default Gateway |P :192.0.2.1

Def ault Gateway MAC : 00: 00: 00: 00: 00: 00
Backup Gateway | P : 0.0.0.0

Backup Gateway MAC : 00: 00: 00: 00: 00: 00
802.1q VLAN ID . Disabl ed

802.1q VLAN Priority 0

RMCP+ Ci pher Suites 0 1,2,3,6,7,8,11,12,0
Ci pher Suite Priv Max ;. XaaaxXXaaaXXaaXX

REER

1% . REAEALS

ipmitool -I lanplus -H XXX.XXX.XXX.XXX

BREBWILEHERHER ?

X=Ci pher Suite Unused
c=CALLBACK

u=USER

0=0OPERATOR

a=ADM N

OC=CEM

TIERE?

-U admin sdr



Error: Unable to establish IPM v2 / RMCP+ session
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828 ERERAUTRTETER

ipmitool -I lanplus -H XXX.XXX.XXX.XxX -U admin sdr

SR REWRBLIRER ?

Info: cannot activate SOL payload with encryption

REEAEAATHTETER (EREEECANERES) -

ipmitool -I lanplus -H XXX.XXX.XXX.XXX -C 3 -U admin sdr

B4 MARBRER? ERERAUTHTETER

ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr

EFHERE PR EERILEEER ?

RAKP 2 HWAC is invalid

#54  BIAGUIEREEEZNE , AREH.
MAREEER ? ERFEAUT R ETER !

ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XxxX -C 3 -U admin sdr

HEfmH P RS R IMER?

RAKP 2 nessage indicates an error : unauthorized name

%64 . i#1EUser > Local Configuration > User Management

- B TestLomUser
-REAEAGEBRREREER
. 1iE 1 Allow Lights-out Management Access

3



User Configuration

User Narma TestomUser

Authentication Use External Authentication Method
Pazsward L IIITITT L)

Confirm Passwaord Tl

Mairmurn Mumber of Failed Lagins 5

Minirmum Passward Length 5

Days Until Passward Expiration 0

Days Before Password Expiration Warning 0

Force Password Reset on Login
Options Check Password Strength

Exempt from Browser Session Timeout

Administrator Options " Allow Lights-Out Management Access

User Role Configuration

W Administrator
External Database User
Security Analyst
Security Analyst (Read Onhy
Sourcefire User Roles Security Approver
Irtrusian Adrmin
Access Admin
Metwark Admin
Maintenance User
Discovery Admin

0 = Unlimited)

0 = Unlimited)

Inkrusion Admin- Test Jose - Intrusion policy read onhy accesws

Custorn User Roles test
Test Armi

Save Cancel

EEAEEBNCLIL  SENFTEEA R rootfEAENETELTS,
=T EWNERE,

ipmitool user list 1

I D Nane Callin Link Auth I PM Mg Channel Priv Limt
1 fal se fal se true ADM NI STRATOR
2 r oot fal se fal se true ADM NI STRATOR
3 Test LomJser true true true ADM NI STRATOR

A4 58 =T E A & E X Aadmin.

ipmitool user set name 3 admin

REEERFHBERE

ipmitool channel setaccess 1 3 callin=on link=on ipmi=on privilege=4

B adminfE A& B

B TestLomUserEE8 A%



ipmitool user set password 3

REREREDEH,

ipmitool user list 1

I D Nanme Callin Link Auth I PM Msg Channel Priv Limt
1 fal se fal se true ADM NI STRATOR
2 r oot fal se fal se true ADM NI STRATOR
3 adm n true true true ADM NI STRATOR

MR R ERERVEE (1) MR & (3)BUASOL,

ipmitool sol payload enable 1 3

E7E  BMRIPMIERERERIERAARE,

pmtool status | grep -i sfipmid
sfipmd (normal) - Running 2928 Conmand: /usr/local/sf/bin/sfipnmd -t 180 -p power PID File:
/var/sf/run/sfipmd.pid Enable File: /etc/sf/sfipmd.run

EXRE RS

pmtool restartbyid sfipmid

HFEPIDEE X,

pmtool status | grep -i sfipmid

sfipmd (normal) - Running 20590
Conmmand: /usr/local/sf/bin/sfipmd -t 180 -p power
PID File: /var/sf/run/sfipmd.pid
Enable File: /etc/sf/sfipmd.run

8L  EGUIREFRLOM , AREMUEBEE., EREMNGUIF , iEiELocal > Configuration >
Console Configuration, #ZEVGA , & — T Save , A& R — TOKLLEFHEE.

Overview Analysis Policies Devices Objects | FireAMP

Lecal » Configuration

Information

HTTPS Certificate Consale Configuration

Database Consale o WGEA Physical Serial Port
Metwark

Management Interface Save Refresh
Process

Time

Remate Storage Device
Change Recondliation
k Console Configuration

Cloud Services

ARE , ZEGUIFELALOM , AR EMBBERE. EREMNGUIF , EiELocal > Configuration >
Console Configuration. #EPhysical Serial Ports{LOM , 2 — T Save , A& &L — FTOKEF K E
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XxXX -C 3 -U admin sdr

%95 Eﬁ%ﬁ%\z%jtmﬂz*ﬁ{fﬁf— YEBKRTERR—72iE , MREERR , ARARER, £EE
ERTEHEBE ) EETUTHS

ipmitool -I lanplus -vvv -H XXX .XXX.XXX.Xxx -C 3 -U admln sdr

SRR EEEEET TS, EEMAEbMcHITAE

ipmitool bmc reset cold

SR RERBURE R ENRRETS T (ITBBEMPEEERR)

ipmitool -I lanplus -H xXXX.XXX.XXX.xXxxX -U admin power status

arp -an > /var/tmp/arpcache

#&/var/tmp/arpcachefE RIEREIX G ER N ZE , UIEEREBMCRBEEEARPHE R,

EEMBEAE , RLOMJT HAYELR EiBE

EXNBEFireSIGHTERE AR/ O HFirePOWERZE B | EEEBHEHRTAESE L, BBECLIEFHEKE
HERNBENTR

adm n@i r eS|l GHT: ~$ sudo shutdown -r now

Br oadcast nessage fromroot (ttyS0) (Tue Nov 19 19:40:30 Stopping Sourcefire 3D

Sensor 7120...nfensg: Host ID 1 on card O endpoint 1 de-registering ... nfenmsg: Host ID 2 on
card O endpoint 1 de-registering ... nfensg: Host ID 27 on card 0 endpoint 1 de-registering
...... ok Stopping Netronome Fl ow Manager: nfensg: Fail call back unregi stered Unregi stered NFM
fail hook handl er nfensg: Card 0 Endpoint #1 nmessagi ng di sabl ed nfensg: Mdule EXIT WARNI NG
Deprecanfp nfp.0: [ME] CSR access problemfor ME 25 ted config file nfp nfp.0: [vPCI] Renoved
virtual device 01:00.4 /etc/modprobe.conf, all config files belong into /etc/ nmodprobe.d/.
success. No NVMSB present: |ogging unecessary...[-10 OK ].. Turning off swapfile

/ Vol ume/ . swapt wo

[-10 OK ] other currently nounted file systens...

Unmounting fuse control filesystem.

Un

2% i FA /R 9 ) H Unmounting fuse control filesystem, K& TTHEﬁAEEFireSIGHT%%L%?H’\J R
BATERBHESTP) , BEENERTE . SERXREENMBE , KETRUTHER

Error sending SOL data; FAIL
SCL session closed by BMC

BHEE : EFALOM/SOLERIEE S ETEGIEBEENENFEE=-AXBREELE
AHE K BIHE(STP).
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