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nltest /dsgetdc:<windows.domain.name>

B R A -

C:\Users\WinXP.LAB>nltest /dsgetdc:support.lab
DC: \\Win2k8.support.lab

Address: \\192.X.X.X

Dom Guid: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
Dom Name: support.lab

Forest Name: support.lab

Dc Site Name: Default-First-Site-Name

Our Site Name: Default-First-Site-Name

Flags: PDC GC DS LDAP KDC TIMESERV WRITABLE DNS_DC DNS_DOMAIN DNS_FOREST
CLOSE_SITE FULL_SECRET WS 0x4000

The command completed successfully

& "DC : 1 WITHREIEFIZRMER , BB "Address : 4 HITHRIPHEL,

5824 : EFARDPE A RIS 15 fh 3 B Ay s 42 41 35

B35 HEMK>EEIASEAREER.

%44 : #i{t E)Windows Logs > Security,

5% BBE-TBREMBF , B—TXMLER , ARE - THRESHRBR TELNIPHIL,

#6X M ALLTXMLES |, #IPtbit ##: H<ip address>

<QueryList>

<Query Id="0" Path="Security">

<Select Path="Security">

*[EventData [Data[@Name="'IpAddress'] and(Data='<IP address>')]]
</Select>

</Query>

</QueryList>

7% : #—TLogon Event , A% 1% — T DetailsH %,
I R



- <Event xmlns="http://schemas.microsoft.com/win/2004/08/events/event">
- <System>

<Provider Name="Microsoft-Windows-Security-Auditing"
Guid=" { XXXXXXXX-XXX-XXXKX-XXX-XXXXXXXXXXXX}" />
<EventID>4624</EventID>

<Version>0</Version>

<Level>0</Level>

<Task>12544</Task>

<Opcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords>

<TimeCreated SystemTime="2014-07-22T20:35:12.750Z" />
<EventRecordID>4130857</EventRecordID>

<Correlation />

<Execution ProcessID="576" ThreadID="704" />
<Channel>Security</Channel>
<Computer>WIN2k8.Support.lab</Computer>

<Security />

</System>

- <EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>

<Data Name="SubjectUserName">-</Data>

<Data Name="SubjectDomainName">-</Data>

<Data Name="SubjectLogonId">0x0</Data>

<Data Name="TargetUserSid">S-X-X-XX-XXXXXXXXXX-XXXXXXXXXX-XXXXXXXXX-XXXX</Data>
<Data Name="TargetUserName">WINXP-SUPLABS</Data>
<Data Name="TargetDomainName">SUPPORT</Data>

<Data Name="TargetLogonId">0x13c410lf</Data>

<Data Name="LogonType">3</Data>

<Data Name="LogonProcessName">Kerberos</Data>

<Data Name="AuthenticationPackageName">Kerberos</Data>

<Data Name="WorkstationName" />

<Data Name="LogonGuid"> {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}</Data>

<Data Name="TransmittedServices">-</Data>
<Data Name="LmPackageName">-</Data>

<Data Name="KeyLength">0</Data>

<Data Name="ProcessId">0x0</Data>

<Data Name="ProcessName">-</Data>

<Data Name="IpAddress">192.0.2.10</Data>
<Data Name="IpPort">240l</Data>
</EventData>

HEBEBROPEARTERELHRALR , BEIFINEERIE —EEASH (EHID4624) |, &%
SHIPH R B RRBEANBEASHEXMLERFH LTI RER :

<Data Name="IpAddress">192.x.x.x</Data>
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5% : #— T Save.
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