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BiBsftunnel X B2

sftunnel E/E ?

sftunnel2 v 7 % D {EELR ?
R 1 £ (B Bk B 15 RS 2
B
SEfE
=61 1.FMCHIFTDFFAEIP {7 31
| 2.FTD DHCP IP{usit — FMCHERBEIP{v 31t
22f| 3.FTDFFAEIPh s — FMC DHCP IPithit
Z6] 4. FTDFMFMC HA
224| 5.FTD HA
206l 6.FTDEE

= Bi g
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1. FTD CLIEHFEE TN

2. FTIDx W& 8T —FMC
3.FTD - FMC 2 BB 4R B &

4. FIDZ TR EEE — FMC

5. FTDHFMC 9 BF R =

6. sftunnel# %2 o 2

7. FTDA & ASBIFMCET ft
8. BMTUBHS

N

AiE RAG R BAFirepower R E P E(FTD) MFirepowerE 2 A0 FMC) 2 B EAR 1Y S B HEERE



AR

=K

RXHRBRHEER,
BRA T
ANHPNERABRRIBUATHRBMERRA

- FTD#E(#86.6.x716.5.x
- FMC##26.6.x

AXHHNEARBBRBEERERREANKENREN. XHEAINMERERRCER (R
) BVIEREREE) . MRIEHVMBRIEET , FERERBEMESTREXRNTE,

HREH
AERNBEZEFTDNMZTEFMC 2 BRER(sftunnel)BVEE, BRI HBERE,

EFAMRGERFTD , EXZEB S TS EHRNGIPS ( 7000/8000RFEE ) sRASA55xx /Y
FirePOWER#&E#H .

FIDXE2EXEEEREN .

- BBFMCERMBENA — tBARRKER
. #iBFirepowerst & &2 25 (FDM)F/= Cisco Defense Orchestrator(CDO)#1TRIFEEN A — 1o
BAAERE

EERHEENERLT , FIDEEBAEMIAERABAREFMNERENFMC,
SEREEME , FIDMFMCE® 2 3 — B R Asftunnel ( BB Sourcefire BERE ) WL EE,

REhEIE
WEEFTWAERE , FTD - FMCHR AR —EL3 FH



FMC

-. sftunnel (encrypted) |

50 100
192.168.0.x/24

100

192.168.0.x/24 192.0.2.0/24

192.0.2.0

N Ssfunneltt TBBFTDA S, FREEALSES. RERFTDEN FEMETAS H
FTDRIFMCZ Bt @

FTD

sftunnel

192.168.0.x/24 50 |

BEiBsftunnel 3+ BEER ?
B EAEEiBsfttunneEEH K25 E]

- FE Bk (keepalive)
- RFREIRLZ(NTP)
- Ef (EBR. AR/NPS, ER. SSLE)



- EEEBBRES

- BITHRREH/ER

- FERAENEEF (ARSMDERR)
« FTD HAMRREE A

- FIDE&EMREEA

- REBESNERA/EH

« Threat Intelligence Director(TID)& A/ E 4
- HENER

- HERRBREREH

- REGAMD ( KBEIB )

- BBRALBEHSS

- BBRETHRAS

« VDB

« SRU

sftunnelf F 11 B 17 E /18 ?

sftunnelf£ A TCP#% 08305, & im2TLSHEE :

No. Source Destination Frotoeol  Length  TCP Segment  Info

59 16.62.148.75 16.62.148.42 8 47769 » 3305 [ACK] Seq=286@693631 Ack=279535378 Win=29312 Len=0 TSwal=1176738650 TSecr=55847291
68 18.62.148.75 18.62.148.42 TLSv1.2 229 163 Client Hello

61 19.62.148.42 18.62.148.75 TCP 66 @ 8305 » 47709 [ACK] Seq=279535378 Ack=28606937%4 Win=30080 Len=8 TSval=55847291 TSecr=1176730051
6210.62.148.42 19.62.148.75 TlSvl.2 1514 1449 Server Hello |

63 18.62.148.75 18.62.148.42 TCP 66 8 47769 » 8305 [ACK] Seq-286@693794 Ack=279536826 Win=32128 Len=8 TSval=1176738853 TSecr=35847292
64 16.62.148.42 16.62.148.75 TLSvl.2 803 ?374(ertificate, Certificate Request, Server Hello Done ]

65 19.62.148.75 18.62.148.42 TCP 13 9 47709 » 8305 [ACK] Seq=286@693794 Ack=279537563 Win=35072 Len=8 TSval=1176730853 TSecr=55847292
66 19.62.148.75 18.62.148.42  TLSvl.2 2581 2515|(er~ti€icate, Client Key Exchange, Certificate Verify, Change Cipher SpecJ Encrypted Handshake Message
67 18.62.143.42 18.62.148.75 TCP 66 @ 8385 » 47709 [ACK] Seq=279537563 Ack=2868696389 Win=35072 Len=8 TSval=55847292 TSecr=1176730056
68 18.62.148.42 18.62.148.75 TLSwl.2 1284 1218|New Session Ticket, Change Cipher Spec, Encrypted Handshake Message |

69 18.62.148.75 16.62.148.42 TLSv1.2 364 298 Application Data

7@ 18.62.148.42 18.62.148.75 TLSvl.2 364 298 Application Data

7118.62.148.42 18.62.148.75  TLSv1.2 1e3 37 Application Data

7210.62.1428.75  10.62.148.42  TCP 66 8 47789 + 8305 [ACK] Seq-2860606607 Ack=279539116 Win=40832 Len=8 TSval=1176730859 TSecr=55847292
73 18.62.148.42 18.62.148.75 TLSv1.2 367 381 Application Data

74 18.62.148.75 18.62.148.42  TLSv1.2 183 37 Application Data

75 18.62.148.75 18.62.148.42 TLSv1.2 367 301 Application Data

WA EFTD LA Sftunnel TCPELRIR ?

<#root>
>
configure network nmanagenent-port 8306

Management port changed to 8306.

N oaE EEBERT , BEMXHEERFMC LAYIE (Configuration > Management Interfaces >
Shared Settings), EEFECFMEIE —FMCHRIEEMEE, ER@AZIERERBRRE
BIEWERRE  BNREBEEPRIHVHEHMBAFTR , AITEETENE, IREXRE



N omE  HEANBPEEREERANF A EEE NS,

sftunnelZ 31 7 2% D EERR ?
sftunnelZ2 3 2{EEAR ( BE )

- BHEE
- EHEE

Control channel
Event channel

.100

.

192.0.2.0/24

192.168.0.x/24

VR {El 5% 1B RA B (B EE ?
EEUAREBRER. REXEHGI D PHRNS R,

T

AaxX AE

AL EL A A
FTD CLI
HFTDL , BREFMBEARTEESR :

> configure manager add <FMC Host> <Registration Key> <NAT ID>

EE FH

aLZ :
. . TR
FMCE# . ipvafuit

. ipv6itzit
- DONTRESOLVE




ERARKEEMNARESRFIRFTF S (27
AR 36EFT ) o ARFFEAFZREBF. EF ().
TEIBROMTREC)o

E—RAREBEIPH U | EFMCHEE 2 MAVEE
NAT ID MERTEANFEREFEFSE, EFMCLIEE
BIHFINAT ID,

ERHMEEMET , BB Cisco Firepower BB EH S SE

FMC Ul

EFMCL |, EfiEIDevices > Device Management, ###Add > Device

Q. Search Device m

High Availability
stack

>



/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d

FTD CLI
> configure manager add <FMC Static IP> <Registration Key>

BHIRER

<#root>
>
configure manager add 10.62.148. 75 Ci sco-123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

BFREA

BMAFTDH$% , FIDES20W EREFEIIFMC , BEHAREKREEFMC , HLtteEFEATCP
RSTEZE :

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - ethO
1 - Global

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1ink-type EN1OMB (Ethernet), capture size 262144 bytes
18:53:33.365513 IP 10.62.148.42.46946 > 10.62.148.75.8305: Flags

[S]

, seq 2274592861, win 29200, options [mss 1460,sackOK,TS val 55808298 ecr 0,nop,wscale 7], Tength O
18:53:33.365698 IP 10.62.148.75.8305 > 10.62.148.42.46946: Flags

[R]



, seq 0, ack 2274592862, win

0, length 0

18:53:53.365973 IP 10.62.148.42.57607 > 10.62.148.75.8305: Flags

[S]

, seq 1267517632, win 29200,

options [mss 1460,sackOK,TS val 55810298 ecr 0,nop,wscale 7], length 0

18:53:53.366193 IP 10.62.148.75.8305 > 10.62.148.42.57607: Flags

[R]

, seq 0, ack 1267517633, win

0, length 0

18:54:13.366383 IP 10.62.148.42.55484 > 10.62.148.75.8305: Flags

[S]

, seq 4285875151, win 29200,

options [mss 1460,sackOK,TS val 55812298 ecr 0,nop,wscale 7], length 0

18:54:13.368805 IP 10.62.148.75.8305 > 10.62.148.42.55484: Flags

[R]

, seq 0, ack 4285875152, win

FEETMAREE -

<#root>
>
show nanagers

Host
Registration Key
Registration

RPC Status

Type

Host
Registration

FTDEEEELRETCP 8305:

<tfroot>

admin@vFTD66:~$

netstat -na | grep 8305

tcp 0
8305
0.0.0.0:*

LI STEN

0, length 0

: 10.62.148.75
: pending
: Manager

: 10.62.148.75
: Pending

0 10.62.148.42:



FMC Ul

EEERBRT , FEE :

. E# (FTDEYIPAZL )

- BTREB

- MR (HBEFTDLERENSM|EBAT )
- FhEETIR R

.15

- EEFTUEA



Add Device o
Host s
1062 14E 42

Display Mame:
FTD1

Regeiration Key:*

Diormain:
Glabal \ mzafeiro ’

Group:
. =

Access Control Polcy:*
FTD_ACP r

Smart Licensing
Matware
Thireat

3 URL Filtering
Advanced
Linicqueer MAT 104

E Transfer Packats

Register




B
AEfHEERLS

Please Wait...

Adding device. ..

FMCR#R{E R TCP 8305:

<#root>
admin@FMC2000-2:~$
netstat -na | grep 8305
tcp 0 0 10.62.148.75:
8305
0.0.0.0:%

LI STEN

FMCHE®R B #ETCPELR

<ftroot>

20:15:55.437434 1P 10.62.148.42.49396 > 10.62.148.75.8305: Flags [S], seq 655146775, win 29200, options
20:15:55.437685 IP 10.62.148.75.8305 > 10.62.148.42.49396: Flags [R.], seq 0, ack 655146776, win 0, Tlen
20:16:00.463637 ARP, Request who-has 10.62.148.42 tell 10.62.148.75, length 46

20:16:00.463655 ARP, Reply 10.62.148.42 is-at 00:50:56:85:7b:1f, Tength 28

20:16:08.342057 1P

10.62. 148. 75
.50693 > 10.62.148.42.8305: Flags

[S]



, seq 2704366385, win 29200, options [mss 1460,sackOK,TS val 1181294721 ecr 0,nop,wscale 7], length 0
20:16:08.342144 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags

[S]
, seq 1829769842,
ack

2704366386, win 28960, options [mss 1460,sackOK,TS val 56303795 ecr 1181294721,nop,wscale 7], Tength O
20:16:08.342322 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181294722 ecr 56303795], length 0O
20:16:08.342919 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio
20:16:08.342953 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags [.], ack 164, win 235, options [nhop,no

2 2 ¥ sftunnel #1358 &

<#root>
admin@FMC2000-2:~$

netstat -na | grep 8305

tcp 0 0 10.62.148.75:8305 0.0.0.0:%* LISTEN
tcp 0 0
10. 62. 148. 75: 50693 10. 62. 148. 42: 8305

ESTABLI SHED

<{froot>
>

sftunnel - st atus

SFTUNNEL Start Time: Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity is supported
Broadcast count = 4

Reserved SSL connections: 0

Management Interfaces: 1

ethO0 (control events) 10.62.148.42,

**RUN STATUS****ksec-fs2k-2-mgmt.Cisco.com? i
C1pher used = AES256-GCM-SHA384 (strength 256 bits)

Channel A Connected: Yes, Interface ethO



Channel B Connect ed: No

Registration: Completed.
IPv4 Connection to peer '10.62.148.75' Start Time: Sat Apr 18 20:16:08 2020

PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
eth0 (control events) 10.62.148.75,

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.62.148.75" via '10.62. 1/

Peer channel Channel-B is not valid

RoER  BEYSHBEE, SHEENEREEJURWIK. EA%HF , ERFMC:

<#froot>
20:21:15.347587 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags
[S]

, seq 3414498581, win 29200, options [mss 1460,sackOK,TS val 1181601702 ecr 0,nop,wscale 7], length 0O
20:21:15.347660 IP 10.62.148.42.8305 > 10.62.148.75.43957: Flags

[S]
, seq 2735864611,
ack

3414498582, win 28960, options [mss 1460,sackOK,TS val 56334496 ecr 1181601702,nop,wscale 7], length 0
20:21:15.347825 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181601703 ecr 56334496], length O
20:21:15.348415 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio

PR R RN E AR ENR -

<#root>

admin@FMC2000-2:~$

netstat -na | grep 10.62.148. 42
tcp 0 0 10.62.148.75:
50693

10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:



43957

10.62.148.42:8305

ESTABLISHED

R Event channel HFTDRE , Bl&#HE A -

<tfroot>

admin@FMC2000-2:~$%

netstat -na | grep 10.62.148.42
tcp 0 0 10.62.148.75:
58409

10.62.148.42:8305
tcp 0

46167

ESTABLISHED

EFTD—A :

<{froot>
>

sftunnel -status

SFTUNNEL Start Time:

ESTABLISHED
0 10.62.148.75:8305

10.62.148.42:

Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity 1is supported

Broadcast count = 6

Reserved SSL connections:

Management Interfaces: 1

0

ethO (control events) 10.62.148.42,

R R R R L A R A o R R R AR T

**RUN STATUS**
Cipher used =
Channel A Connect ed: Yes,
Interface ethO
Cipher used =
Channel B Connect ed: VYes,

Interface ethO
Registration: Completed.
IPv4 Connection to peer

'10.62.148.75"'

**ksec-fs2k-2-mgmt.cisco.com* e dede e dededed
AES256-GCM-SHA384 (strength 256 bits)

AES256-GCM-SHA384 (strength:256 bits)

Start Time:

Sat Apr 18 20:16:08 2020



PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
ethO (control events) 10.62.148.75,

Peer channel Channel-Ais valid type (CONTROL), using 'ethQO', connected to '10.62.148.75" via '10.62.]
Peer channel Channel-B is valid type (EVENT), using 'ethQ', connected to '10.62.148.75 via '1(

<tfroot>
>

show nanagers

Type : Manager

Host : 10.62.148.75
Regi stration : Conmpl et ed

>

25| 2.FTD DHCP IP{itit — FMCFREEIP{ it

EWEGIF | FTDEENER®RDHCPREREFEE HIPALL :

FMC

' sftunnel (encrypted) —

DHCP Address -
(10.62.148.45) 10.62.148.0/25

FTD CLI

A TENAT ID:

> configure manager add <FMC Static IP> <Registration Key> <NAT ID>
BHIRER

<#root>



>
configure manager add 10.62.148.75 Cisco-123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

FTDEEMAREE :
<{froot>

>

show nanagers

Host : 10.62.148.75
Registration Key D

Regi stration : pending

RPC Status :

Type : Manager

Host : 10.62.148.75
Registration : Pending
FMC Ul

EEBBRT , FEE :

- BREE

- G (K AEFTDERENSEBMET)

- SRR HIREE

. ﬁﬁ

- BEFUENR

« NAT ID(fnRAK¥EEHost , RIFE, ©H4EEFTD LRENERABR)



Add Device 9

Diomain:

" Global \ mzafeiro .
Group:

. MNone L

Access Confrol Policy:*
. FTD_ACP1 v |

Smart Licensing
Malware
Threat

%3 URL Filtering

Advanced

poyuse PAT Ik ¢
'

Transfer Packets




EEEBRT , HF#EREsftunnel?

FTDE R’y B B8 E 4R

<#root>

ftdl:/home/admin#

netstat -an | grep 148.75

tcp 0 0 10.62.148.45:
40273

10.62.148.75:8305 ESTABLISHED
tcp 0 0 10.62.148.45:

39673

10.62.148.75:8305 ESTABLISHED

22| 3.FTDFFEEIPH#t It — FMC DHCP IP#b 1k

10.62.148.42 DHCP Address
10.62.148.0/25

<#root>
>

configure manager add DONTRESCLVE Ci sco-123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>



™ 5% . EADONTRESOLVER  EENAT ID.

FMC Ul

EERBBAT , FiEE :

- FTD IPfistt

- BREB

- EftE® (X ARFTDLRENSHMER )
- SRR A

o I8

- ESRTUEMR

* NAT ID ( %ZHERFTD L EREHAEMAT )



Add Device o

Mt |

10.62 148 42

Domain:
| Global \ mzafeiro -

Group:
| None v

Access Conirol Policy:®
| FTD_ACP1 v |

Smart Licensing
B Malware

Bg Threat

LIRL Filtefirg

Advanced
Uinigque NAT ID:+

M Transfer Packeis




- FMCRABYZHiBE,
- EHBEERLBRE-IREE.

<#root>
root@FMC2000-2:/VoTlume/home/admin#
netstat -an | grep 148.42

tcp 0 0 10.62.148.75:
50465

10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:

48445

10.62.148.42:8305 ESTABLISHED

=4 4. FTDEEMFMC HA

EFTDL |, EREERFRFMC:

<tfroot>

>

configure nanager add 10.62.184.22 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

L[

10.62.184.22

(
\. _'-F‘/I
FMC (Standby)
10.62.148.42

I N,




N B BERTCPESI05THR AHRFTDEH EEFMC,

B, BAEEEFMCH sftunnel:

<#root>
>

show nanagers

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl et ed

Lo8ER | FTDBRABEMSFWFMC:

Updates Licenses v Health » Monitoring v Tool

Dismiss

Register

Registration
Started registration of FTD1

<tfroot>
>

show manager s

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl eted

Type : Manager



Host
10. 62. 148. 249

Regi stration : Conpl eted

HEFTD®R RS , BV 2M@ZHEE (1EHEFEFMC ) M2EZE44EE (1EHESEFMC ) -

<#root>
ftdl:/home/admin#

netstat -an | grep 8305

tcp 0 0 10.62.148.42:8305 10.62.184.22:36975 ESTABLISHED
tcp 0 0 10.62.148.42:42197 10.62.184.22:8305 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:45373 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:51893 ESTABLISHED

224 5.FTD HA

EFTD HARMER T , B#EEXEHE —EsEFMCHEIMEE :

‘f

) § FTD (Active)
_
=i ==
=]
.]

R EMWEFTD , RERMRFMCEKFTD HA, BRAESHMEN , MR

=0l 6. FTDES

HRFTDEE , SEETHEIFMCHEIIREE, H6.3 FMCIHRAEE , R FAEFTDIRHIE LM
FFMC, REBFMCREHSBRE LI ABHRB+FEMEM,


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html

=
b 5o [T
Ho Ve

F L.
B siave “
=
2 s T

) EE  RPBRENIGEFETVESRENEE , BRUUNEEFHFNIMET, EREHMEE
B , BME - B Firepower BB EBE

w REERHRAE
1. FTD CLI L WEEEZEN

WMRFTDEMFEEEN , BEEMERRKRHR , RAIFMC U8B RIER —IREVERFAL


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

i, EBEFkeyRFEM S |, Mcisco1232NAT ID, ERM EFFEBEFE |, FCEE
FRIEFER

<#root>
>
configure nanager add 10.62.148.75 key cisco0l23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

BENIRE

ERAERNEL, TEEATEFENBERT,

<#root>
>
configure nmanager add 10.62.148.75 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.



2. FTDz B M E\ T ITE — FMC

FMC UIE R :

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

EENBRE
EFTDE , #&/ngfw/var/log/messagests R B EERFHEHE,

FE1—BREBENBE

<#root>

>

system support viewfiles

Type a sub-dir name to 1list its contents:

S

Type the name of the file to view ([b] to go back, [Ctr1+C] to exit)
>



nessages

Apr

19 04:02:05 vFTD66 syslog-ng[1440]: Configuration reload request received, reloading configuration;
Apr 19 04:02:07 vFTD66 SF-IMS[3116]: [3116] pm:control [INFO] ControlHandler auditing message->type 0x9
w/usr/bin/per1 /ngfw/usr/local/sf/bin/run_hm.p1 --persistent', pid 19455 (uid 0, gid 0)

[ aut henti cate

Apr 19 20:17:14 vFTD66 SF-IMS[18974]: [19131] sftunneld:sf_ss1 [WARN] Accept:

Failed to authenticate peer '10.62.148.75 <- The problem

FE2 —BEFH A

<{froot>
>

expert
ftdi: ~$

sudo su

Password:
ftdl::/home/admin#

tail -f /ngfw var/l og/ nessages

EFTDL |, #&/etc/sf/sftunnel.conflE RN AR , LERIMSISERE

<{froot>
ftdl:~$

cat /etc/sf/sftunnel.conf | grep reg_key
reg_key

ci sco-123

3. FTD - FMCZ B R E#RERE

FMC UIER :



Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

BEEIRAE

- BABEFLBEEIERENEE ( HIMEHAKHE ) (TCP 8305), EFMC HARWTERT |, #RFF
EITCPE#RIES305/Y i &/ [ M EFMC,

- WRUBRBEOEHR. EFTDLEEAcapture-traffic 5, BEFETCPZREF , XBERE
TCP FINSKRSTE R 2,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - ethO
1 - Global
Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75

HS_PACKET_BUFFER_SIZE is set to 4.



tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes
20:56:09.393655 IP 10.62.148.42.53198 > 10.62.148.75.8305: Flags

[S]

, seq 3349394953, win 29200, options [mss 1460,sackOK,TS val 1033596 ecr 0,nop,wscale 7], length 0
20:56:09.393877 IP 10.62.148.75.8305 > 10.62.148.42.53198: Flags

[R]

, seq 0, ack 3349394954, win 0, length 0O
20:56:14.397412 ARP, Request who-has 10.62.148.75 tell 10.62.148.42, length 28
20:56:14.397602 ARP, Reply 10.62.148.75 is-at a4:6c:2a:9e:ea:10, length 46

B , EFMC LETHBLARARE @EHR

<#root>
root@FMC2000-2: /var/common#

tcpdunp -i ethO host 10.62.148.42 -n -w sftunnel. pcap

4

e

BREpcapRAELHBYREERNTASR :

<#root>
ftdl:/home/admin#

tcpdunp -i ethO host 10.62.148.75 -n -w tunnel.pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: Tistening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

A RERE:
« FMCAR#T#FTDEE.
- BREPHNERE (HAMBAE ) FEIETEIRE.
- BHEEREPARIERER,

FTDEFMC LB sftunnelf2 X B3R ( ME X516 )
REHREEMTURRE (REERH)

HREEDN , FRENTXE !
24T Firepower Bh X HEER , LA Sy St 4 B B 8 5 17 &% 8t PE 7

4. FIDZBEBAHEENEE — FMC


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html

Error

FMC UIF R :

Could not establish a connection with device,

Venfy the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity
- Device Registration Key is comrect
= Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

BEEIRE

BEFTD /ngfw/var/log/messagestE =& :

<#root>

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

FMC( manager)

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

09
09
09
09

10.

09
09
09

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

62. 148. 247 send

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

B EFirepowerfB B EFE
B Rl Firepowerti B 155

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

unsupported version 10.

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

sftunneld:
sftunneld:
sftunneld:
sftunneld:

10.0. 4

sftunneld:
sftunneld:
sftunneld:

sf_connections [INFO] Need to send SW
sf_channel [INFO] >> ChannelState do_d
sf_heartbeat [INFO] Saved SW VERSION f
ss1_mac [WARN]

sf_connections [INFO] <<<<<<<<<<<<<<<<
stream_file [INFO] Stream CTX destroye
sf_channel [INFO] >> ChannelState Shut


/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

5.FTDMFMCz BB ERE

FTD-FMCEAHMEXE BN EEEEFEHR. EXE—NTPHEKREERLZFTDHNFMC,

BRRR , EFTDREREAIHIBIxF L A , HIFERESEE X#FE(FXOS).

BEEIRE

BARMEEESRFCM)MFMCERAMRMNFREIR ( NTPRAK:S )

6. sftunnel EFEEE A S 2

FEFTDL | sftunnel EXRGREFMER. ERManagerfi & 2 Rl Y ERAREE

<tfroot>
>

pmt ool status

sftunne
(system) -

Wi ting

Command:

/ngfw/usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid

Enable File: /ngfw/etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 06:12:06 2020

Required by: sfmgr,sfmbservice,sfipproxy

CGroups: memory=System/ProcessHigh

AR RS -

<#root>
>
show nanagers

No managers confi gured



AlEEIEES

<#root>
>
configure manager add 10.62.148. 75 ci scol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

BEHERECHT -

<tfroot>
>

prmt ool status

sftunne
(system) -
Runni ng

24386
Command: /ngfw/usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid
Enable File: /ngfw/etc/sf/sftunnel.conf
CPU Affinity:
Priority: O
Next start: Mon Apr 20 07:12:35 2020
Required by: sfmgr,sfmbservice,sfipproxy
CGroups: memory=System/ProcessHigh(enrolled)

EELERRT  ERRESHARE

<#root>

>

pmt ool status

;%tunne
(system) -

User Disabl ed

Command: /ngfw/usr/Tocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf



PID File: /ngfw/var/sf/run/sftunnel.pid
Enable File: /ngfw/etc/sf/sftunnel.conf
CPU Affinity:

Priority: 0

Next start: Mon Apr 20 07:09:46 2020
Required by: sfmgr,sfmbservice,sfipproxy
CGroups: memory=System/ProcessHigh

EEBRREFTRLRRIES

<#root>

>

show nanagers

Host : 10.62.148.75
Registration Key M

Regi stration : pending

RPC Status

S—FHE, BEFMRK

Error

Could not establish a connection with device,

Verify the following and retry:
- Device is configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if etther FMC or Device 15 behind NAT
- Time on FMC and Device is in sync

EFTDL |, /ngfw/var/log/imessages™ & S E{EAHEIFA &



BEAIRE
Uy SEFTDRE & kA2 48 3= I Bk #& Cisco TAC

7. FTDEF R B BIFMCEE

EREEERT , FIAFTDEMEIFMC HASRE# , FIDE BT S I EHBIFMC,

RENRYE
ERAEEFRNRER

A zs wERSASKY K EATOSHBICLEM. SEEFTDEEAS (EAKR). 2
SEEALFTDEMAR EWAEA KRR, EFEER FREFTDNFMCEEHRES I
EdCisco TACH##% .

8. HARBMTUE BREHM KB

ECisco TACH A BRI ERT |, sftunnelREXERBEF/PMTUN R, sftunnelERIZESR
Don't fragment bit Set , Bt R A FFDE -

Source Destination Frotocol  Length TCP Segment || Don't fragment

47709 > 8305

[ACK] Seq=2860603

10.62.

60 198.62.148.75 16.62.148.42 TLSv1.2 229 Client Hello

61 18.62.148.42 16.62.148.75 TCP 66 8305 » 47789 [ACK] Seq=279535378 Ack=2860693794 Win=
62 18.62.148_42 10.62.148.75 TLSv1.2 1514 Server Hello

63 19.62.148.75 10.62.148.42 TCP 66 47709 » 83085 [ACK] Seq=2860693794 Ack=279536826 Win=
64 198.62.148.42 10.62.148.75 TLSvl.2 83 Certificate, Certificate Request, Server Hello Done
65 18.62.148_75 16.62.148.42 TCP 66 47709 » 83085 [ACK] Seq=2860693794 Ack=279537563 Win=
66 10.62.148.75 16.62.148.42  TLSvl.2 2581 Certificate, Client Key Exchange, Certificate Verify
67 18.62.148_42 16.62.148.75 TCP 66 8305 » 47789 [ACK] Seq=279537563 Ack=28608696309 Win=
68 10.62.148.42 16.62.148.75  TLSwl.2 1284 MNew Session Ticket, Change Cipher Spec, Encrypted Ha
69 168.62.148.75 16.62.148.42 TLSv1.2 364 Application Data

78 18.62.148.42 10.62.148.75 TLSv1.2 364 Application Data

WA |, fE/ngfw/var/log/messagestiERF , BRI BN THEE -

MSGS: 10-09 14:41:11 ftd1 SF-IMS[7428]: [6612] sftunneld:sf_ss| [ERROR] Connect:SSL1EF %
2

RENRYE


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 

BEIBRREESEENHAEBEKX , FHEFTD, FMCLEHEE , ¥ EREPHERE L BN, B#ER
BEIMREMIENERZ,

HEFTDLE , BEFTDEENEHMTU, FEREHR1500ITH. MAXEREENEA1500 , HRE
#HTER000, LhanwRFEFTD 6.6/RFHIEH,

Cisco Firepower BB E TS E

g4

<#root>
>
configure network mtu 1300

MTU set successfully to 1300 from 1500 for ethO
Refreshing Network Config...
Interface ethO speed is set to '10000baseT/Full'

g

<{froot>
>

show net wor k

[ System Information ]

Hostname : ksec-sfvm-kali-3.cisco.com
DNS Servers : 192.168.200.100
Management port : 8305
IPv4 Default route

Gateway : 10.62.148.1

Netmask : 0.0.0.0

[ eth0 ]

State : EnabTled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
Mru ;1300
MAC Address : 00:50:56:85:7B:1F
---------------------- [ IPV4 J----mmmmmmmmmm e
Configuration : Manual
Address : 10.62.148.42
Netmask : 255.255.255.128
Gateway : 10.62.148.1


/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957

EEBRZREAFTDNRREMTU , BAUERAUTHS :

<#root>
root@firepower:/home/admin#

ping -Mdo -s 1472 10.62. 148. 75

do BIEBEIEICMPHIHFH "FROB,L Ui, Wik, BEIEE 14728 , £EESEI%150017 T
. (IPREEE= 2017 t#l ) + ( ICMPAZESE= 8{util ) + ( 1472 TAEICMPE R} )

EFMC L | BRIEFMCEENE EHWMTUE ( MAERFR ) -

fit EFirepowerBE R OEENE

OMMBEERUIEITEARNERR , FTDABUHEM

EERANFPAIxxFFPI3xxE & , Wid#&1ECiscofaizlD CSCvn45138

—RIERT , BIEWTRHNE | BAT BT RBFCMETRARRER,

BEAIRE

MREETHEARKNERL BCEFEYS ( FTD-FMCEAHE , MFTDEHARAEXERKT ) |, A
A ZAMIBR I EFEFTDREMEIFMC,


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
https://tools.cisco.com/bugsearch/bug/CSCvn45138

10.HRICMPEFH EEAL , FTIDAEZEFMCHFZEET I #

IR Al se R Bt B iR s A aE & B FTD-FMC&@&A..

LRGP BEERERKERICMPERS A S EEZFTDEE N EMBRFTD-FMCE#A,.
AN 4rTE8 1 1tk ) R

EA&HFIH | 10.100.1.12FMC IP#biit, EFTDL , AAFTDEEENE L WEIMICMPE#E [
, FIERENERH -

<#root>
ftdl:/ngfw/var/common#

ip route get 10.100.1.1

10.100.1.1 via 10.10.1.1 dev brl src 10.10.1.23

cache

BEEIRE

HERA

HEXTHERE (flmERFL3MEE, KHEE ) LERICMPEMEME,
HER2

fFTD CLIFAEBRFTDEE FHIREX :

<#root>
ftdl:/ngfw/var/common#

ip route flush 10.100.1.1

\
s



MRRBEHED , MATAR :

<#root>
ftdl:/ngfw/var/common#
ip route get 10.100.1.1

10.100.1.1 via 10.62.148.1 dev eth0 src 10.10.1.23
cache mtu 1500 advmss 1460 hoplimit 64

- BEICMPEFHE QAL
- BBHEERID CSCvmb53282 FTD : HICMPE XE ] #7 18 /Y B HA £/ A% K A5 /R 12 3% FH R AR EX

HHEAE A
- NGFWELEEmE


https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://tools.cisco.com/bugsearch/bug/CSCvm53282
https://www.cisco.com/c/zh_tw/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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