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BERAWAE
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ERHETACHER
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. AR30E AR P BFirepower¥ &

traceIh BEfE 18 A M Firepower B EBH & (FTD)F & W E B MR Z6.2.0 R EFTAR A 7T A,
. B#EBESnont EFTER) , B IEME BEBIRSnortlE A , 5556 Bhttps://www.snort.org/

ABEE 50 A SRk Th e R R HE B

MER 0 TR BE(NAP) B S snortBl R ERERE , RRERBRENERAEZXEREN TR, BIEE
FREMBBEEZZERE. ANNBUNARENAPEENRENREREE,

BifE - BIEEERRAIEARR "1, 3 "31 ZHWAERESID(GID) ( BN129, 119, 124), HE
GIDRIF R YMNFMEET , F2EFMCE BIERE.


/content/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
https://www.snort.org/
/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47266

£/ races TESRAERERER (ERFTD)

system support trace T & 7] AR &R E AR ESBBIBTHES,

HUTREIS  TCPRE(CAEESFWATRE, Fit , RA129:142ERRE , RN SEH
TCPERIR IR KR K EE.

MiEE : BATCPREREENEERLRRE  EARCERARNRRE(CHERESR , Riitehd
BRRERE. ARABRRBHNFAET , FRBEL.

BRENAPEE

fEFirepowerEE A/ U\(FMC)UI L , AT EAfEPolicies > Access Control > Intrusion T #42NAP, R#
, & — T & L AKINetwork Analysis PolicyiZ18 , £tk 2% , B LURIAENAP, B FMFEER
BEHINAP,

Deploy & System Helpv admin v

Import/Export Intrusion Rules Access Cowrrv_{ Network Analysis Policy I _

Edit or create a
Network Analysis Policy

Policy Information

Name My Custom NAP
Description
Inline Mode
Inline * Source IP * Destination * Source Port / * Destination Port / * Message *
Result P ICMP Type ICMP Code
mf 172.16.111.226 B 50.19.123.95 S1177 [/ tcp 443 (https tc| STREAMS NO TIMESTAMP (129:14:2)

mp 172.16.111.226 mj| 50.19.123.95 51174 / tcp 443 (https) / tc STREAMS NO TIMESTAMP (129:14:2)

€]

Inline Mode disabled = No Inline Result

Inline Mode enabled = “Dropped” Inline Result

mEBFR , NAPEE "TABEN, hee , MERARKEHHN TERBIEER, #E, B


/content/en/us/support/docs/security/firesight-management-center/117927-technote-firesight-00.html

NAPZE ZE iR £ W IRIREE L B REEUHZH Inline Mode, E%
E/4EInline ResutEEHF T EEREMAZR,

BRNAPERE

ENAPH | AILURIRERIRE. ESRCHANMEESRBHY A BEENR

EAIEFRRRERE ( FERAREME

Currently Enabled ==

R ) MEAER

Enabled with non-default settings

Enabled with default settings

] s B R ERAYNAPELE

EREEED D PIRBAVRAIP , RATCPREERAM20:14EEERRE.
, MR LR 235 BI7E AR FB Y A M2 S0 U R B , ITgRFMCEEAREH

WmmEE, B2

Policy Information

View preprocessors )

Back Orifice Detection
DCE/RPC Configuration
DNS Configuration

FTP and Telnet Configurati
GTP Command Channel Cc
HTTP Configuration

Inline Normalization

IP Defragmentation
Packet Decoding

SIP Configuration

SMTP Configuration

S5H Configuration

SSL Configuration

Sun RPC Configuration
TCP Stream Configuration

UDP Stream Configuration

= Policy Layers

= My Changes
Inline Normalization
TCP Stream Configurat

= Security Over Connectivity
Back Orifice Detection

Checksum Verification

ERABEREXWIERT , NAPERKII AR

Edit Policy: My Custom NAP

Settings

Ap

D

o

plication Layer Preprocessors

CE/RPC Configuration

NS Configuration

FTP and Telnet Configuration

HTTP Configuration

Sun

S|

RPC Configuration

1P Configuration

GTP Command Channel Configuration

IMAP Configuration

POP Configuration

S|

55

S5

SC)

Modbus Cot

MTP Configuration

H Configuration

SL Canfiguration

ADA Preprocessors

DNP3 Configuration

Transport/Network Layer Preprocessors

Check:

sum Verification

RERBIRESR , W TEMR.

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

» Disabled

d @ Disabled

Disabled

Disabled

Disabled

d @« Disabled

# Disabled

» Disabled

Disabled

< Back

IEEIB MR R R

2T EHREREE R , ERAARBSREELEEEEE+E —E% ABlock Unresolvable TCP Header
AnomaliesfI 5% E . lttJEIEEZIKJ:Jun‘FSnortE%‘EGID 12953 RIB A BITCP AR Y B E RS (TR LE

ﬁ«ﬁo

10 &R By FABlock Unresolvable TCP Header Anomalies |,

ERERTERAGID 12958/,



| Filter: [GID:"129"

= =v A A O O Ov

Rule State Ewvent Filtering Dynamic State Alerting Comments

Generate Events

= ¢ Drop and Generate Events MS5_SYN_ON_EST
M5_DATA_ON_SYN

| | A Disable JAMS5_DATA_ON_CLOSED
129 4 STREAMS_BAD_TIMESTAMP
129 5 STREAMS_BAD_SEGMENT
129 6 STREAM5_WINDOW_TOO_LARGE
129 7 STREAM5_EXCESSIVE_TCP_OVERLAPS
ic 129 8 STREAMS_DATA_AFTER_RESET
or 129 9 STREAMS5_SESSION_HIJACKED_CLIENT
129 10 STREAMS_SESSION_HIJACKED_SERVER
129 11 STREAMS5_DATA_WITHOUT_FLAGS
129 12 STREAMS5_SMALL_SEGMENT
129 13 STREAMS5_4WAY_HANDSHAKE
129 14 STREAM5_NO_TIMESTAMP
129 15 STREAMS5_BAD_RST
129 16 STREAMS5_BAD_FIN
129 17 STREAMS5_BAD_ACK
129 18 STREAMS5_DATA_AFTER_RST_RCVD
129 19 STREAMS_WINDOW_SLAM

Intrusion Policy

12 selected rules of 19

Policy Information
[ Settings

Back Orifice Detection
DCE/RPC Configuration
DNS Configuration
FTP and Telnet Configuration
GTP Command Channel Configuration
HTTP Configuration
Inline Normalization
1P Defragmentation
Packet Decoding
SIP Configuration
SMTP Configuration
SSH Configuration
SSL Configuration
Sun RPC Configuration
TCP Stream Configuration
UDP Stream Configuration

@ Pelicy Layers

Network Analysis

Normalize 1Pv4

Normalize Don't Fragment Bit
Normalize Reserved Bit
Normalize TOS Bit

Normalize Excess Payload
Normalize IPv6

Normalize ICMPv4

Normalize ICMPvE

Normalize/Clear Reserved Bits
fClear Option ing Bytes
Clear Urgent Pointer if URG=0

Clear Urgent Pointer/URG on Empty Payload
Clear URG if Urgent Pointer Is Not Set
MNormalize Urgent Pointer

Normalize TCP Payload
Remove Data on SYN

Remove Data on RST

Trim Data to Window

Trim Data to MSS

Policy

Block Unresolvable TCP Header Anomalies

BUAGID 129/ RIEEHF A B EHEHFMCHRERITE RFEEAZFMC, B2 , RERABIlock
Unresolvable TCP Header Anomalies , Bl {#§ A 2 5 B A AYRule State% & 2 Generate
Events , EMAILLEERE, ITAEFMCE EREREPHRH,

Still drops after —% S © IeTwe | Impcose :
Setting to - + ol 17206011.226 @50.19.12395 51174/t 443 (https) / tcp SIREAMS NO TIMESTAMP (129:14:2)
generate & @l 17216111226 @ 50.19.123.95 51174/ tep 243 (https) { tep

Check configuration guide for relative protocols/preprocessors:

Block Unresolvable TCP Header Anomalies

STREAMS NO _TIMESTAMP (129:14:2

When you enable this option, the system blocks anomalous TCP packets that, if normalized, would be invalid and likely would be blocked by the
receiving host. For example, the system blocks any SYN packet transmitted subsequent to an established session.

The system also drops any packet that matches any of the following TCP stream preprocessor rules, regardless of whether the rules are enabled:

e 129:1
* 129:3
* 129:4
* 129:6
» 129:8
* 129:11

* 129:14 through 129:19

The Total Blocked Packets performance graph tracks the number of packets blocked in inline deployments and, in passive deployments and inline
deployments in tap mode, the number that would have been blocked in an inline deployment.

ERIETUEA T RRE (HRRA6.4
RS

ERBMAFHRARAE ) o


/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/transport___network_layer_preprocessors.html#ID-2169-00000166

BIRERNTAEMNT 5 —BEH#YE  RATNERRMAELRE , MASEFMCH RBRH R,
UTR—ETRENRER,

- B R AR ThAERE SR AIRN A R RIERS IR E ( T EMAERBERER )
R ARRKREANEERLHRE BRI TRA
- REETREEBUTA RMERKERUT —@HIE : CSCuz50295 - TFile policy with Malware
block enable TCP normalization with block flag ( %8 B H RN E R S EREFRN
TCPIHRE1L ) |
ERBBRREEZH  BIE  BEEBREENAPTFHNEBERE LA TESBHSnortfil BREREFE

AMSnortEa#E=x., BZHETE.

Hover over option to Trim Data to MSS
see baCke nd sSno rt Block Unresolvable TCP Header Anomalies
CO nfl gu ratl on keyword Explicit Congestion Notification block Disable Packet ) Stream

Clear Existing TCP_Optitns

Aliow These TCP Options

This configuration is contained in the layer: My Changes

NAP B % #F #9Block Unresolvable TCP Header AnomaliesiE 18 €& i & %% F MblockEd#EF. iC
FEEAR , TRERNAIBRERIKEE,

DE
DE
DE
DE

e65c01d56 snort.conf

“block” option is enabled in normalize.conf

E 1 H#ENAP

MREETHEEBRREERSEN , TUER B ERNAPRBRELE At EHAEY
NAPH | ] LA A E BB RRE

it

B, HEES

<

LT REREFRERITHAIRNS R,

1. RBAX "BRENAPEE I PREIMVRAEINAP,
2. FEFH R I SR Bk U Advanced E & , EfinEINetwork Analysis and Intrusion PoliciesZf 7. 1%
—TAddRule , FRBEEEXHMEHA , AR TENetwork Analysis Policy % EF'&E%EE_LE’J


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz50295

NAP,

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control rule is determined My Intrusion Policy

Intrusion Policy Variable Set Default-Set

Default Network Analysis Policy Security Over Connectivity

Click to expand NA Rules s —

Add rule(s) to target
traffic with certain NAP

BRI AT

BEARSHTEHREERRSR AN
TR

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control

Network Analysis Rules

#  Source Zo.. DestZones  Source Networ..

1 2 62_network

My Intrusion Policy ¥ &
rule s determined
Intrusicn Policy Variable Set Default-Set hll

Network Analysis Policy List
« Add Rule

Dest Networks VLAN T... Network Analysis ... |

| My Custom NAP I o O

Default Network Analysis Policy

Revert to Defaults

Sacurity Over Conneetivity v

OK.

R E ARNR AFT AR SnortiR B ( L2 1FM3MCID ) B2

ARTHINEERRUSHATRESNT , EEZRSRREREATCPERRPHNEER,

ETENRGF , BRA129:143TRI|oN , ELENRAHS  ZRVBREEERRE,. AR
120 14E EEHRDBEEBHTCPR , REEALUER B IRBTEHAM TN ER SHE D TG

HRAWER,

Full session pcap

» Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95

~ Transmission Control Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839666, Len: @

Source Port: 51174
Destination Port: 443
[Stream index: 2]

[TCP Segment Len: @]
Sequence number: 3849839666
Acknowledgment number: @

SYN packet has TCP Timestamps

Header Length: 48 bytes

..... 2

Window size value: 8192

[Calculated window size: 818

Checksum: @x7@8ba [corre
o6

MEXImom segment size: 1388 bytes
» No-Operation (NOF)
» Window scale: 8 (multiply by 256)
» TCP SACK Permitted Option: True
» Timestamps: TSwal 2054852, TSecr @

RESR

v

Timestamps

Source Port: 51174

Destination Port: 443

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 38498309667
Acknowledgment number: 1666843207
Header Length: 2@ bytes

Flags: @x@1@ (ACK)

Window size value: 57

[Calculated window size: 57)
[Window size scaling factor: -1 {unknown)]
Checksum: @xed4? [correct]
[Checksum Status: Good)
[Calculated Checksum: Bxed47]
Urgent pointer: @

Packet that triggered event

» Internet Protocol Version 4, Srci 172.16.111.226, Dst: 50.19,123.95
v Transmission Contrel Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839667, Ack: 1666843207, Len: @

No TCP Timestamps
in event packet
(violates RFC)

AREEBERTHARTRFENEE , IRTUATIR,.



- MREANEZEEEBNAP , W HETHENAPRERBEEERRE , BEERETRERERER
B, AU ERKHEBRA "FENREMNER, X "TERREMNER, K,

Network Analysis and Intrusion Policies

Intrusion Policy wiad befors Access Control | o Rules Active
rube Is desermined

Intrusion Policy Variabie Set Default-Set
Network Analysis Ru'es te Cuiten Rules
Defaut Network Analysis Policy Baianced Security and Connectivity

Revert to Oefauits

- MREREMN TEERRAL | FEEAENAPRES LREREZ —

- MREMFERERANEAERER  SURFEEATFEAMR , RAERKKTUER
MR AREFMCH R BT RIERRE , W ELIREE T2, RBIBIT , EEREME
NAPER & AE o

Add Rule

Name | Catehall ) Enabled Insert | Into Mandatory
Action | o Allow | ™
Zones  Networks  WLAN Tags . Users Ports URLs  SGT/ISE Attril m:zm Logging  Comments

Intrusion Policy Variable Set

Remove file policy
from all rules

Tg InheritancSettings | ] Policy Assignments (0)

w Mandatory - test_rest (1-2)

There are no rules in this section. Add Rule or Add Category

Y -~ 3r ]

BEBEDBETENNEERS , WEHFRTREEBRENRIEESR. A CREE=E 0 EERNAR
BREMBEIRTT &0

BB SENEERNE , UEEFEBRESERANER , EHNIREENEERRE
REEE.

ERMHETACHE R

®H R
Firepower# & H 1Y tH FE HEBRIE R http://www.cisco.com/c/en/us/support/docs/security/sourcefire-defe



/content/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

fEFirepowerdt EHE T ESFEE BE http://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireps



/content/en/us/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html
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