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Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings p’
Identity Policy None
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# connect module 1F3## &

Firepower-module1> connect ftd
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# connect module 1 telnet

Firepower-module1> connect ftd ftd1
EEEFEFIARBRM(ftd1)IRFE. ... A Texity BUREIRECLI

>

A LLiE 1Tsystem support ssl-debug debug_policy_allin 53R BSSLEKE R BN S EREKFREN
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em support ssl-debug debug_policy_all

Parameter debug_policy_all successfully added to configuration file.

Configuration file contents:
debug_polic)

You must restart snort before this change will take affect

the CLI command
ype DetectionEngine'.

clete the current S¢
y deleted
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This can be d M
'pmtool restartbytype DHtPL‘fIDﬂEHgIﬂu

& : £ system support ssl-debug-reset i T IWNEXLENERE , TEICREMFAM.
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> system support debug-DAQ debug_daqg_write_pcap
Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine

> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is

daq_decrypted 15903.pcap daq_decrypted 15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted *
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Mo, & Timg Sowrca SRC PAT Dostrat, DSTPORT  Length o Protocel
304 3970445 192,168.1.200 83232 172.217.5.226 a 56 63232 = 441 [SIN] Seq=d Win=8192 Len=d WS=4 SADX_PERMS1  TCP
324 4.003852  192.168.1.200 63232 ~ 443 [ALK] Seq=1 Ack=1 Win=66248 Len=8 TCP

63232 172.217.5.226
63232 17 3

32 192, 168. 1,200 ACK] Seqs318 Ack=1957 Wins65248 cP
336 4.867959 192.168.1.200 a3 54 63232 . 443 [ACK] 5eq=218 Ack=2118 Win=65076 L] TP
334 4.072598  192.168.1.200 443 186 Client Key Exchange, (hange Cipher Spec, hello Request, Hello Reque. TLSVL.Z
339 4.061448  192,168.1.200 a3 107 Application Data TLSv1.2
349 4.081463  102.168.1.200 3 118 Application Data LS. 2
* Handshake Protocel: Client Hello ‘see " capoutpoan
Handshake Type: Client Hello (1) - P = —_ — = =
Length: 208 FiL @ RE QaeasEF & = qq
i ::'.‘;:1. TLS 1.2 (@x8303) 1
Session ID Length: @ No. & Time Source SACPRT Destination ST PORT Langth infa
Cipher Suites Length: 28 707 12.608129 192.168.1.200 63232 172.217.5.226 443 56 63232 - 843 [SYN] Seqed Win=B192 Len=@ MSS=146@ Ws=4 SACK_PERMs1
» Cipher Suites (14 suites) 717 12.634388 63232 172.217.5.226 63232 ~ 443 [ACK] Seq=1 Ack=1 Win=66240 Len=@

192.168.1.2080

Compression Methods Length: 1 [ 12.636387 102.166.1. 200 63232 172.211.5.226 3 Client Hello
» Compression Methods (1 method) 730 12.672869 192.168.1.200 63232 172.217.5.226 443 54 63232 - 443 [ACK] Seq=200 Ack=2761 Win=66248 Len=8
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= 739 12.712021 192.168.1.200 63232 172.217.5.226 443 167 Application Data
it By Nartar Sacrat 749 12.712097 192.168.1.200 63232 172.217.5.226 443 118 Application Data
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