EAREEEN TERE FTD /I H
B 8%

L¥F0 EtherChannel
£ FTD E#IEH EtherChannel
j&iB FTD #Y EtherChannel

N
AR BFirepower BHR(FTD) £ B L AMEH N EHEE, BRBAEE,
AR

AXHRBHERR.



BRI TR
AR ERARBIRA T RBAEREA -

 Firepower 4150 FTD ( 6.1.0.x #1 6.3.x iR )
« Firepower EE A/ (FMC) ( 6.1.0.x 1 6.3.x kX )

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BVAERESRERE) . MREHMEEET , FRACREEMES IRERNEE,

HEEE m
A EAR A TREEMERERA

+ ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
+ ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

« FPR2100, FPR4100, FPR9300

« VMware (ESXi). Amazon Web Services (AWS), /U EEREEES (KVM)
« FTD B8 6.2.x REFHIRAK

BREMN
FTD R —ARANKBME | Hh Qi 2 FE3/%

« LINA 5|%
« Snort 5| %

RNERER 2 E5IZENIES :

S S
o
Snort 'Engine snort Verdict 1
'—
i - - eqress
:EﬁieL LINA engine l \ LINA engine ingte,f:ce
|

- HEEEARANT , dH LINA 5|ZEE

- MR FTD RAIZEEZEHS , Bl Snort 5| ZEHHEEITRE
- Snort5| ZEEHBHYERLR

« LINA 5|24R#% Snort W ERERIEEREEZHT

FTD REMEREEXNAENEERX , WTEAR



Routed

« Routed

« Passive

-
«  Transparent }
6 Interface Modes

- Passive (ERSPAN)
Inline pair
* Inline pair with tap

2 Deployment Modes:

Device Modes inherited from ASA

Interface Modes inherited from ASA

«  Switched (BVI)

}4— Interface Modes inherited from FirePOWER

NuHiE B UEE—FTDRE LA EANEER.

UTHESRREE FTD HEMNEE

FTD ME&ER ||FTD HBEX ||53RA RETRERSE

f&R& & R& 522 LINA 5|2 Snort 3| Z#8E |2

i &8 522 LINA B|Z# Snort 3| 2% |2
kv AN =

R B8 by 5556 %ﬁ; LINA 5|2 F15E% Snort 5|2 =

ER D RN A . #B84 LINA 5|2 52 Snort 5|2 -

BEY LG e a
kv AN =

o 55 by 5556 ;;; LINA 5|2 15 % Snort 5|2 =
kvi | AN =

W (ERSPAN) |E% ié LINA B|Z 152 % Snort 5|2 =

RRTE FTD LMY RHERELE ST E

Mg E &




inline pair

Router-1 ‘ e1/6 e1/8 ‘ Router-2

— INSIDE &

B OUTSIDE %
=\ V=

NGFW

=~ ""‘I S KT,
L '-_-_.i-\.' .

BBUTER  FARBEEHERNTREERE /T e1/6 # 1/8 :

NHE e1/6 e1/8

&8 INSIDE OUTSIDE

ZE B INSIDE_ZONE||OUTSIDE_ZONE
NERERZFR  |Inline-Pair-1
EREE MTU |1500

Bh 4 PE E /A
EEERERRE EMA

R R

SBR1EEREEBNE , FEEZEDevices > Device Management , iZ2ZBEENEE | REIBIE
Edit , 20 FEPf R

Overview Analysis Policies QUL Objects  AMP System Help

Device Management MNAT VPN QoS Platform Settings
By Group v |
Name Group Model . License Type Access Control Policy
4 [ | Ungrouped (9) l . l l
© Egnszﬂggsa - Cisco Firepower 4150 Threat Defense Cisco Firepower 4150 Base, Threat, Malw...  FTD4100 E o

BETR , EENENZBLAE Enabled , N FEFTR.



Edit Physical Interface

Mode: None

Name: INSIDE | Enabled

Security Zone: §  INSIDE_ZONE

Description:
m IPv4 IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9188)

> 2 . EWE N HAnameif,

FLINHE Ethernet1/8, HRFERIT BFI .

Overview Analysis Policies NN Objects AMP System Help v admin v

Device Management NAT VPN QoS Platform Settings

FTD4100 (O canesl |

Cisco Firepower 4150 Threat Defense

Devices Routing Inline Sets DHCP

& @  AddInterfaces
.. Interface Logical Name Type  Security Zo... MAC Address (Active/... 1P Address |

5] Ethernet1/6 INSIDE Physical V4

(5] Ethernetl/7 diagnostic Physical V4

g Ethernet1/8 OUTSIDE Physical V4
SR 2 REAREE,

EE = Inline Sets > Add Inline Set , N FEFT R,



Deploy System Help v admin v

Overview Analysis Policies s

Device Management NAT VPN QoS Platform Settings

FTD4100

Cisco Firepower 4150 Threat Defense

Devices Routing Interfaces m DHCP
I &) Add Inline Set I

Name Interface Pairs |

3 cancel

SER 3IBIBEXREE "Generaly 3RE , M TEFT.

Add Inline Set

[ conerr OIS

Name*: Inline-Pair-1

MTU*: 1500

L

FailSafe:

Selected Interface Pair

Available Interfaces Pairs (%
| Search [C1] INSIDE<->0QUTSIDE

INSIDE<->0UTSIDE

N xE  BEENEATRRACRERBENREY U EEEERR (BEREERE
BEESnont5| EBEE ) . NHEFEXNABESADE,

$E% 4.1 "Advanced Settings J& T BUAPropagate Link State :#38 , ¥~ BFfRo



Add Inline Set
General Advanced

Tap Mode: —

Propagate Link State:

Strict TCP Enforcement: -

ERBREPH—ETEBRAR , ERREEESEBRAART HEHFHE_ENH.
SRS BEFEEAHEITHRE,

i)

ERABHRE  BREENEEREEREERE,

& FTD CLI Be @ AH B B 1E &,

RRFR
A FTD CLI M ER B A EREC B AR RE

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode 1is off
Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: 509



Ng  EEEIDE—ETEAROMNE. WESFEERABERAERS O

NEMEBENR -

<{froot>

>

show nanei f

Interface Name Security
Et hernet 1/ 6 I NSI DE 0
Ethernetl/7 diagnostic 0

Et hernet 1/ 8 QUTSI DE 0

>

BN HEAMEE

<#root>

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Et hernet 1/ 6 unassi gned YES unset up up
Ethernetl/7 unassigned YES unset up up

Et hernet 1/ 8 unassi gned YES unset up up
BEER EEA

<#root>

>

show i nterface el/ 6

Interface Ethernet1l/6 "INSIDE", is up, line protocol is up



Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "INSIDE":
468 packets input, 47627 bytes
12 packets output, 4750 bytes
1 packets dropped
minute input rate 0 pkts/sec, 200 bytes/sec
minute output rate 0 pkts/sec, 7 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 96 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

>

show i nterface el/ 8

Interface Ethernet1/8 "OUTSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "OUTSIDE":
12 packets input, 4486 bytes
470 packets output, 54089 bytes
0 packets dropped
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 212 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 106 bytes/sec
minute drop rate, 0 pkts/sec

O Y Y e

BRsE FTD RERECH /T EFE
AHRIPELARBB NG ELORBRS .

- B3 1./6H Packet Tracer
- BB 2B AEEEMEMPFAREE | WIEIR A EBRE EH{EIETCPRILS /MR (SYN/ACK)HE



- BT 3. A A BEERERFTDRE
- BT 4 RFERLRBEEIIEE
- BRFE SR EFREEBAUEENNAT)
BRRAR
HEHE
EME FTD NEAAREHENEER , HaNEES X0 TEM T

Snort Instance

4

Defrag " Malware
DrROP  Policy DROP DROP Snort Verdict DROP DROFP

Fast Path

4

Defrag Policy g

ast Path
Data Path

Nirs  DERBAETURABRYENRES

EARFE

- RE—EAREHE , 2 BAERTESEAEE

- FEERELERAMARERR (IPS)

- ERHANEABBRATAEH

« RZHLINA 5|ZEIhEE (NAT, BEEF ) FTAARFERAREHNERR
- ERRETRERR

- B%ME LINA 5| ZERESFETE Snort 5| ERE—EER

RE-HULUARBLAAER , MTEMR :



Minimal LINA Full Snort Minimal LINA
engine checks engine checks engine checks

ER % 1./ Packet Tracer

Packet Tracer #iith ( REEFHAREHNHE ) , EFREHEVEESR

<tfroot>
>

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202.50 80

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: NG PS- MODE

Subtype: ngips-mode
ResuTlt: ALLOW

Config:

Additional Information:

The flow ingressed an interface configured for N@ PS node and NG PS services is be applied

Phase: 3

Type: ACCESS- LI ST




Subtype: Tog

ResuTlt: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet is sent to snort for additional processing where a verdict is reached

Phase: 4

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW
Config:

Addi tional |nformation:

Ingress interface INSIDE is in NGAPS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 5

Type: FLOW CREATI ON

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 106, packet dispatched to next module

Result:
input-interface: INSIDE
input-status: up
input-line-status: up
Action: allow



B 2. BB A BREHEIETCP SYN/ACKH &

B LAE A SREH Scapy EE AN HEREL TCP SYN/ACK HE, HEEZEEL 3 HEE
BR A SYN/ACK EEM 4 -

<{froot>
root@KALTI: ~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (nho default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = I P(dst="192.168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

£ FTD CLI LB At #EER |, Y {EiX4{E TCP SYN/ACK H& :

<tfroot>
>

capture CAPlI interface INSIDE trace match ip host 192.168.201. 60 any

>

capture CAPO interface QUTSIDE nmatch i p host 192.168.201. 60 any



EiB FTD EEHa® , USRI ERMAELR

<{froot>

>

show conn det ai

1 in use, 34 most used

Flags: A -
b - TCP st
C -
D -
F -
G -
i -
k -
N - inspect
, n - GUP
0 -
q —_
R_
T -
V_
W_
X_
X -
Z -
TCP Inline-
flags b N

awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

at e- bypass or nail ed,

CTIQBE media, c - cluster centralized,

DNS, d - dump, E - outside back connection, e - semi-distributed,
initiator FIN, f - responder FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - initiator data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response

Skinny media, M - SMTP data, m - SIP media,

ed by Snort

responder data, P - inside back connection,

SQL*Net data, R - initiator acknowledged FIN,

UDP SUNRPC, r - responder acknowledged FIN,

SIP, t - SIP transient, U - up,

VPN orphan, v - M3UA W - WAAS,

secondary domain backup,

inspected by service module,

per session, Y - director stub flow, y - backup stub flow,
Scansafe redirection, z - forwarding stub flow

Pai r- 1: QUTSI DE( OQUTSI DE) :  192. 168. 201. 60/ 80 I nl i ne-Pai r-1: | NSI DE( | NSI DE)

, idle 13s, uptime 13s, timeout 1hOm, bytes 0

N oEEpER

192

. 168. 201. 50/ 20,

BIRASAK ERAREHBERNSYN/ACKERE , BRIFRA T TCPIRES K. HER

REHEXT , FIDNHEEEENTCPREMBEXNNTCPER , METEERRTERER

RSN TCPE A,
N WiE  NBEE — FTD SnortZl Ee g E A,

Wl RALER , RAKTUERHE 3 @EHEHE FTD HE@E



<tfroot>

>

show capture CAPI

3 packets captured

1: 15:27
S
0:0(0)
ack

0 win 8192
2: 15:27

S
0:000)
ack

0 win 8192
3: 15:27

S
0:000)
ack

0 win 8192

:54.327146

:54.330000

:54.332517

3 packets shown

>

3 A ERH FTD £i& :

<ffroot>

>

show capt ure CAPO

3 packets captured

1: 15:27

0:000)

ack

:54.327299

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:



0 win 8192
2: 15:27:54.330030 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3: 15:27:54.332548 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3 packets shown
>

55— B E TR G K SRR — LA EF , HI20 Snort 5IEHERER -

<#froot>

>

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 15:27:54.327146 192.168.201.50.20 > 192.168.201.60.80:
S
0:0(0)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3



Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Confi g:

Addi tional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1ist CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

Phase: 5
Type: NG PS- EGRESS- | NTERFACE- LOOKUP
Subtype: Resolve Egress Interface

Result: ALLOW
Confi g:
Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node
Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 6

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 282, packet dispatched to next module

Phase: 7
Type: EXTERNAL- | NSPECT

Subtype:

Result: ALLOW

Config:

Additional Information:

Application: 'SNORT | nspect

Phase: 8
Type: SNORT

Subtype:
Resul t: ALLOW
Config:

Addi tional Infornation:
Snort Verdict: (pass-packet) allow this packet



Phase: 9

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
Action: allow

1 packet shown
>

F_EHERHENERSPFERHIEEEEERS , It SEBACLRE | BSnort3|ZBNEYHHE
HEITRE

<tfroot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 15:27:54.330000 192.168.201.50.20 > 192.168.201.60.80:
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist



Phase: 3
Type: FLOW LOOKUP

Subt ype:ing
Resul t: ALLOW
Config:

Addi tional Infornmation:
Found flow with id 282, using current flow

Phase: 4
Type: EXTERNAL- | NSPECT

Subtype:
ResuTlt: ALLOW
Config:

Addi tional Infornmation:
Application: ' SNORT | nspect

Phase: 5
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

R 3. Y AT REETE NEEIRRE
&t FTD Snort 5| M HETH ( HIMFRIRHIRA ) SUTH A MBI EEE , MTEMT



Snort Instance

* *M alware ’ No

Snort Verdict PR°F DROP

Defrag
DROP  Policy

Defrag Policy L_ EEEEE aﬁt Path 1
Data Path

EIB A ERECEHEE TCP SYN/ACK #aK , A ERERE+FES

<ffroot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

client IP address:
client port:
server IP address:

s3]

Please specify
Please specify
Please specify

oo

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session



B 4 BEESIREES

EFTD LR BB EETHIEE | WEIRAER Ble1/6 1 E M switchport, 7 FTD CLI £ |, B4 EEE|

MENEEE R -

<{froot>
>

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Et hernet 1/ 6 unassi gned YES unset down down
Ethernetl/7 unassigned YES unset up up

Et hernet 1/ 8 unassi gned YES unset adninistratively down up

FTD SR8 BER :

<tfroot>
>

show | og

Jan 03 2017 15:53:19: %ASA-4-411002:

Li ne protocol on Interface Ethernetl/6, changed state to down

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface OUTSI DE, changed state to administratively down

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface Ethernetl/8, changed state to administratively down

Jan 03 2017 15:53:19: %ASA-4-812005:

Li nk- St at e- Propagati on activated on inline-pair due to failure of

>

interface Ethernet1/ 6(1NSIDE) bringing



WERSER GRS 2 BT E R R AR !

<#froot>
>

show i nline-set

InTine-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode 1is off
Tap mode is off
Propagate-link-state option is on

hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/6 "I NSIDE"

Current - Status: Down(Propagate-Link-State-Activated)

Interface: Ethernetl1/8 "OUTSI DE"

Current - Status: Down(Down-By- Propagat e- Li nk- St at e)

Bridge Group ID: 509

show interface el/ 6

Interface Ethernet1l/6 "INSIDE", is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1



Pr opagat e- Li nk- St at e- Acti vat ed

(O Y Y e

IP address unassigned

Traffic Statistics for "INSIDE":

3393 packets input, 234923 bytes
120 packets output, 49174 bytes
1 packets dropped

minute
minute
minute
minute
minute
minute

input rate 0 pkts/sec, 0 bytes/sec

output rate 0 pkts/sec, 0 bytes/sec
drop rate, 0 pkts/sec

input rate 0 pkts/sec, 6 bytes/sec

output rate 0 pkts/sec, 3 bytes/sec
drop rate, 0 pkts/sec

£ A Ethernet1/8 /M@ :

<#froot>

>

show i nterface el/8

Interface Ethernet1l/8 "QUTSIDE", is administratively down, |ine protoco

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Down- By- Pr opagat e- Li nk- St ate

T R

IP address unassigned

Traffic Statistics for "OUTSIDE":

120 packets 1input, 46664 bytes
3391 packets output, 298455 bytes
0 packets dropped

minute
minute
minute
minute
minute
minute

input rate 0 pkts/sec, 0 bytes/sec
output rate 0 pkts/sec, 0 bytes/sec
drop rate, 0 pkts/sec
input rate 0 pkts/sec, 3 bytes/sec
output rate 0 pkts/sec, 8 bytes/sec
drop rate, 0 pkts/sec

E#RA switchport & , FTD i HE T :

<ttroot>

>

is up



show | og

Jan 03 2017 15:59:35: %ASA-4-411001:

Li ne protocol on Interface Ethernetl/6, changed state to up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface Ethernet1l/8, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface OUTSIDE, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-812006:

Li nk- St at e- Propagati on de-activated on inline-pair due to recovery of interface Ethernetl/6(INSIDE) brir

ERFE 5.OCIERFRENAT
AR R
LR, AR RESIHBERIYTHNERZE NAT :

https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/quide/fpmc-config-
quide-v601/Network Address Translation NAT for Threat Defense.html

EARESTEHEX THERS

BMHEMAA  ER FTD AREHEEIRE , EEREPETRNTA.

Security Intelligence  HTTP Responses  Advanced
#A Filter by Device &) Add Category @ Add Rule | Search Rules |

w Mandatory - FTD4100 (1-1)

1 Rulel any any (5 192.168.201.0/24

w Default - FTD4100 (-)

There are no rules in this section. Add Rule or Add Category

Intrusion Prevention: Balanced Security and Connectivity v EN ]
R R
RMAEREMBFFAEE , AEB FTD AMEHEE SYN/ACK HE, REEHH .



/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

<#root>

>

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 210 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

BEBER I BB

<ffroot>

>

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 16:12:55.785085

192. 168. 201. 50. 20 > 192. 168. 201. 60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node



ResuTlt: ALLOW
Config:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og
Resul t: DROP
Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Addi tional |nformation:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

1 packet shown

FELER BB |, AIUEEZHTER FTD LINA 5| BB E |, MARBEEE FTD Snort 5%,

BRI 5 B P IR

¥ HREC T R 0 R BR R o



BRI R

BE F Devices > Device Management > Inline Sets > Edit Inline Set > Advanced , A& A Tap
Mode , 21 N BT R

Edit Inline Set

General Advanced

4

Tap Mode:

4

Propagate Link State:

Strict TCP Enforcement:

L

<#froot>
>

show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode 1is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: O



MEMSA D MR FTD AMREHE M EES

ERRE

- FASRE 2 REARBEE , ERTESEAIPEE

- TRHAGEATFEEXTAEA

« RZELINA 5|28 ( NAT, BHE ) TOTARFHASREHNERR

- MERBEERRE

. ﬁx%ﬂ LINA 5| ZmEERETE Snort 5| ZRE—BHERRENETER

RE—HUOTEMR

ERTRBFEXNAREHTERRERRE, EBHINEHREIG , TTHEEER

<#root>
>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE

input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

A HR ALY F EtherChannel

Ba LUEBME S R iEIR EtherChannel 52 E RH#IAL Y -

1. 7£ FTD L#X It EtherChannel
2. Etherchannel&BiBFTD ( EEFX0S 2.3.1.3R EFH A )

1£ FTD L£#& 1EH) EtherChannel



n Po3 = = Po5> n
Po33 V] =\ H V]
> m\ =
e inline-set
> inline-set
Po55 A Po3 E E POS5 A\
U\ U
FTD Standby
SW-A E£# EtherChannel :
<#root>
SW-A#
show et her channel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
35 Po35(SU) LACP Gi2/33(P)
SW-B L£H#J EtherChannel :
<#root>
SW-B#
show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SU) LACP Gil/0/4(P)

FTD Active

REESRIBEMHVMACHU |, FEBEAFFTDEX

<#root>

SW-B#

show mac address-tabl e address 0017. df d6. ec00

Vlan

201

Po33

Mac Address Table

0017.dfd6.ec00

DYNAMIC



Total Mac Addresses for this criterion: 1

FTD EHYAHERER :

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

~ o EREFTDAERHEEANERAT , RETEHREETEERAR RSB ENRREEEHN
MACH 11t P76 E Y BF R

BB FTD B9 EtherChannel

FTD Active
El/3m W EL/S
Po33 / o = / Po33

inline-set

I inline-set

Po55 E1/3 @ BE1/5 P55

FTD Standby

SW-A E£H# EtherChannel :

<{froot>



SW-A#

show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7

(n

BiRSHFTDHLACPH @& :

<tfroot>
FTD#

capture ASP type asp-drop fo-standby

FTD#

show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11le2 0180.c200.0002 0x8809 Length: 124

SW-B E£H EtherChannel :

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

RESRFEAHMACL , FBBEAPFTDEE

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports



201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTD ERYAHEREE :

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Ethernet1/3 "I NSIDE"
Current-Status: UP
Interface: Ethernetl/5 "QOUTSIDE"

Current-Status: UP

Bridge Group ID: 519

/i\ AR ERERAR  ERLEFTDAERBREEHMNERLT , W EEEEURMAEtherChannel
LACPRS , EFNBRERE , PEFEUEEIFER, WERSH EtherChannel B3 ( &
LACP ) , Bl skEFREIBURMAB A MAC A ut A BFRE S

a3

B el B AR e ERE .



LEER - ERECH BA{E A 70 i as BY N HR B Y

A ER B

152 1 73 i 2R B PO HR B 344

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes

Failsecure mode is off

Tap mode is off

Interface-Pair[1]:
Current-Status:UP

Current-Status:UP
Bridge Group 1D:509

>

Failsafe mode is on/activated
show inline-|| Propagate-link-state option is on
set hardware-bypass mode is disabled
7ME : Ethernet1/6 "INSIDE"

T : Ethernet1/8 "OUTSIDE"

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is on
Propagate-link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
' : Ethernet1/6 "INSIDE"
Current-Status:UP
/"M : Ethernet1/8 "OUTSIDE"
Current-Status:UP
Bridge Group ID: 0

> show interface e1/6
protocol is up

DLY 1000 usec

MTU 1500

Set: Inline-Pair-1
IP address unassigned

4 packets dropped
bytes/sec

bytes/sec

bytes/sec

Interface Ethernet1/6 "INSIDE", is up, line
Hardware is EtherSVI, BW 1000 Mbps,
MAC address 5897.bdb9.770e,

IPS Interface-Mode: inline , Inline-
FRE Traffic Statistics for "INSIDE":
3957 packets input, 264913 bytes
144 packets output, 58664 bytes
1 minute input rate 0 pkts/sec, 26

1 minute output rate 0 pkts/sec, 7

1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 28

> show interface e1/6
Interface Ethernet1/6 "INSIDE", is up, line
protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.770e,
MTU 1500
IPS Interface-Mode: inline-tap
Inline-Set: Inline-Pair-1
IP address unassigned
Traffic Statistics for "INSIDE":
24 packets input, 1378 bytes
0 packets output, 0 bytes
24 packets dropped
1 minute input rate 0 pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0
bytes/sec




5 minute output rate 0 pkts/sec, 9
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface €1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d,
MTU 1500
IPS Interface-Mode: inline , Inline-
Set: Inline-Pair-1
IP address unassigned
Traffic Statistics for "OUTSIDE":
144 packets input, 55634 bytes
3954 packets output, 339987 bytes
0 packets dropped
1 minute input rate 0 pkts/sec, 7
bytes/sec
1 minute output rate 0 pkts/sec, 37
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 8
bytes/sec
5 minute output rate 0 pkts/sec, 39
bytes/sec

5 minute drop rate, 0 pkts/sec
>

5 minute output rate 0 pkts/sec, 0
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d,
MTU 1500
IPS Interface-Mode: inline-tap
Inline-Set: Inline-Pair-1
IP address unassigned
Traffic Statistics for "OUTSIDE":
1 packets input, 441 bytes
0 packets output, 0 bytes
1 packets dropped
1 minute input rate 0 pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0
bytes/sec
5 minute output rate 0 pkts/sec, 0
bytes/sec

5 minute drop rate, 0 pkts/sec
>

fE R H R
RIEEHS

> show capture CAPI packet-number 1
trace

3 packets captured

1:16:12:55.785085 192.168.201.50.20
>192.168.201.60.80:S 0:0(0)ack 0 win
8192
PEER - 1
# Al : CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

> show capture CAPI packet-number 1
trace

3 packets captured

1:16:56:02.631437 192.168.201.50.20
>192.168.201.60.80:S 0:0(0)win 8192
PEER @ 1
HF| : CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

PEER : 2




PEER - 2

# 7Bl : ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

PEER - 3

&7l : NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

Config:

Additional Information:

The flow ingressed an interface
configured for NGIPS mode and NGIPS
services is applied

PEER - 4

# Al : ACCESS-LIST

Subtype: log

Result: DROP

Config:

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-
id 268441600: ACCESS POLICY:
FTD4100 - Mandatory/1

access-list CSM_FW_ACL_ remark rule-
id 268441600: L4 RULE: Rule 1
Additional Information:

Result:

input-interface:INSIDE

input-status:up

input-line-status: up

Action: drop
Drop-reason:(acl-drop)Flow is denied by
configured rule

1 packet shown

A Al : ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

PEER : 3

&7l : NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

Config:

Additional Information:

The flow ingressed an interface
configured for NGIPS mode and NGIPS
services is applied

PEER - 4

# Al : ACCESS-LIST

Subtype: log

#82 : WOULD HAVE DROPPED
Config:

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-
id 268441600: ACCESS POLICY:
FTD4100 - Mandatory/1

access-list CSM_FW_ACL_ remark rule-
id 268441600: L4 RULE: Rule 1
Additional Information:

Result:

input-interface:INSIDE

input-status:up

input-line-status: up

1€ : Access-list would have
dropped , but packet forwarded due to
inline-tap

1 packet shown
>
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