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FireSIGHT VM 172.16.1.9

ISR-4451
i, Outside

L2 Switch
Laptop 172.16.1.2 1
IDS Mode packet} CIMC 172.16.1.8
redirection : ESXi 172.16.1.10

P

FirePOWER Sensor VM (on UCS-E) 172.16.1.6

UCS-E_LFirePOWERBRKEH T£ERE
LT 27FUCS-E LIETTHFirePOWERRISH T/ETIZ

1. BB FEASRENBDI/UCS-ENEH#EHLETRE (BARG2HMGIRIEKE ) .
2. Cisco IOS®-XE CLIBIAERSEEMET O (FMIENEHRSEN EE’J@IE ) o
3. BUBIBRCLIG BB IESHEL TEE.

ElECIMC
REIT AR B ECIMC,

HEfFZICIMC

BRBICIMCH A EAZE, EXRF , BBEAEEETHECIMCHER, MREMAZARE
BAEME (ER ) BRI, ERE FE 2% 2812 R 75 T {Thw-module subslotés 4 :

| SR- 4451#hw-module subslot 2/0 session imc

| MC ACK: UCSE session successful for IM
Est abl i shi ng session connect to subslot 2/0
To exit, type "a’q

pi cocomvl. 4

port is : /dev/ttyDASHL
flowcontrol : none
baudrate is : 9600
parity is : none
databits are : 8

escape is : Ca

noinit is : no

noreset is : no

nolock is : yes
send_cnd is : ascii_xfr -s -v -110
receive_cnd is : rz -vv



Term nal ready

EBR1.ERE , FiEfT arg,

RR2:FERFEAEZBRadmin , ZiEA<password>, HZBEEBBENTAMR

. https://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/e/3-1-

1/gs/quide/b _Getting Started Guide/b 3 x Getting_Started Guide appendix 01011.htmI#G
UID-73551F9A-4C79-4692-838A-F99C80E20A28

AcECIMC

EAULTERATHCIMCHE E

Unknown# scope cimc

Unknown /cint # scope network

Unknown /cint/ network # set dhcp-enabled no

Unknown /cintc/network *# set dns-use-dhcp no

Unknown /cint/network *# set mode dedicated

Unknown /cinc/network *# set v4-addr 172.16.1.8
Unknown /ci nt/ network *# set v4-netmask 255.255.255.0
Unknown /cintc/network *# set v4-gateway 172.16.1.1
Unknown /cint/ network *# set preferred-dns-server 64.102.6.247
Unknown /cint/network *# set hostname 4451-UCS-E
Unknown /ci ntc/ network *# commit

X BRETcommitis S UREER,

MEE - FRAEEER , EXE Adedicated.

#H1Tshow detail i S U EFMEANTE

4451- UCS-E /cint/ network # show detail
Net wor k Setti ng:

| Pv4 Address: 172.16.1.8

| Pv4 Net nask: 255.255.255.0

| Pv4 Gateway: 172.16.1.1

DHCP Enabl ed: no

otain DNS Server by DHCP: no
Preferred DNS: 64.102.6.247
Alternate DNS: 0.0.0.0

VLAN Enabl ed: no

VLAN ID: 1

VLAN Priority: 0

Host nane: 4451-UCS-E

MAC Address: E0:2F:6D:E0:F8:8A
NI C Mbde: dedicated

NI C Redundancy: none

NI C Interface: console

4451- UCS-E /ci nt/ network #

{Eﬁﬁﬁ YEAEERBNEBREAERMEBCIMCHIWebTH , W TEATR. BREAEZSBARE

. £ & & #:admin
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. %1% : <password>
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Version: 2.1(1.20130726203500)

REESXi

EABCIMCHERAENTEE
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y 70N

Cisco Integrated Management Controller
4451-UCS-E
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Overall Server Status
(@ ]

Server Admin

Summary
Inventory

RAID

Sensors

System Event Log
Remote Presence
BIOS

Power Policies

Fault Summary

Host Image Mapping

V

¢ t .!. © O

Usemame: ELili]

ABRETEMRELHNEHR, ##— TLaunch KVM ConsoleE

sewer su'ﬂ Launch KVM Cc‘ﬁs:lel

Actions

- L Power ©n Sarver

..,___', Power Off Server

¥ shut Down Sarver

£ Power Cycle Server

) Hard Resat Sarver
@Lﬂunch KVM Console
 Lock Front Panel Power Button
@ Lock Front Panel Reset Button

9 Lack [0S Cenfiguration Changes

Server Properties
Product Name:
Serial Number:
PID:
uuID:
BIOS Version:

Description:

E140S

FOC17513BQL

UCS-E1405-M1/K9

FOF7551 3EDE-.
UCSES.1.5.0.2 (Build Date: 05/15/2013)

100

-Server Status

Power State:  © On
Overall Server Status: | Good
Processors: |4 Good
Memory: | Good
Cisco Integ g c (CIMC) Infor
Hostname: 4451-UCS-E
1P Address:  172.16.1.8
MAC Address: E0:2F:6D:E0:F8:8A
Firmware Version:  2.1(1.20130726203500)
CPLD version: 3.2

Hardware Version:

2

#— T Virtual MediaB & , A& — TAdd Image A BB ERIREE | WEFT R,

(meset vaues]



[E17216.18 - KVM Console o|[@][=]
File Help
(KvM_ | Virtual Media |
Client View
Mapped | Read Only | Drive |[ Exit |
| | 3 <& E: -CDIDVD 1
= 2 =) D: - Removable Disk | Lioate image |
= - | Add Image... |
§ [ Remove Image... |
= | === oo
ook [ 3441 [ EEEEE e
[ Esxi5. .0-799733-custom-(:ism-2.1.0.3.':5&
[} uese-huu-2.1.1.is0
£ —
Details
Target Drive |Mapped To - , ,
File Name: |ES)(|-5.1 .0-799733-custom-Cisco-2.1.0.3.is0
Virtual CDIDVD Not mapped Sl an A S S B S BN '| l i
Removable Disk  Not mapped Files of Type: |Dask image file {*.is0, *.img) I'I
[Floppy Not mapped pre= [ e l

HRERENER , #£CIMCE EHiEPower Cycle Server A B BIUCS-E, ESXiZERERNEEE
NE/E, ETRESXiRE,

BHEE : SCSRESXi IPHbit, FRAEZBNZRBLUESGRSE,
R g vSphere & S i
AREINM B L g vSphereE F i
TRvSphereZ F i

RUENESXidt f Al Download VSphere ClientiE#E T HvSphere & Fif, #BHZHESMK L,




/Welcome to VMware ESXi 51 \ -+

é. & https://17216.1.10

VMware ESXi 5.1

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

+ Download vSphere Client vSphere from a client machine. These
tocls can be used in shell scripts to
automate day-to-day operations.

+ Download the Virtual Appliance

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected

¢ Download the Windows Installer (exe)
* Download the Linux Instalier (tar.gz)

Web-Based Datastore Browser

failure, centralize access control, and automate system Use your web browser to find and
administration tasks. down!.cad files ll:far ex?arnp_ie, virtual
machine and virtual disk files).
« Download VMware vCenter + Browse datastores in this host's
inventory

If you need more help, please refer to our documentation library:

For Developers

* vSphere Documentation
vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in

our Forum Discussions, and view our latest
Sessions and Webinars.

s Learn more about the Web Services SDK

BEvSphere & F i

R E R BIvSphere B Fifi, EALEREHBRINERAERBNRREA , WTEMR®



vmware

VMware vSphere’

Client

qu” In vSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.q. Site Recovery Manaqger).

To directly manage a single host, enter the IP address or host name.

To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /[Name:  [172.16.1.10 =
User name: |rnnt

I Use Windows session credentials

Login I Close Help

#HWFireSIGHTEZE /L MFirePOWERK E

ST FEVMware ESXi2 Rl EZEFireSIGHTEE RO NEF RN SR | LUEEESXi LB
FireSIGHTEEH 1),

MisE . AR EEBFirePOWER NGIPSVE ERIBRREAABESEHR OMNBREEEL,


/content/en/us/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html

frE
HEEBUCSEL , ERENE :

- IR AMACHb 1T H 2 BT E R EHIGI3

- BE-SMACH 4t T H 2 Bl E AR EHIGi2

BERNREMERRTNE
EEEUCS EL, =@M :

- R ARBIMAC e 31k £ TH 2 81 H R = Gi2
BRNRERERAINE
|SR4KJ:H’JWIUCS ENEE R AEE,

UCS-E 120SH140SE=EHEBR N HFNEEE .

. vmnicO¥ R ZI 3% B 88 5 R £ 89 UCSEX/0/0
- vmnic ¥ BRBIBE AR B R _E B UCSEX/0/1
. vmnic2¥ R E|UCS-ERI FEGE2 E
.- BIEREEM)EREARCIMC,
UCS-E 140D, 160DF1180DEE MEMENEF :

- vmnic TH IR E 3% 28 & R £ RY UCSEX/0/1,
- vmnicZERE|UCS-EFI SFEGE2N M.,

. vminc3E R E|UCS-ERT FEIGE3S T Ho

. BIERE B (M)EREEARCIMC,

- vmnicO¥IBR 2 3% B8 5 R £ B UCSEX/0/0,
|
1
|

ESXi_tfvSwitchs T H

ESXi L HIvSwitchORESXi, FireSIGHTEEH U FMFirePOWER NGIPSvE EBBHERKBANERE
M Ho. ¥ — T vSwitch1(SF-Inside)#vSwitch2(SF-Outside)#dProperties SA i 178 Ko



localhost localdomain VMware ESX|, 5.1.0, 799733

Performance

Events ' Permissions

(o1 e a ol L oical Users & Groups

Remove... { Properties...

Physicsl Adapters

e B vmnic2 1000 Full G

gr‘

Getting Started | Summary ' Virtual Machines ' Resource Allocation

Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
TrEmary Standard Switch
Storage Virtual Machine Port Growup

» 3 VM Network

Storage Adapters Bl | 3 virtual machine{s)
Network Adapters 4451-VMware vCenter Server Appl..

Advanced Settings
Power Management

SFS
oC

Software

VMkernal Port

[d Management Network

Licensed Features
Time Configuration
DNS and Routing
Authentication Services

Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings
Advanced Settings

Virtual Machine Startup/Shutdown
Yirtual Machine Swapfile Location

vmk( : 172,16.1.10
fedl::e22f:6dff:fee0:fo88

Standard Switc

Viruz! Machine Part Group

[ SF-Inside
=1 |1 virtual machine(s)
SFS

Standard Switch

Virtuz! Machine Port Group

L7 SF-Outside

e

Remove...

Phiysical Adsprars
B vmnico 1000 Full 3

Remove, . .

Prysical Adsprers

BB vmnici 1000 Full 3

X

= |1 virtual machine(s) | VLAN ID: 20

SF5

&

Lt B R RvSwitch1 B4 ( A A HBvSwitch2TE RIS R ) -

MIEE | FERAENGIPSVEIVLAN IDELE &4095 |, BRIENGIPSVIIHE

ERLBM

. http://www.cisco.com/c/en/us/td/docs/security/firepower/60/quick _start/ngips_virtual/NGIP

Sv-quick/install-ngipsv.html

g @

(2 vSwitchl Properties
Ports | Netwark Adapters |

Configuration
ﬁ vSwitch

| Summary |
120 Ports
Virtual Machine ...

[~ Pert Group Properties

SF-Inside
Mone (0)

Network Labsl:
VLANID:

Effective Polides
Security
Fromiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balancing:
Network Failure Detection:
Motify Switches: Yes
Failback: Yes

=

=]

semalrafﬁc Shaping | NIC Teaming |

—Policy Exceptions

CF Precent
I~ [accent
I~ [Accent

Promiscuous Mode:
MAC Address Changes:
Forged Transmits:

Ledle ]l

Remove

Active Adapters:
Standby Adapters:
Unused Adapters:

vmnicd
None

None

F Tasks |
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ESXi LHIvSwitchELEE T M. RE , BAARIFNE

1. BfnE|FirePOWERZ E K E H 2T,
2. ¥ — T Edit virtual machine settings.
. MEBFIE=ERBNEF.

4. TRREMZEEZCM  WTEMAR :

K3
Fit

(£ SFS - Virtual Machine Properties

Hardware } Options | Resources |

Device Status
[¥ Connected
¥ Connect at power on

Adapter Type

Current adapter:

E1000

==EE e |

virtual Machine Version: 7

r~DirectPath I/0
| Status:

Not supported @

~Metwork Connection
Network label:

| |SF-Inside

L i
SF-Outside
VM Network

[~}

Getting Started WLt e NG e =] [~ show All Devices Add... Remave
: . - Hardware Summary
What is a Virtual Machine? BB Memory 4006 MB
A virtual machine is a software computer tf | & cPus 4
physical computer, runs an operating syst Video card Video card
applications. An operating sysiem installe & VMCI device Restricted
machine is called a guest operating syster] | @ 5cSIcontroller 0 LSI Logic Parallel
2 i & Hard disk1 Virtual Disk

Because every virtual machine is an isolat]
environment, you can use virtual machine: §__:Exor: a:ap:er; “S{p.:fftg?rk
workstation environments, as testing envir| | & N °'ka b i kil
consolidate server applications B Network adapter3 SF-Outside
Virtual machines run on hosis. The same
many virtual machines
Basic Tasks

@ Power Off the virtual machine

i Suspend the virtual machine

G
(T Edit virtual machine settings

Help

oK Cancel

[EAFireSIGHTE & .Uk fiFirePOWERZ i

SEREMXEFIRNEN , UMERFireSIGHTEE /0GR

EN¥aARERE

EARBAR , BEREHNEER
REEMAERHE R E AR WAEREHE,
HERRAEISREE @ EUCS-E LK B RBR

FEAULTEAEFEORE :

BIEFEEF,

interface G gabitEthernet0/0/1
i p address dhcp

negoti ation auto

|

interface ucse2/0/0

no i p address

no negotiati on auto

fFirePOWERZE & .




swi tchport node trunk

no nop enabl ed

no nop sysid

service instance 1 ethernet
encapsul ati on unt agged
bridge-domain 1

1

interface BDl 1

i p unnunbered G gabitEthernet0/0/1
end

!

utd

mode ids-global

ids redirect interface BDI1

M . WREIETHRI16.1URRESIRA , FiE1Tutd engine advancedin © ,

utd@s .

RESOERED

HISREFEFETI GRS , AREBENITBREEEM

ci sco-1 SR4451# show plat hardware gfp active feature utd stats

Drop Statistics:

Stats were all zero

General Statistics:

Pkts Entered Policy 6

Pkts Entered Divert 6

Pkts Entered Recycle Path 6

Pkts already diverted 6

Pkts replicated 6

Pkt already inspected, policy check skipped 6
Pkt set up for diversion 6

SET AT BA T showan S UABR BB RER B EHEF !

- show platt software utd global

- show platt software utd interfaces

- show platt software utd rp active global

- show platt software utd fp active global

- show platt hardware qfp active feature utd stats
- show platform hardware qfp active feature utd

REBRENEATRAREEEE TR,
& T BUE 1T LA T debugdn T $ AR REE 1T SR B R R

- debug platform condition feature utd controlplane
- debug platform condition feature utd dataplane submode

=
N E
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