BB ESEThEE13.0 AsyncOSEEBEMA : &
3z, BEZHFAFNEGEER

B &

&

DEFEG

BE=EH

FEZE "REMBERR, .

Fii & Exchange Online/O365t & & 3
Fit [ Exchange N S EP B fil B 1 =R
B [ 1 AR

FREFEREER
BESERPHREER

bod 2z]3:

HERE A

masr

AN HEF BN EE B BHR(MAR)ZIEE , ZPERARAREBHREMAsyncOS 13.05| AR,

DB R

- EARESAKAsyncOS 13.05E & A
- AREREEBIER TN IR SR
. MS Office3655MS Exchange3R 5 &t

HRER

MARZ#EAsyncOS 10.04 5| AKY , f£3Z#EOffice 365 Online,
13.0R ESMRAHIAsyncOSIHEE :

- Microsoft Exchange Online — FE& #EMicrosoft Office 365 L # EF
- Microsoft Exchange R #F &8 & — s ibMicrosoft Exchangefrl B 25
. BAIZEFB & — BMicrosoft Exchange OnlineFlMicrosoft Exchange A 2P 2B B EL & 1Y EPFE 4H

A
=



HRERE L BR A LATE O365H FRIAMARER EE PR E] |, [EHHiE AT LAFE13.0 % E#ThR A O365HY
B ek R R E

E{t‘g;‘;ﬁ%%ﬁﬁk , AU IEEMN R K B0365 Azure i, ESARREMERMELERER R
2R

04 HESAHLEAzure ADFIOffice 365E3FE 58 IE

¥13.009Azure side APIFFATRE FTE X
ENNERFMIRMT BEMSERENESFHMENA.
B BBEEEBET NG

REESHE "IRFEEER

ESA 13.0F1 5 kx2S 3z #84# FAExchange Online, Exchange RSB ERKFEAEMEILERY %
ERFEEEE

- MREW L FEEEMNRTE , AhagRRLEZFEFENIEEL
CMRBABEEEZIHWE  YHFEKESESEANUEAMARIIE RE  BYZSERSEE
ERGLUARNWESATIREEBE RN EEM

B¢ Exchange Online/O3658: 1% 3R

. BO365/Azure BRI IRFEERRTEE "H5.) S+ LEVEH2EEL +.
Office 365/{B & (Graph API) — ;&3Z it 18 LA & & £ Exchange online L SR BRI ERRS , M A LA T 5540
& -

- HEAzureEEMF LEMNERAEXNEFiRIDFMBEFID,
. BERIE ( EABSbase64Thumbprint ) o
- PERENAB, BT NEEER) WEE pemBXR,

Create Account Profile

l i MAR charella

o omass

Profile Name : |.:-.rl.lr-.!-':.d||l..!;. = = =
= v L Ry
Description : | MAR:Chorellp & Ouctaian
uuuuuu
e | e - —
l—_'_'_'_
Frofile Type | Office 365 / Hybeid [Gragh APT) B — e R R
— _'_‘_'_'_,—l—'_'_
Client 1D : | |7355f5d1- 4~ Ifc-accfddeBfahS—"
—
Tenant 10 ; |,-J,._-35,“_,,'-, _ d7d3516051 =L .
Thumbprint : |‘.--_,..|_.-;.\-,.,..r —Geligtazah- i - gt
Certificate Private Key @ By charella_frar. pem P —
PEM farmat is reguired, & . - :
Cancel | Test Connection

EARE|O365R RHIE EER

ElEExchange A HEREER


/content/en/us/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

. BALBEBBEXChangeflEEVIRFEEREREMESZ,

. Wb HEEE — B E B Applicationimpersonation I ERA HEIRE .

- AT RN BIZEEIExchangeBEEF L , BB EME, hitps:/mail.yourdomain.com/ecp/

. B A% , BfiE|Permissions > Admin Roles > + U8B ERER, NMRELEEREAE , A
DEENERAERFHEIREF,

- BYBBARA. O TRBE AR "HEAGR, OTRE , REER T
Applicationimpersonation , ¥1i8 , #E

CEEREFEUNERERR  BIE TRE  +"EHYHESEERARESANERERS,

- BRFIBEH,

- FEENRPEEEESEMS EEHE L ETH

. R#% B AESA WebUI3 Efin ZAccount Settings.
-BIURFEEER. SBNRHA,
BETHLRE Profile Type: AZPR R, |
EEFERERR/EZENEH . EE.
EHTESHSIE . EEEEFRD.

- RRAMERER.

Create Account Profile

Ermor Errors hawe oocurred, Please see below for detalls,
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Profile Mame :

Description :

Profile Type :
Username:
Passwaord :

Hast :

address. The [P address must be 4 numbers
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Exchange on premise profile
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dashes,
kel = The first and last character of a label must

saparated by a period. Each number must be a
walue from O to 255. (Example: 192.168.1.1) A
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fallawing rulas:

s A label is a set of characters, numbers and
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* The hostname must have at least 2 labels
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Parameters fl:l-r the HDST: ﬁém.uddrn'xm must be a hostname or an IF address. The 1P addr... more
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Account Profile Name
arure-riptac
exchange-mar-2
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azure-rcdntac

Profile Type

Office 365 J Hybrid {Graph APT)
Exchange On Premize
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Domain Mapping

Enter Domain Mame(s): 7! | rptacsecendary.com
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Mapped Profile: | azure_esch
mar_chain_1
all-damains
auchange-mar-2

== | Submit |
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The following is a list of valid domain formats that can be used to map a
Mailbox Profile:

¢ The domain can be the special keyword "ALL" to match all
domains in order to create a default domain mapping.

* Domain names such as ‘'example.com’ - Matches any address with
this domain.

& Partial domain names such as '@.partial.example.com’ - Matches
any address ending with this domain

¢ Multiple domains can be entered by using a comma separated list
of domains.
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azure-rodntac charellalll.com fi'
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Connection Parameters

Email Address: |  testuser@rprocks.com
Connection Status

Connected to Excha
Connection Successful.
The appliance is able to read the user's mailbox.
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Fri Aug 30 11:57:30 2019 Info: Process ready for Mil box Renediation

Fri Aug 30 12:29:54 2019 Info: MID: 782107 Attempting to remediate using “azure-rtptac' profile
for recipient testuser@rtprocks.com. Attempt number : 1

Fri Aug 30 12:29:54 2019 Info: MD: 782107 Trying to performthe forward and del ete action on
Ofice 365 or Hybrid exchange for SHA256:

le6f 324 982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7ded4ed65941ab recipient's

(testuser @t procks. con) mail box.

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Message forwarded successfully to

adm n_mar @t procks. com

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Message del eted successfully from

testuser @t procks. com mai | box.

Fri Aug 30 12:29:58 2019 Info: MD: 782107 Renedi ati on succeeded with “azure-rtptac’ profile for
reci pient testuser@tprocks.com
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Mon Oct 14 15:01:01 2019 Info: MID: 24 Attempting gto remediate using 'azurertptac' profile for
recipient charella@rtptacsecondary.com . Attempt number : 1

Mon COct 14 15:01: 01 2019 Info: MD: 24 Trying to perfrmthe delete action on Ofice 365 or
Hybrid exchange for SHA256: 1e6f324982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7de4ed65941ab
reci pients (charella@tptacsecondary. con) nail box

Mon Cct 14 15:01: 09 2019 Info: MD: 24 Unable to read nmessage(s) fromthe recipient's

(charell a@t pt acsecondary. com) mail box. Error: The mail box cannot be accessed using this
profile or the required

perni ssi ons may be mi ssing

Mon Oct 14 15:01:09 2019 Info: MID: 24 Attempting to remediate using 'exchange-mar-2' profile
for recipient charella@rtptacsecondary.com . Attempt number : 1

Mon COct 14 15:01: 09 2019 Info: MD: 24 Trying to performthe delete action on On Prem se
Exchange for SHA256: 1e6f324982d4eb71ad967e79261a6435aef 928b57bc523dbb3e7de4ed65941ab
recipient's (charell a@tptacsecondary.com nmail box.

Mon COct 14 15:01:16 2019 Info: MD: 24 Message del eted successfully from

charel l a@t pt acsecondary. com i | box.

Mon COct 14 15:01:16 2019 Info: MD: 24 Renedi ati on succeeded with 'exchange-mar-2' profile for
reci pient charell a@tptacsecondary.com Not trying further profile.
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