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1. EESA L , i##Monitor > Spam Quarantlneo
2. f£Spam Quarantine Settings&B4% , E# Enable Spam Quarantine 2B J5 $2 3 5% 7E Fir 35 #Y b Bt

===

axX AE o

Spam Quarantine Settings

Enable Spam Quarantine

3. iE###Security Services > Spam Quarantine.

4. RREUHZE PR AR R B4 RMED R |, FRIFEFTEERABARB R (F3ET
Eﬂljiﬁ )o

External Spam Quarantine Settings

| Enable External Spam Quarantine

5. BRRXMERE K,

S E LR R AR 3 3 R R REURL



1. 1Z1ZNetwork > IP Interfaces.

=y
)
Listeners
SMTP Routes
] 1 s
Routing {iffe
SMTP Call-Ahead 1he

Bounce Profiles

SMTP Authentication
Incoming Relays .
Certificates
ZRL Sources

2. 12‘2 TH—:J%B’\‘DEF‘?BEEEEE’J HNNEEE. EARBARHERD  EPRIAR A AR
EERARESIRBETETEN | WIRB4 IR EHTTPI IR E4 5t =
HTTPS

Spam Quarantine

Y| Sparn Quarantine HTTP IEE
Y| =pam Quarantine HTTPS IES
3. i#F This is the default interface for Spam Quarantine Z&HE 5 #..
4. & TEBHPERHWURL) T , EEFERFEARKEEMA (cli: sethostname) , BRIEFE —EEIE R
HBEMNAWUPIZAEE. HWRAEERRIMERE.
#| This is the default interface for Spam Quarantine

Qugrzntine fogin and notifications will originate on this interface,

URL Displayed in Motifications:

@ Hostname

fexamples! Http: AlepamS. ol At 10,111 82F)

BOEEEE
FURLUAGH BN B4 PR BEE,
#| This is the default interface for Spam Quarantine
Quarantine login and notifications will ariginate on this interface.
URL Displayed in Motifications:
Hostnarme

- Ihttps:ffmyquarantine.myesa.c:n:nm:EiS
fexampoles! Mt Afspamd. ol At A0, 1.1, 1 82F)
MiEE : R A
N ERRERE , E'J%EEMEJ:EE§9P‘I3IP1&1¢2RH%‘¥1%1&1¢$§$“%W“‘BIPE’J%"BIPO
MERERAEEE , ARG ES "ML EERE  BNHREBEBIPHIFEREERE.
530 | https://10.10.10.10:83,



https://10.10.10.10:83

5 BRXMERE R,

6. %, MRANFHHHEHREREETHE , FRATTLUBIB R EHEE RF(DNS)H /A EDNSHE
MERSE, DNSﬁﬂ%’rzmﬁﬁﬁﬁ%lPt&ﬂto MRERBEBER , FrAOMKEESR , REl
B LA — B REBEBIPH i fERE , EREHEHIREDNSH ., >nslookup
quarantine.mydomain.com&fji £ U?EHU’EWeb%'JE%E':FEEEE’JURL DAEn 38 =75 A LAGA o P it
=
. https://quarantine.mydomain.com:83https://10.10.10.10:83

sl Cisco IronPort MAS0 (charg., »

b 4 gShare Browser 'WebEx -

'::Ilii'::l.;' IronPort Spam Quarantine

Enter your login information below. If you are
unsure what to enter, please contact your
administrator,

Usarmame: | |

Password: | |

oo |

Privacy Statement

RESAE B AR R B4N/R TR RB4+BEHI R BHRHE
B Z PR o] SR AR B /SR AT RSB, BT SR

1. £ESA L , #&—TMail Policies > Incoming Mail Policies , 2 1% — T Default Policyfy & 1
5,
2. ER BB IR B4 R ] SR R B RV IRAE | S HEE BN R B A REEE,

Positively-Identified Spam Settings

Apply This Achion to Message: .Epgrﬁ Quarantine - .

Mote: I focal and external guarantines are defined, mai will b sent to local quarantine.

Add Text to Subject: | prepend - [[spp,pq]

b Advanced | Optional settings for custom header and message delivery,

Suspected Spam Settings

Emable Suspected Spam Scanning: 7 Mo @ ves

Apply This Ackbion to Message: ’g“m Quarantine =

“Wote: [F local and external quarantines are defined, mail wil be sent to local quaraniine.

Add Text to Subject: | prepend »  |[SUSPECTED SPAM]

b Advanced | Optional settings for custom header and message delivery.

3. W RE AN R B BRI ER ENEMHMESAEELBRE, WRERERBETTIHE
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X, IFLEERER , RAEIRERIFETHEMBEE,
4 BXMBEREHX.
5. W, AEBXRER D ERNBAEEIREE,

HESMA L SRR A % B A PR RE E
ESMA L RBASER B REEN S RE L —HHE , 85—

1. E8EESAL , £LEEXAKRIER., EEMonitor > Quarantines,
2. EESA L , i##ESecurity Services > Spam Quarantine , A7 & — T Enable External Spam

Quarantine,
3. BSESAIEMSMARIPHEE | WiISEEFEAMIE, FEFEAIEG025,

External Spam Quarantine Settings

+ Enable External Spam Quarantine

Harme: |agg|.=-:_:-parn_nunr-:nl:|n=

{e.g. spam_guarantins

IF Address: |14 220,104

Part | lenzs

Safelist/Blocklist: | [J] Ensble End User Safelist/Blocklist Feature

Blocklist Action: Quaranting -

==

4. BERIEESAZISMABIRNIE6025, MEFAREERK EESA > SMAR EREE ., FTLUEB#
ESAE6025_EBICLIE Ftelnet BIFt K52 7898 — B, W1 REARFIRLIL HIR#FFRAMAE , RIfEE

=1

1TRRIE

tarheel .rtp> tel net 14.2.30.116 6025
Trying 14.2.30. 116. ..

Connected to steelers.rtp.

Escape character is '""]'.

220 steelers.rtp ESMIP

5. BREEEIP/EMBUSBLARBAHRERE N "RAREERYENEHLEERBURL,
o

6. REHARERENESATIEN REHRREE, MRUPHARERERBEREAEBE , AR
6025 L REESA > SMAREIR A REfF £ BB ( F2ENENTSR ) .

TC I 7 33% 550 A R0

1. EFESAL , 1##FMonitor > Spam Quarantine.

2. ZSMAL | BRI AEMBNRBHREERE , UEHTHERS R,
3. ¥ — T Spam Quarantine.

4. i#F Enable Spam NotificationZE 5 2 .

Spam Motifications

¥ Enahble Spam Motification

5. REBAFTE,



Notification Schedule: Monthly (Sent the 1st of each month at 12am)
wWheekly | Monday v | (Sent st 12am)
® #mMon ¥ Tue ¥ wed ¥ Thu #Fi ¥ sat ¥ sun

D120 1020304000700 el 10# 11 2M

g g o 11 PM

6. RRXMERER.
BRYEBHRHRERRERAESOREEHEBRRER EARBA4RERENSS

1. ESMAZ{ESA L , i##ESystem Administration > LDAP,

2. FRALDAPfARRESEL B E =R,
3. EEREEELA A Active DirectorylR F 1T B 9B FE |

ERESDRIEEM.
4. BHIEEREBEH RN,
+ Spam Quarantine End-User Authentication Query

Mame: Irnr,rldap.isq_user_auth

De=signate as the active query

BEREETRALRBARRER R

Cuery String: I{uid={u}}|

Email Attribute(s): Iman

5 B —TRIRLUBIERE#, Match Positive 3k R ER 3% AL I



Test Query

Spam Quarantine End-User Authentication Query

Query Definition and Attributes*
Query String: (uid={u})

Email Attribute{s): mizil

*These items will be updated when the Update button befow is clicked.

Test Parameters

User Login: |sbayer@cisco.com

User Password: |esssssss

Run Test

Connection Status

Query results for host:192.168.170.101

Query (vid=sbayer) to server myldap (192.168.170.101:389)
email_attributes: [mail] emails: sbayer@cisco.com

Query (uid=sbayer) lookup success, (192.168.170.101:389) returned 1
results

first stage smtp auth succeeded. query: myldap.isg_user_auth results:
['cn=5tephan Bayer,ou=user,dc=sbayer,dc=cisco']

Bind attempt to server myldap (192.168.170.101:389)

BIND (uid=sbayer) returned True result

second stage smitp auth succeeded. query: myldap.isg_user_auth
Success: Action: match positive.

6. BRRXMERE N,

7. EESA L , i##EMonitor > Spam Quarantine. ESMAL , Sfa BN REHIEREEFRE , WUE
HITHES R,

8. ¥ — T Spam Quarantine.

9. i#* Enable End-User Quarantine AccessEE /5 ..

10. #£End-User Authentication T 112 8 FiZZLDAP,




End-User Quarantine Access

Enable End-User Quarantine Access

End-User Authentication: (2) | | oap v

End users will be authenticated aoainst LO:
Login without credentizls can be configursd
messages, To configure an £nd User duths)

Hide Message Bodies: | [ Do not display message bodies to end-u

1. BERANERE R,

12. BN BH BRI RESEESA/SMA L,

13. BB B EWeb BB PR ENURL , BB EAUSHEREEE -
https://quarantine.mydomain.com:83
https://10.10.10.10:83

14. FEREHLDAPIRE R A, MRAXY , FREN B HBRBLDAPEEERIBAKRIKERSE
fREEEn R (FF2EENTSER) .

BB NSRS RR RN EEE A SRR A

ERAHTNIRUAFERELACNEREAEEENREAREETNEMS  BEE, RE
BRES, REEISHTAGURETSURBHREHESEFIENEEREARAERE,

EREMEAE (CERAREEEEAENETFBAEEEERE ) MR TUFBLR B4 REE
, SRR LA LB A2 B2 4 S R 4 P Bl 2 h mE AR RR

fiEt  SFEESRERAETUSBRBABRETNEG  ETRERERMERE, EE8
AR 2 A & AT LA REDH B AR BB AR E

IS EREEEETTENEEFRAERATENRBHRHEPNBYE  BXRATSR

1. BREECBRUFRAELYAEIEEAN KA RRES BT IENERAEAR,

2 TL2EEEEL | BEEEERES-EPRES-HRBARREE.

3. R—T THIRBHREHERTE.) o PHBARREBE.

4. 7 "HRBHIREERE B "EBEERE, BEGD , BT "FivERAE, . "ARS
PEHRECEAE. 3 TEEREAEAC) NREERL.

5. BEERTHHREFUENERAE | SIS S S 24 Fe gt (= 1 ay B4

6.%—T "OK, (®ZE),

7. MREE  BAMBIPIENEGENNEREFEAE (AthFERAE. NEEMRBEAERE
ERFHAEAR ) EENERE,

8. BRRAURREH,
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