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Email Web

Centralized Services Network System Administration
SAML
SP Profile Name Entity ID Assertion Consumer URL Metadata Delete
MylLab_SAML sma.mexesa.com https://sma.mexesa.com:83/ | Download Metadata | iy

el = Opening MyLab_SAML_metadata.xml P
Add Identity Provider... |

You have chosen to open:

No Identity Provider Profiles have been defined.

& Mylab_SAML_metadata.xml B
which is: XML file
from: https://10.31.124,137

Copyright & 2008-2015 Cisco Systems, Inc. All rights reserved. | Privacy Sta - . .
What should Firefox do with this file?

() Dpen with | Motepad++ : a free (GNU) source code editor (d...

@iéave File |

(Do this automatically for files like this from now on.

OK Cancel

SR EF LEHADFSEREHERK , SORUEAEEERSAHIESR. Microsofth —fETER
URL:https://<ADFS-host>/FederationMetadata/2007-06/FederationMetadata.xml.
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh30183

<?xml version="1.0"2>
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
3 xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion"”
B xmlns:ds="http://www.w3.0org/2000/09/xmldsig§"
- B entitylID="sma.mexesa.com">
<SPSS0ODescriptor
AuthnRequestsSigned="false" WantAssertionsSigned="true"
protoceolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol™>
<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds=" - igh">
<ds:XS09Data>
<ds:X509%Certificate>Bag Attributes
localKeyID: D5 4F B4 DA BC 91 71 5C 53 94 4A 78 EO 4A C3 EF C4 BD 4C 8D
friendlyName: sma.mexesa.com
1 subject=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security
1¢ issuer=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security
R | ——— BEGIN CERTIFICATE-----
1 MIIDZTCCAk2gAWIBAWIJAOIXIISsNw2bMAOGCSQGSIb3DQEBCWUAMHIXCZAJBgGNY
19 BAYTAk1YMRcWFQYDVQQDDAS zbWEUbWV4 ZXNhLmNvbTENMASGA1UEBWWEQORNWDEW
: MBQGA1UECgWNVGl6b25jaXRvIELuYzZENMASGA1UECAWEQORNWDEUMBIGALUECWWL
SVQgU2Vj dXJpdHkwHhcNMTkwNjA1M) EWNTUxWhcNMj AwWN JAOMEWNTUXxWjByMOsw
CQYDVQQGEWINWDEXMBUGALUEAWWOC21hIml 1eGVzYS57b20xDTALBgNVBACMBENE
TVgxFjAUBgNVBEAcMDVRpem9uY210byBIJbmMxDTALBgNVBAgGMBENETVgXFDASBgNV
BAsMCOLUIFN1Y3VyaXRSMITBIJANBgkghkiGOwORAQEFAAROCAQBAMI IBCgKCAQER
25 g7kzRmL114g9T1klcTIzo8cmscuSnRXFWlohFPeJgn/oHXEUKvUnWe+9cTJIQ41X4
26 ojbGCPT75UjD8GdPczkuBxqAZgkr fgNLREmopsxTFVWbS5x68tVsTRBGFNyvBWtd+Io
1 MVowJ9h9Kju7k SXuYHULBYoxf POLYzHHCOAVYKUPM4AFiTy4jwi 6xnO4jtvpZPi 7B
2F cpWjawLlxAfUHVyvrc661Tblo0exG+hZ+AlS3B01+61mTNIF3IcGeGS/TEOChETx
29 glscUkOiMipnPEtAZey/ebyhlBEpH/WViINWZkMUY INVMIFg3+LkFBAsBB1Pm6YHL
- L6KBW4VOEj 1njtmnC/EQIQIDAQABMAOGCSQGSIb3DQEBCWUAA4 IBAQBY 3vxNL7ib
emMTKSRP4hycUldé69z2xGQC5e2EeyhnRgHUZ 7F/ TEVONKORotFii200J6yGEOAWD
6+Bv) 6WSBp7TUoLyBdCxglyi+vK4Y/R2+iCv13pyaXkbf0QSIvYpzOgTxSjkxZm79
+ZIjQkekyCAMSNOOf1ZRrJ90GD5qoY1ZihuD 7TNEmREj 7TLKHRKsFVgpKet / tTXCHY
TEUB+ogTTpvrTDJI/QoIKcvYkbXuZ30INVPxxKacjAVy /ZclXnPBGSMxeo27TECIq
15 ix5aXRSxOMRRtD/T72FVRAsSgT3Ix1mBYqu/HTYyOBZonGM+isJHBhRZXSOMBL+459FY
3 € PO1jBGSMZUWE
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</ds:X509Certificate>
</ds:X509%Data>
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<?xml version="1.0"2>
<EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"”

4 xmlns:ds="http://www.w3. org/2000/09/xmldsig"

> H entitylD="sma .mexesa.com">

£ <SPSSODescriptor

/ AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:S5AML:2.0:protocol">

<KeyDescriptor use="signing">

<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>
13 MIIDZTCCAk2gAWIBAWIJAOIXI3S5sNw2bMAOGCSqQGSIb3DQEBCWUAMHI xC2zATBGNV
14 BAYTAk 1 YMRcwFQYDVQODDASzBWEUbWV4 ZXNh LmNvbTENMASGA1UEBWWEQURNWDEW
Lo MBQGA1UECgWNVGl6b25jaXRvIELIuYzENMASGALUECAWEQORNWDEUMBIGALUECWWL
16 SVQgU2VidXJpdHEkwHhcNMTkwNjALM EWNTUxWhceNMj AWNJAOM ) EwNTUXW ) ByMQ sw
17 CQYDVQQGEWINWDEXMBUGALUEAWWOCc21himl 1eGVzYS59b20xDTALBgNVBACMBENE
] TVgxFjAUBgNVEACMDVEpemSuY2 1 0byBJomMxDTALBgNVEAgMEENETVgx FDASBgNV
19 BAsSMCO1UIFN1Y3VyaXRSMIIBIjANBgkghkiG9w0BAQEFAROCAQBAMITBCGKCAQER
: gTkzRmL114g9T1k1cTIzoBcmscuSnRXFWlohFPcdgn/oHXEUKvUNnWe+9cTIQ41X4
ojbGCPT5UjDBGAdPczkuBxgqAZgkr fgNLREmopsxTFVWb5x68 tVsTBGEFNyvBWtd+Io
MVowJ9h9KjuTk SXuYHULIEYoxf POLY ZHHECDAVYKUPMAFi7Ty4jwj 6xnO4 3 tvpZPj 7B
23 cpWjawL1lxAfUHVyvrc661TblolexG+hZ+Al53B01+61mTNIF3IcGeGS/TEOChETX
24 glScUk0iMipnPEtAZey/ebyhl BEpH/WViNwZkMU3 INVvMIFQ3+LkFBASSB1PmEYHL
25 L6KBW4VOE]1njtmnC/EQIQIDAQABMAOGCSQGSIb3DQEBCWUAA4 IBAQBY 3vxXNLTib
emMTKSRP4hycUld69z2xGQC5e2EeyhnRgHUzZ 7F / TEVONKOROtFii 2007 6yGEOAWD
27 6+Bvj6wSBpTUoLyBdCxglyi+vK4Y /R2+iCvl3pyaXkbf0QSIvYpzOgTxSikxZm79
2 +2IjQkekyCAMSNOOf1ZRYrJ90GD5qoY1Z9huD TNEMRB) TLEHRKsFVgpKet /tTXCHT
29 TEuB+ogT7pvrTDJI/QoIKcvYkbXuZ30INVExxKacjAVy /2clXnPBGSMxeo27TECTq
3 ixSaXRSxOMRRtD/T72FVRAsgT3x1mBYqu/HTYyOBZonGM+isJHBhRZXSOMBL+455FY
PO1j)BGEMZUWE
</ds:X509Certificate>
</ds:X509Data>

14 </ds:KeyInfo>
L </KeyDescriptor>
I W. <KeyDescriptor use="encryption">

L <ds:KeyInfo xmins:ds="http://www.wl.oxg/2000/09/xmldsig">
| = <ds:¥X509Data>
19 <ds:X50%Certificate>
MIIDZTCCAkZ2gAWIBAWIJAC)XJI35sNw2ZbMAOGCSQGSIb3DQEBCWUAMHIXCZAITBgNY
BAYTAk 1YMRcwFQYDVQQODDAS zbWEUbWV4 ZXNhLmNvbTENMA s GA1 UEBWWEQORNWDEW
MBQGALUECgWNVGlEéb25jaXRvIEluY zENMASGALUECAWEQORNWDEUMBIGALUECWWL

L R R R N
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S ER5. B EIADFS , AAZ7EADFS Tools > AD FS Management > Add Relisting Party Trust [E A
RENERRERER , WTEMR.



@ sl oms
@ Select Data Source

@ Corfigure Mulidacior
Autnertcanon Now?

@ Choose lssuance
Autnorraton Fules

@ Readyto Add Tt
@ Frash

Selact an opbon That tree wizard wil ues 10 0Dtan dats aboul the ming party

' mpot dats sbout the meiyng party published crime o on 3 IDcal network

Line b cpfon bo smpxord the necessary dala and cedficales from a mehyng party orpanzabon that publehes
1 federstion metadats orline o on 8 local retwork

Federabion metadals address host name or URL)

Example fs conloso com or hitps /‘www conloso com.'app

& mpos dats sbout the g party from 8 fie
Lse thes opion £ ampon the necessary daia and cenficales from 3 nebpng party crpancabon thal has

&ponsd 11 federahon metadaa 1o a fle Ensure thar this file & from 3 musted source  Thes wizard wal not
valdate ™he source of the file

Federabon metadaa file ocmon

[ CHS DSM chareile_sma_sarel_metadata (1)) || owse |

| Erter data shout the relyng party manvaly
Linee Hes apon to marualy rpul the necessary dafa about T relyrg party orgarszation

| <Prevous | MNet> || Cancel

|mi

SEHORWEARRERERE  ANBRINGREAGEERESH AL , BEEHRAER>EE
LDAPBM , 0 FEFM R

Select Rule Template

@ (hooss Fue Tyoe
@ Corfiguee Clam Fuie

Select i iemplabe for the clasm rule thal you wani to creale from fhe folowng ksl The descrplon provedes
detnin sboul eech clem nue hempiste

O rube template
|5-iLMhh-'{h- *v']

Tlawm rise [ermpiale e rpicr

Liwirg the Serd LOAF Apshute as Clame rubs ieepiale you can select atributes from an L DA stirbote
more such as Actree Dweciory to send 2 came to the nehang paty. Mubple sssbutes may be sert an
mulipie clars from a snge nde usrg T rue hoe For exarple you o use the sue temgiate 1o crede
2 e thal wil exiract afisbute values for suthertcated usens fom Te Jepisytlame s teseohore Number
Actwe Drectory stirbetes and ther send those values as two dffierent outgong clarms Thes rule may ssc
b uped 1o persd 8l of e w5 roup membeshos 1 you wirt 1o orly sened ndedual roup
merberships L the Serd Group Membesig as & Cae rle feegisle

TRTHBELTRAUEE | A%iEZEAtribute Store > Active Directory.
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Configure Rule

Sepe You can configure fis nde 1o send the values of LDAP attibutes as clains. Select an atisbute store from
@ Choose Fule Type whuch to exdract LDAP aitrbutes  Speciy how the afinbutes will map to the outgoing clam types that wil be

g from the muie
@ Corfigure Claim Rule
e mee: rame

Actrce Dvecton, wJ

Mapping of LOAP arinbuted 10 cutgong clam hypes

:2::::?“'c5-.’°'“"' Outgorsg Claen Type (Selact or type 10 add mome) |

v |EMakAdoesses 4 E Mol Adgres) v

| <Pvous || Frah || Cacel |

SROERALEFARIFNEEREETHRA , WTFEMRR.
EREENMEIEEREGRANBERSRA

c:[Type == "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ enui | addr ess"] =>

i ssue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer
= c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/format"] =
"urn:oasis:names: tc: SAM.: 1. 1: nanei d- f or mat : enmi | Addr ess",
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/spnanequal ifier
"] = "https://<smahost nane>: 83");



You can configure a custom clam rule, such as a rule that requires multiple incoming claims or that exiracts
claims from a SQL attribute store. To configure a custom rule. type one or more optional conditions and an
issuance ststement usng the AD FS dlam rule language

Rule template  Send Clams Using a Custom Rule
Custom nule:

c:[Iype == -~
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”™]
=> issue (Iype =
"http://schemas.xmlsoap.org/ws/2005/05/1identity/claims/nameidentifier”,
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value = c.Value,
ValueIype = c.Valuelype, Froperties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/format
"] = “"urn:casis:names:tc:SAML:l.l:nameid-format:emallAddress”™,
Properties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/spnane
qualifier®] = "heeps://dhll0é-eugl.rl.ces.cisco.com/"):

- EASMAEZ#E MRS UREBTRHURL(IREECESIRESF , AIFEER | BELEAEMD

euql, <allocation>.iphmx.com)

SRI0BREFRAEFS | LDAPEERAUE— , BEREGHRAUEZ , WTEAR.




lssuance Transform Rules | issuance Authorization Rules | Delegation Authonzation Rues |

The following transform rules specfy the claims that will be sent to the relying party

Order Rule Name Issued Clams
1 charella sma E-Mai Address
2 charella_custom_nule <See clam rule>
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