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show service-policy police

show service-policy priority

show service-policy shape

show priority-queue statistics
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ci scoasa(config)# access-list WEB-LIMT permit ip host 192.168.10.1 any
ci scoasa(config)# class-map Cl ass-Policy

ci scoasa(config-cmap)# match access-list WEB-LIMT

ci scoasa(confi g- cmap) #exi t

ci scoasa(config)# policy-map POLI CY- WEB

ci scoasa(config-pmap)# class O ass-Policy

ci scoasa(config-pmap-c)# police output 1000000 conformaction transmt exceed-
action drop

ci scoasa(confi g- pmap-c) #exi t

ci scoasa(confi g- pmap) #exi t

ci scoasa(config)# service-policy POLI CY-WEB interface outside
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ci scoasa(confi g- pmap) #pol i cy-map qos_out si de_policy
ci scoasa(config-pnmap)# class cl ass-defaul t

ci scoasa(config- pmap-c)# shape average 2000000

ci scoasa(confi g- pmap-c) #exi t

ci scoasa(confi g- pmap) #exi t

ci scoasa(config-pnap-c)# service-policy gos_outside_policy interface outside

& IR 1751

ERABEIEFES , SRR TR REBREREERS(LLQ)F , ZBIIERERS ZBIHET
JEIEO

e IRERERETELAEERE  AELIEAASENIFAET. BRI RE
LLQ , TEgHeERRESRH E%E%’EE’JEFB%?ﬁQoS%ﬂUJME SEATHI(WFQ), 5B InfE L $ﬁ-
EU(CBWFQ)%)O

DEQoSKEEA/EMERMKT —BUDBHNIEEQoSKIEAIHE, Hla  MREAELEENTE



LEERE , YWEREERNNEAREARERE  RVolPRERMUEXIEFEKS , AERAETE
EEERERTEK  EBEFRBTHEERLIEFHIIKE. 2EBNQSKEZRIAERR, R
SURFLAT R ¢

- EERERE
- T —iRBIR B B B

M RERERETELEERE  AELIERAANERSFHEEN. BIRERHNT
LLQ , & HRAERHETENHBNQoSHE (WFQ, CBWFQF ) .

bR BI6E A 3 B QoS K EEAS AN ER T H L PR VAR B B A2 Mbps ( BB REIEL ) , BBt
EEERESRBFNIBR(DSCP)E "ef ) WEFTERBURRENAR(SSH)REREE T

EERADEN T ELELEIEFBKS

ci scoasa(config)#priority-queue outsideci scoasa(config-priority-queue)#queue-limt
2048ci scoasa(config-priority-queue)#tx-ring-linmt 256

EEDSCP ef EE R :

ci scoasa(config)# class-map Voi ce
ci scoasa(config-cmap)# match dscp ef
ci scoasa(config-crmap)# exit

PLECIETCP/22 SSHREWEE:

ci scoasa(config)# class-map SSH
ci scoasa(config-cmap)# match port tcp eq 22
ci scoasa(config-cmap)# exit

FEFIFEE MSSHR B8 St B /7R SR BS ¥R

ciscoasa(config)# policy-map pl_priority
ci scoasa(config-pmap)# class Voice
ci scoasa(config-pmap-c)# priority
ci scoasa(config-pmap-c)# class SSH
ci scoasa(config-pmap-c)# priority
ci scoasa(config-pmap-c)# exit
ci scoasa(config-pmap)# exit

RESEM , SEEEAIFFAREIMMNEEIEFNEZNSSHRE :

ci scoasa(config)# policy-map pl_shape
ci scoasa(config-pmap)# class cl ass-defaul t
ci scoasa(confi g- pmap-c)# shape average 2000000
ci scoasa(config-pmap-c)# service-policy pl_priority
ci scoasa(config-pmap-c)# exit
ci scoasa(config-pmap) # exit

BE, BEEERNNIECEE LBENEARBEL L REN E

ci scoasa(config)# service-policy pl_shape interface outside
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5 A IPsec VPN QoS

RIFERFC 2401 , FARIPEZEBEHHRERB(ToS)NESERIMZEH IWIPEERF |, LUEMEFE L
#1TQoSK H, & R FFDSCP/DiffServi £ QoSE & BRI B HEB LB,

IPsech&iE L EH

ER SR EVPNRBERITE S, FERIFERBIRGNEBER , FEEEIRF £ Amatch tunnel-

group <tunnel> @3 % match flow ip destination address -

cl ass-map tgroup_out

mat ch tunnel -group i psec-tun
match flow i p destinati on-address
policy-map qos

cl ass tgroup_out

pol i ce output 1000000

£ Fimatch tunnel-groupfE S iF , B 8l A B Hl& LB ; MEFMEF , 552 B CiscofdiRID
CSCth48255, SR E & {#Amatch flow ip destination-address#{TE# A B , BISWBILIT 555 -

police input 10000000
ERROR. Input policing cannot be done on a flow destination basis

B 8 £ Fmatch tunnel-group( 2 &l$5381D CSCth48255)8 | S ABHICIFEEFER, MBEBAEH
B, AR EE MR Ematch flow ip destination-address# FE ¥ AR,

class-map tgroup_in
mat ch tunnel -group ipsec-tun
policy-map qos
class tgroup_in
police input 1000000

R EH T T EBmatch ip destination addressiy ¥ - EHlEmt | SASWE -

pol i ce output 10000000
ERROR. tunnel-group can only be policed on a flow basis
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ci scoasa(config)# tunnel -group al type webvpn
ci scoasa(config)# tunnel -group al webvpn-attributes
ci scoasa(config-tunnel -webvpn)# cl ass-map cl
ci scoasa(config-cmap)# match tunnel -group al
ci scoasa(config-cmap)# match flow i p destination-address
ci scoasa(config-cmap)# policy-map pl
ci scoasa(config-pmap)# class cl
ci scoasa(config-pmap-c)# police output 100000
ERROR tunnel with WEBVPN attributes doesn't support police

ci scoasa(config-pmap-c)# no tunnel -group al webvpn-attributes
ci scoasa(config)# policy-map pl

ci scoasa(config-pmap)# class cl

ci scoasa(config-pmap-c)# police output 100000

ci scoasa(config-pmap-c) #
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l--- Create a class map nanmed Voi ce.

ci scoasa(confi g)#cl ass-nap Voi ce

1--- Specifies the packet that matches criteria that
l--- identifies voice packets that have a DSCP val ue of "ef".

ci scoasa(confi g-cmap) #mat ch dscp ef

l--- Create a class map nanmed Dat a.

ci scoasa(config)#cl ass-map Data

1--- Specifies the packet that matches data traffic to be passed through
l--- | Psec tunnel.

ci scoasa(confi g-cmap) #mat ch tunnel -group 10.1.2.1



ci scoasa(config-cmap)#match flow i p destination-address

l--- Create a policy to be applied to a set
1--- of voice traffic.

ci scoasa(confi g- cmap) #pol i cy- map Voi cepol i cy

1--- Specify the class nane created in order to apply
l--- the action to it.

ci scoasa(confi g- pmap) #cl ass Voi ce

l--- Strict scheduling priority for the class Voice.
ci scoasa(config-pmap-c)#priority

Pl X(confi g- pmap- c) #cl ass Dat a
1--- Apply policing to the data traffic.

ci scoasa(confi g- pmap-c) #pol i ce out put 200000 37500

1--- Apply the policy defined to the outside interface

ci scoasa(confi g- pmap-c) #servi ce-pol icy Voicepolicy interface outside
ci scoasa(config)#priority-queue outside

ci scoasa(config-priority-queue)#queue-limt 2048

ci scoasa(config-priority-queue)#tx-ring-linmt 256

FEEr : Tef, MIDSCPEEIEEEVoIP-RTP 2 PLfit A9 hniE 3,

HENRDSCPHVPNE QoS

Cci scoasa#show running-config
Saved

ASA Version 9.2(1)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface G gabitEthernetO

narei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface G gabitEthernetl

narei f outside

security-level 0O



ip address 10.1.4.1 255.255.255.0
|

passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive

1--- This crypto ACL-pernit identifies the
l--- matching traffic flows to be protected via encryption.

access-list 110 extended pernmit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-list 110 extended pernmit ip 10.1.5.0 255.255.255.0 10.1. 6.0 255.255.255.0

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
no asdm hi story enabl e

arp tineout 14400

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

l--- Configuration for |Psec policies.

crypto ipsec ikevl transformset mnmyset esp-3des esp-sha-hmac
crypto map nmynmap 10 nmatch address 110

l--- Sets the I P address of the renote end
crypto map nymap 10 set peer 10.1.2.1

l--- Configures |Psec to use the transformset
l--- "nyset" defined earlier in this configuration

crypto map nymap 10 set ikevl transformset nyset
crypto map nmynmap interface outside

1--- Configuration for |IKE policies
crypto i kevl policy 10

1--- Enables the IKE policy configuration (config-isaknp)
1--- conmand node, where you can specify the paranmeters that
1--- are used during an | KE negoti ati on.

aut hentication pre-share
encrypti on 3des

hash sha

group 2

lifetine 86400

1--- Use this command in order to create and manage the dat abase of
I--- connection-specific records |ike group nane



l--- as 10.1.2.1, IPsec type as L2L, and password as
l--- pre-shared key for |Psec tunnels.

tunnel -group 10.1.2.1 type ipsec-1|2I
tunnel -group 10.1.2.1 ipsec-attributes

1--- Specifies the preshared key "ciscol23" which shoul d
l--- be identical at both peers.

i kevl pre-shared-key *

tel net tinmeout 5

ssh timeout 5

consol e timeout 0O

priority-queue outside
queue-limt 2048

tx-ring-limt 256

1

cl ass-map Voi ce

mat ch dscp ef

cl ass-nmap Data

mat ch tunnel -group 10.1.2.1
match flow i p destination-address
cl ass-map inspection_default

mat ch default-inspection-traffic

1
!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-| engt h maxi mum 512
policy-map gl obal policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

pol i cy-map Voi cepolicy

cl ass Voice

priority

cl ass Data

pol i ce output 200000 37500
!

servi ce-policy global _policy global

servi ce-policy Voicepolicy interface outside

pronpt hostnane cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

EAACLEYQoSHE il



l--- Permts inbound H. 323 calls.

ci scoasa(config)#access-1ist 100 extended pernmt tcp 172.16.1. 0 255. 255. 255.0
10.1.1.0

255. 255. 255. 0 eq h323

l--- Permits inbound Session Internet Protocol (SIP) calls.

ci scoasa(config)#access-1ist 100 extended permt tcp 172.16.1. 0 255. 255. 255.0
10.1.1.0

255.255.255.0 eq sip

l--- Permts inbound Skinny Call Control Protocol (SCCP) calls.

ci scoasa(config)#access-1ist 100 extended pernmt tcp 172.16.1. 0 255. 255. 255.0
10.1.1.0

255. 255. 255. 0 eq 2000

l--- Permits outbound H. 323 calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0
172.16.1.0

255. 255. 255. 0 eq h323

l--- Permts outbound SIP calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eq sip

l--- Permts outbound SCCP calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0
172.16.1.0

255. 255. 255. 0 eq 2000

l--- Apply the ACL 100 for the inbound traffic of the outside interface

ci scoasa(config)#access-group 100 in interface outside

l--- Create a class map nanmed Voice-IN.
ci scoasa(confi g)#cl ass-map Voice-I N

1--- Specifies the packet matching criteria which
l--- matches the traffic flow as per ACL 100

ci scoasa(config-cmap) #mat ch access-1ist 100

l1--- Create a class map nanmed Voi ce- QUT.
ci scoasa(confi g- cmap) #cl ass- map Voi ce- OUT

1--- Specifies the packet matching criteria which
l--- matches the traffic flow as per ACL 105

ci scoasa(config-cmap) #mat ch access-1ist 105

l--- Create a policy to be applied to a set



1--- of Voice traffic.
ci scoasa(confi g- cmap) #pol i cy- map Voi cepol i cy

1--- Specify the class nane created in order to apply
l--- the action to it.

ci scoasa(confi g- pmap) #cl ass Voi ce-I N
ci scoasa(confi g- pmap) #cl ass Voi ce- OUT

l--- Strict scheduling priority for the class Voice.

ci scoasa(config-pmap-c)#priority

ci scoasa(confi g- pmap-c) #end

ci scoasa#configure termn nal

ci scoasa(config)#priority-queue outside

1--- Apply the policy defined to the outside interface

ci scoasa(confi g)#service-policy Voicepolicy interface outside
ci scoasa(confi g) #end

HRACLHQOS , #VPNE i

Cci scoasa#show running-config
Saved

ASA Version 9.2(1)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface G gabitEthernetO

narei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface G gabitEthernetl

narei f outside

security-level 0O

ip address 10.1.4.1 255.255.255.0
!

interface G gabitEthernet2

narei f DVZ1

security-level 95

ip address 10.1.5.1 255.255.255.0
!

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive

l--- This crypto ACL-pernit identifies the
l--- matching traffic flows to be protected via encryption.

access-list 110 extended permt ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-list 110 extended pernmit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0



access-1li st

255. 255. 255

access-1li st

255. 255. 255

access-1li st

255. 255. 255

Perm ts i nbound H. 323, SIP and

100 extended permit tcp
0 eq h323
100 extended permit tcp
0 eq sip
100 extended permit tcp
0 eq 2000

SCCP cal |l s.

172.16. 1. 0 255. 255. 255.

172.16. 1. 0 255. 255. 255.

172.16. 1. 0 255. 255. 255.

0 10.1.

0 10.1.

0 10.1.

l--- Permt outbound H 323, SIP and SCCP calls.

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255. 255. 255. 0 eq h323

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255.255.255.0 eq sip

access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255. 255. 255. 0 eq 2000

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

icnp unreachable rate-limt
no asdm hi story enabl e

arp tineout 14400
access-group 100 in interface outside

1 burst-size 1

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication Iinkup |inkdown col dstart
crypto ipsec ikevl transformset mnmyset esp-3des esp-sha-hmac

crypto map nmynmap 10 nmatch address 110
crypto map nymap 10 set peer 10.1.2.1
crypto map nynmap 10 set ikevl transformset
crypto map nmynmap interface outside

crypto i kevl policy 10

aut hentication pre-share

encryption 3des

hash sha

group 2

lifetine 86400

tunnel -group 10.1.2.1 type ipsec-1|2I

tunnel -group 10.1.2.1 ipsec-attributes

i kevl pre-shared-key *

myset

tel net tinmeout 5

ssh timeout 5

consol e timeout O
priority-queue outside
1

cl ass-map Voi ce- QUT
mat ch access-list 105
cl ass-map Voice-IN
mat ch access-1i st

1

100

cl ass-map inspection_default

mat ch default-inspection-traffic
!



1
policy-map type inspect dns preset_dns_map
paraneters

nessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

l--- Inspection enabled for H 323, H 225 and H. 323 RAS protocol s.

nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp

--- Inspection enabl ed for Skinny protocol

nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp

--- Inspection enabled for SIP.

nspect sip

i nspect xdntp

pol i cy-map Voi cepolicy

cl ass Voice-IN

cl ass Voi ce- QUT

priority

1

servi ce-policy global _policy global

servi ce-policy Voicepolicy interface outside
pronpt host nane cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

it ERARTEHTE(EHEMEFER) TENAHFERANDTHNESER.

show service-policy police

ERARERBENQoSHETEN , FFFE AT Bpolice BB F Hshow service-policy@i 5 :

ci scoasa(config)# show ser

ci scoasa(confi g)# show service-policy police
Interface outside

Servi ce-policy: PQOLI CY-\VEB

Cl ass-map: O ass-Policy

Qut put police Interface outside:


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

cir 1000000 bps, bc 31250 bytes

confornmed O packets, 0 bytes; actions: transmt
exceeded 0 packets, 0 bytes; actions: drop
confornmed O bps, exceed 0 bps

show service-policy priority

ERAEEpriority SRS KN RETEN , 5B F B priority B ¥ #9show service-policy s
A .
™ .

ci scoasa# show service-policy priority

G obal policy:

Servi ce-policy: qos_outside_policy

Interface outside:

Service-policy: qos_class_policy

Cl ass-map: voice-traffic

Priority:

Interface outside: aggregate drop O, aggregate transmit 9383

show service-policy shape

ci scoasa(config)# show service-policy shape
Interface outside:

Servi ce-policy: qos_outside_policy

Cl ass-nap: cl ass-default

shape (average) cir 2000000, bc 16000, be 16000
Queuei ng

queue limt 64 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

show priority-queue statistics

EBESNENEXIEFRIFEITENR , BEIISEEXECHE K T £ Ashow priority-queue statisticsin ©
o WRERTREIMABE)KIMLLQWHKETER. L REIFETEHR Houtside®y 71 E £ Fshow
priority-queue statisticsin & A R @ S #i H o

Ci scoasa# show priority-queue statistics outside
Priority-Queue Statistics interface outside

Queue Type = BE

Packets Dropped =0
Packets Transnit =
Packets Enqueued
Current Q Length
Max Q Length = 0

0
0
0

Queue Type = LLQ
Packets Dropped = 0
Packets Transnit =
Packets Enqueued
Current Q Length
Max Q Length = 0
ci scoasa#

1
o O O



HEUMA|ERT , TERNERUT

. TPackets Droppeds FRLEKIIFEERNERTHEE,
. TPackets Transmity TRILBKSIH EEHmANERTEE,
. rPackets Enqueued. TREELBKSIFHRNERTEE,
. TEFQRE ., REREKIINWEINRE.
rMax Q Lengthy RRLEEKSIHPEHBHHERXNRE,

ftﬂl_%%ﬁl (EHEEMEFER)XERX Lshowts &, A HERR T ERREshows

#9534«
REREGF

I 4 4 A L AR B LR SR BB AR .

H&H

PR EETLIPNCRE

B AEEERID CSCsq08550] %7 8 7 IE /7 BR51H i B B 7B BRASA L H0 7t B PR

,E.‘E'\ﬂﬁ’*a%ID CSCsx07862 | EREEIEF TN AERFESEHH I ELENER
BREEFRID CSCsq07395 | MR HREE 7 SRMEBR | BT 8 B AR SR B K

EREE
AERA A AR TR T B RAEZ — R,

BiBVPNRERREREQoSHIE ?
g, MRQoSEREEMBET AL , AIECMHEBRHEERE , SREERED,

B : F2 B CLI Book 2H9DSCPHIDIiffServir B B4 : Cisco ASARFBr X BCLIELEIEE
9.2k , ERFRFEHIAE A

B3 ERA
. Cisco ASARFIBs JliCLIEL Bi5E , R m ™
- EHQoSHE i
.- BRI EFIRSSL VPNF X EH ThRE
- BiEQoS

. BifirZ BB ¢ - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsq08550
https://tools.cisco.com/bugsearch/bug/CSCsx07862
https://tools.cisco.com/bugsearch/bug/CSCsq07395
/content/en/us/td/docs/security/asa/asa92/configuration/firewall/asa-firewall-cli/conns-qos.html#pgfId-1312719
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/qos.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	Cisco ASA 上 QoS 的組態範例
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	流量管制
	流量調節
	優先順序佇列

	通過VPN隧道的流量的QoS
	使用IPsec VPN的QoS
	IPsec隧道上的管制

	使用安全套接字層(SSL)VPN的QoS

	QoS注意事項
	組態範例
	VPN隧道上VoIP流量的QoS配置示例
	網路圖表
	基於DSCP的QoS配置
	基於DSCP的VPN配置QoS
	基於ACL的QoS配置
	基於ACL的QoS，帶VPN配置


	驗證
	show service-policy police
	show service-policy priority
	show service-policy shape
	show priority-queue statistics

	疑難排解 
	其他資訊
	常見問題
	通過VPN隧道時是否保留QoS標籤？

	相關資訊


