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) BARRE RS, MREMBBEEER
"H

AR TR R I8 O BR AR (T 15 5 7 REi

g
=
&
I

MEXHEFINFAESR , F2RER MR REN,
i M &
FERSEAUTHEEREE
Cutside Interdace [P Inside Interdace P
192 168 ]_:..? __‘_1T2.1G. 12724

Dutside Interface
1921681010024

Insida Interfacs IP
1010902 /24
\'.

Inside network
070,110,002

L2L turnel batwean MY
and TH

2

@ HENYHUB)YZ &£ ER

" MY o

Inside network
172.16.1.0624

ERETEE. EHEEF , ENYHQMTNZEEE T IPSec

L2LBSE.
ERINY(HQ)Fs X AL B

ASA- NY- HQ¥show running-config
. Saved

ASA Version 7.2(2)

!

host nane ASA- NY- HQ

donmai n- nane cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted
names

!

interface Ethernet0/0
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namei f outsi de
security-level O
i p address 192.168.11. 2 255. 255. 255.0

nterface Ethernet0O/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenent 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donai n- nane cor p2. com
access-list inside_nat0O_outbound extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0
access-list outside_20_cryptomap extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0

!--- Output is suppressed. hat-control gl obal (outside)
1 interface nat (inside) 0 access-li st

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0
255.255.255.0 route outside 0.0.0.0 0.0.0.0
192.168.11.100 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05:00 absolute no snnp-server |ocation
no snnp-server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstart crypto ipsec
transform set ESP-3DES- SHA esp- 3des esp-sha-hmac crypto
map outsi de_map 20 natch address outside_20_cryptonap
crypto map outside_nmap 20 set peer 192.168.10.10 crypto
map outside_map 20 set transform set ESP-3DES-SHA crypto
map outside_map interface outside crypto i saknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto

i saknp nat-traversal 20 tunnel-group 192.168. 10.10 type
i psec-121 tunnel-group 192.168.10.10 ipsec-attributes
pre-shared-key * telnet timeout 1440 ssh tinmeout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default




i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context
Crypt ochecksum a3aa2af b37dcad447031b7b0c8ea65d3 : end
ASA- NY- HQ¥#

HREM

BEl , NYHQHMAZENTNBRAZE cEERLEL TL2LREE., ERRABREETXE T —EHfHLE,
EEFHEEFEEROPSENREARSREBERER, A, EEAERATFETAREE
RIF, WREHIRIFHEAIERE LNER, EARRGS , BE T HEVPNRRE UK R B3
NENERFBEVPNRERER,

EARRGF  FRAMERSRAFVPNER BN EALRBEZ BB EERIMBENRE. &
SRR EERER  MALBIBVPNRREEEXRE, EEREEMEREE , 753 Hsplit-
tunnel flsame-security-trafficin

2 BIBRIE S FFIE IR RH B IPSec® F i A R+ b AN 2 2 X BiBIPSechR E A E R 2 E [ 5 A B XX
EMERENE, MADEIBER , RBEDIPSechtES —fl LM BEENERITLEBINE,
BIEREEE, #E 6 ARKHIHEKER, kSt ERBERKEEANEENRE. BARA
BRBESRAERE. BERES BIRBERK , FEMARKEER N T % W split-tunnel-policy &r
T AERERBTBERIFBERR , FHRELHFTHnEN,

ZEEBEIFE—HIEE , AFVPNEFIRBRAFHEREELR —NMHEKZIPSecRBHREE
EEHMVPNERE, IO BAEEER , JHRABBVPNFL (RLEE ) ERHNVPNDS X
(BEFW ). ES—EERG , LIhEET SUSEA VPN & E#E 6 288 8 K 2R 28R 8
H. EFEEA, i, BRRESEIRBREEZEEFHBVPNIZEWebHVPNE Fif, & EREL
Ihee , B £ EEREE X T & Hsame-security-traffic intra-interface @ & -

AS I L 2L BRiE 357 18 B i

LU RULABREAVIEEE B




Owiside Interface IP ingide Iriteriaos IP
182.168.11.2 AT216.1.2 i
. NY -
Outeide Intarface M (HFirewall P
192 1681010624

Insade Intedace IP
10,1 IZI\1II:' 2 f2d Insiche nebwork

1721610024

Owiside intertace [P

S92 188 12 /24
5, i P . F;
@ | -Il...
Vi ¢ Inside Interface IP

i

S - /42020201024

Inside retwork
10.10.10.0¢24 ‘

—— PTENIOUS L2L tunned |
betwean NY and TN / _
/_/ Inside natwork
20.20.20.0024

Maw tunnel o atded
betaeen NY an Tx

TX
Firewall

B RA

AEIREMNBEHUB (AHNBFAE ) ZEHE LHITHSLERRE, BFSBPIX/ASA 7.xEEPIXE
PIX VPNBREHL E RG] , BEERENMAEESD XEFin ( TXPHARE ) BEEEE-R.

AL T HER
BYEMEHNFIEE  UAEBRFLERAREREERE -

ASA- NY- HQ confi g) #access- | i st outsi de_30_cryptonap
extended permt ip 172.16.1.0 255.255.255.0
20.20.20.0 255.255.255.0

ASA- NY- HQ confi g) #access- | i st outside_30_cryptonmap
extended permit ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

BE  AERLEA  BENS - ROAEAERSERBN FEUEHIEEACL ERMARE
o

=F>7<o

2. ELRB FEEno natFFAF |, UG RIEE LMK < BATN
ASA- NY- HQ confi g) #access- 1 i st inside_nat0_out bound
extended permt ip 172.16.1.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255. 255. 255. 0

ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 20.20.20.0 255.255.255.0
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10. 10. 10. 0 255. 255. 255.0
BS ATHETEN  BENE A BREEZBEMARNEACLERERNER
3. BHtkan S, BAMETX VPN L EHEEESZ TN VPNBRE

ASA- NY- HQ(confi g) #same-security-traffic pernit
intra-interface

1E AFFVPNE E R R IL B A
4. RFHVPNRRER U NEZHMEE, FAE—EVPNEEREANEEERE , RAMERKER
25 EEBAEE
ASA- NY- HQ confi g) #crypt o map outside_map 30 match
addr ess outsi de_30_cryptonap

ASA- NY- HQ confi g) #crypt o nmap outsi de_map 30 set
peer 192.168.12.2

ASA- NY- HQ(confi g) #crypto map outsi de_nmap 30 set
transformset
ESP- 3DES- SHA

5. B B IPEEERREHR A RER B E iR T AT EN B,
ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2 type
i psec-1 2l

ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2
i psec-attributes

ASA- NY- HQ(confi g-tunnel -i psec) #pr e- shar ed- key
ci scol23

AE  BEALASBLAEBRENMIKTESEA,

6. AELCRENBEE , AL AZBBEEAEERETSESERA., BEMTIIRME  FEY
source ping@i© , ¥ **”‘FS._LW"‘M@]%J:E’JE%ﬂﬁpmgo EARGIFR | BURPBRES —I%, i
Ht £20.20.20.1689 TAEM #1TpingiR1E, ER ENY%HTXZF?E_LIS_JEO RE , EMIRRREE
REESWAE, MREELFEBERANRE , F2ERERNIPSec VPNEFEHEBREFR
BE , LLEHERIE Amnagenent - access B i A R T 2,

#E NG 3 5
O R 1

ASA- NY- HQshow running-config
. Saved

ASA Version 7.2(2)
!
host nane ASA- NY- HQ
domai n- nane cor p2. com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

!
interface Ethernet0/0

namei f outsi de

security-level O

ip address 192.168.11.1 255. 255. 255.0
!
interface Ethernet0/1
namei f inside
security-level 100
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i p address 172.16. 1.2 255.255.255.0
|
interface Ethernet0/2

shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donai n- nane cor p2. com
same-security-traffic permit intra-interface
access-list inside_nat0O_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
20.20.20.0 255.255.255.0 10.10.10.0
255.255.255.0
access-list outside_20_cryptomap extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list outside_20_cryptomap extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0
255. 255. 255. 0
access-list outside_30_cryptomap extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list outside_30_cryptomap extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf ormati ona
nmtu outside 1500
nmu inside 1500
nmu man 1500
no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat -contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00: 00




ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
usernane sidney password 3xsopMX9gN5sSWhf 1W encrypt ed
privilege 15
aaa aut hentication telnet consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_nmap 20 natch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
outside_30_cryptomap
crypto map outside_map 30 set peer 192.168.12.2
crypto map outside_map 30 set transform-set ESP-3DES-SHA
crypto map outside_nap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel-group 192.168.12.2 type ipsec-121
tunnel-group 192.168.12.2 ipsec-attributes
pre-shared-key *
tel net tinmeout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp




i nspect sip
i nspect xdncp
|
service-policy gl obal _policy gl obal
pronpt host nane cont ext
Crypt ochecksum 5al184c8e5e6aa30d4108a55ac0ead3ae
: end
ASA- NY- HQ#

135 Uik B B VPN 48 21 i

BT Rt RERY B E

Cwisidae Interiaca IP Insice Imedace [P
1952.168.11.2 - ATZ216.1.2 /24
Otaide [nlerface . [HO) Firawall ’

192 168,10 10724 S /_@\

Wesidle natwork
172.16.1.0:24

Insicde Interacs IF
10.10.10,2 /24

W
L
L1

™

Fireswall Cuitside imerface IP

£192.168.12.224

:
/ Imside Interizce 1P
C A0 20,20 1024

Insade metwark
10.10.10.0/24

Irsside nabwork
20.20.20.0/24

TX
Fireewsall
Previous LZL unnel
between MY and TH
Remote New tunnel to added
Empioyis Ierbammen MY an TX
After IPSEC Ramate scoess VPN
VPN twnnel s USBTS
established (P
adiress
10 120.1

BT RE

REREFEERS AN AT RIREAES BB EMAENBRE, F2HPIX/ASA 7.x
ASDM: FR#I3E viw5h B VPN F & AV 8RR EA R |, LARR AR BA 40 {r) A B v o P A AR 2R M PR IR RV EE
ZEH.

1. EYAREIBVPNRREERN T FimfyIPibibt, ik BUEARERE  UEERETKRE
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6.

;D.jﬁ:ﬁVPNo
ASA- NY- HQ(config)#i p | ocal pool Hill-V-1P
10. 10. 120. 10- 10. 10. 120. 100 mask 255. 255. 255.0

ASA- NY- HQ( confi g) #user nane ci sco password
ciscolll

BREERERE.

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernmit ip 172.16.1.0
255.255.255. 0 10. 10. 120. 0 255. 255. 255.0

ASA- NY- HQ( confi g) #access- | i st
i nsi de_nat 0_out bound extended permt ip 10.10.120.0
255. 255. 255. 0 10. 10. 10. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0

EEE , B RAIF |, VPNBRE Z B nat @AM % K.

 AHFERIWL2LERE 2 BB,

ASA- NY- HQ( confi g) #access- | i st
out si de_20_crypt omap extended permit ip 10.10.120.0
255. 255. 255. 0 10. 10. 10. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
out si de_30_cryptomap extended permt ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0

B, BEmaEEREREAREERERVERES. WS

VAR RZEEEBNILEACLERERNER,

. BLEASEIBVPNRZE N ZMEENRE,

ASA- NY- HQ confi g) #access- | i st
Hil'lval |l ey_splitunnel standard permt 172.16.1.0
255.255.255. 0

ASA- NY- HQ confi g) #access- | i st
Hllvalley_splitunnel standard permit 10.10.10.0
255. 255. 255.0

ASA- NY- HQ( confi g) #access- | i st
Hillvall ey_splitunnel standard permt 20.20.20.0
255. 255.255. 0

ASA- NY- HQ( confi g) #group-policy Hillvalley
i nt ernal

ASA- NY- HQ confi g) #group-policy Hillvalley
attributes

ASA- NY- HQ( conf i g- gr oup- pol i cy) #wi ns- server
val ue 10. 10. 10. 20

ASA- NY- HQ( conf i g- gr oup- pol i cy) #dns- server val ue
10. 10. 10. 20

ASA- NY- HQ confi g- gr oup- pol i cy) #vpn-t unnel - pr ot ocol
| PSec

ATETER , BENS K

. RVPNEFIREEA it 5 D ERENRBEES , Hliiwins, dnsHIPSecthE.

X EHillvalley VPNPRE A AW IPSecHER B , AL A SWMIPH UL,



ASA- NY- HQ confi g) #t unnel -group Hillval | ey
i psec-attributes

ASA- NY- HQ(confi g-tunnel -i psec) #pr e- shar ed- key
ci scol234

ASA- NY- HQ(confi g) #t unnel -group Hillvall ey
general -attributes

ASA- NY- HQ confi g- t unnel - gener al ) #addr ess- poo
HIll-V-1P

ASA- NY- HQ( confi g-t unnel - gener al ) #def aul t - gr oup- pol i cy
Hillvalley
7. BYRERSRAPEINACLA 2 BB RN , LS EWMLREN NE L BBREE.
ASA- NY- HQ(confi g) #spl i t-tunnel -policy
tunnel speci fi ed

ASA- NY- HQ confi g) #split-tunnel -network-1ist val ue
H llvalley_splitunne
8. Bt EE I VPNRREFT BRI ZH R E .
ASA- NY- HQ(confi g) #crypto i psec transform set
Hill-trans esp-3des esp-sha-hnmac

ASA- NY- HQ confi g) #crypt o dynam c- nap
out si de_dyn_nap 20 set transformset
Hll-trans

ASA- NY- HQ confi g) #crypt o dynam c-map dyn_map 20
set reverse-route

ASA- NY- HQ(confi g) #crypto map outsi de_nap 65535
i psec-i saknp dynam c
out si de_dyn_nap

#EL G5 5
THIE E2

ASA- NY- HQfshow running-config
Saved

host nane ASA- NY- HQ
ASA Version 7.2(2)

enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|

interface Ethernet0/0

narei f outside

security-level 0O

ip address 192.168.11.2 255.255.255.0
|
interface Ethernet0/1

nanei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0




interface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

dns server-group Defaul t DNS
donai n- name cor p2. com
same-security-traffic permit intra-interface

!--- This is required for communication between VPN
peers. access-list inside_nat0_outbound extended permt
ip 172.16.1. 0 255.255.255.0 10.10.10.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 20.20.20.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
10. 10. 10. 0 255. 255.255. 0 20. 20. 20. 0 255. 255. 255. 0
access-list inside_nat0O_outbound extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

access-list inside_nat0O_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.120.0

255.255.255.0

access-list inside_nat0O_outbound extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list outside_20_cryptomap extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list Hillvalley splitunnel standard permit
172.16.1.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
10.10.10.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
20.20.20.0 255.255.255.0

access-list outside_30_cryptomap extended permit ip
172.16. 1.0 255. 255.255.0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip
10. 10. 10. 0 255. 255.255. 0 20.20.20.0

255. 255. 255. 0




access-list outside_30_cryptomap extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf or mati ona
ntu outsi de 1500
ntu inside 1500
ntu man 1500
ip local pool Hill-V-IP 10.10.120.10-10.10.120.100 mask
255.255.255.0
no failover
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat-contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03: 00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absolute
group-policy Hillvalley internal
group-policy Hillvalley attributes
wins-server value 10.10.10.20
dns-server value 10.10.10.20
vpn-tunnel-protocol IPSec
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Hillvalley splitunnel
def aul t - domai n val ue corp. com
username cisco password dZBmhhbNIN5gq6rGK encrypted
aaa authentication telnet console LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transform set ESP-3DES- SHA esp-3des esp-
sha- hmac
crypto ipsec transform-set Hill-trans esp-3des esp-sha-
hmac
crypto dynamic-map outside_dyn map 20 set transform-set
Hill-trans
crypto dynamic-map dyn map 20 set reverse-route
crypto map outside_nmap 20 nmatch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10. 10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_nmap 30 nmatch address
out si de_30_crypt omap
crypto map outside_nmap 30 set peer 192.168.12.1
crypto map outside_map 30 set transform set ESP-3DES- SHA

crypto map outside_map 65535 ipsec-isakmp dynamic
outside_dyn map
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut henti cation pre-share
encrypti on 3des




hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel -group 192.168.12.2 type ipsec-12
tunnel -group 192.168.12.2 ipsec-attributes
pre-shared-key *
tunnel-group Hillvalley type ipsec-ra
tunnel-group Hillvalley general-attributes
address-pool Hill-V-IP
default-group-policy Hillvalley
tunnel-group Hillvalley ipsec-attributes
pre-shared-key *
tel net tineout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|
service-policy global _policy globa

pronpt host nane cont ext
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