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RIS =

FARE : %ASA-6-110003: 3 H =’ src interface R EIBEM T —8k ™ 1 $EESHEE

RIS =

RRE - EARHASARELE . B " %ASA-5-305013: A 1FE O M= a5k CELAY IEE BNATR A, $B52HE
BORTT =

RRE - EUNEEEE — %ASA-5-321001: EESIRFEREIR "10000, R

BRI =

F'cﬁﬁ  BEIEE SR %PIX-1-106021:3E £ £ ST Eint_name L #¢src_addrZldest addrf9 TCP/UDP % [6] #&
Br’rE

BRI =

BEE . R EE RS A InternetiE AR A Ef

RIS =

HHEEEFA

s

R IE R E A Cisco ASA 5500R 51 BB FEZR £ 2 B (ASA)FCisco PIX 500 R 3 2 £ & B FEHE
MRERNESR, BE K EEARNSBRRTPE ST IRAE , A ( PIXRASA ) FERFER
B, WiiEEREREHNERER, BBEASASKPIX LT —LHIE  SEETUBEASAPIXESR
BHEE,

s

EZ2EPIX/ASA B BRER LS HENERETETHELSR K UBRBEEZARENLSEE LHE
N EHEN R FELERER.

EE  AXEEHNMBASATIPIX. EASASPIX LR HELRE , AEEHRHMEE ( BHR
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. Xk, RRRE ) ETHMABEDER,

AERYEF

BXR

AXHRBEBEER

BRA o

AERHERAERFEAOS 7.2.1718.3# Cisco ASA 5510,

ANHFHEARBBBEERETREANEEMEL. XPEAINAMBERERREHER ( HER
) BVERESRERE . WREHMEE EEER , FRACEERBEMES TREKNFE,

HEER
AR A o3 A R L T R B R B

. ASAFIPIX 0S 7.0, 7.1, 8.3RESFRA
- BA AR IRISEH(FWSM)2.2, 2.3F13.1
XE B EGSNEEREBRAME,

4]
MBXAEFINFEET , FS BN MR TE,

HEREM

Z T BIRERASASPIXIEEEE, ASAPIXELE A RMHEEE ( RB501TEHE ) NEMH (HEE
HTTERE )., FHAE (FFK ) RARSIITLUMRRZEMIE ( AZ ) RIEZLM@EE ( DMZRIE
) Lo

1722210024 192, 168.1.0/24
Cisco Router 1 ﬁi :
T T T 1 Intemet Host
172.221.1 192.168.1.50
ASA 5510

ASARRILEL BRI, ZRESEAERERE—(E2EY,
ASAYIYAE: B

ci scoasa#show running-config
. Saved
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ASA Version 7.2(1)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
narei f outside
security-level O
i p address 172.22.1.160 255.255.255.0

nterface Ethernet0/1

namei f inside

security-level 100

ip address 192.168.1.1 255.255.255.0

nterface Ethernet0/2

namei f dne

security-level 50

ip address 10.1.1.1 255.255.255.0

nt erface Managenent 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

access-list outside_acl extended permit tcp any host
172.22. 1. 254 eq www

access-list inside_acl extended pernmit icnp 192.168.1.0
255. 255. 255. 0 any

access-list inside_acl extended pernmt tcp 192.168.1.0
255. 255. 255. 0 any eq www

access-list inside_acl extended pernmt tcp 192.168.1.0
255. 255. 255. 0 any eq tel net

pager lines 24

ntu outside 1500

ntu inside 1500

ntu dnz 1500

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.22.1.253

nat (inside) 1 192.168.1.0 255.255.255.0

! -—-- The above NAT statements are replaced by the
following statements !--- for ASA 8.3 and later. object
net wor k obj-192.168.1.0 subnet 192.168.1.0 255.255.255.0
nat (inside,outside) dynanic 172.22.1.253 static

(i nside, outside) 192.168.1.100 172.22.1.254 net nmask

255. 255. 255. 255 /--- The above Static NAT statement 1is
replaced by the following statements !--- for ASA 8.3
and later. object network obj-172.22.1.254 host
172.22.1. 254 nat (inside,outside) static 192.168.1.100
access-group outside_acl in interface outside access-
group inside_acl in interface inside tinmeout xlate

3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute no




snnmp-server |location no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512

pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

EE

EAEBRETHMPYBREEARERAXTEIE, E4E LRIGASAPIXEEE, EEEYH IS EER
BRUF B, BBEFEFAASAPIX , EBENREXERAERXNERANEMGEN s EHEE
HEREE,

BRI =

ASAIPIXEEREFBENREAERKNEBTRSNERA. FHENARSE .

CRIPHEYE — BEREREN THEEHER.

- BEIPiit — FERAEREARNERAERNAMRRIPHIL,

- BRAENERAENTE
MREARIELBENER  BREEEREZEN, E40F , EREEZNEEFNERA. &IF
RBBRASAPIXRMAFBHE , EMREEEFTNEEEAMHE , AIRHBRIIFE,

SR — BB ER P

BRERAENIPHUN A EESE, ZXENBASATIPIX , B4 ROIEEFAASATIPIXHREIRIPH;
ko

EAEEREASAPIXERA. LLBFARLLRZICMP, Telnet, SSHEHTTP, PMEHHEEASA/PIXL
RURENERRER, HUBFEREIF , A Fping ASAR AR M.

EEESFRERTE—ARSEELRER , RRFMEA Eping ASARAEETHE.

- RiEARERCEA BFiLE. TEAX HRERRERBIRERdebug, H FH5C & 7] LUEIX B &8
LB, ROIEAASAEREERE, EEERET ATEFEE/NE BFEMAKR,

ci scoasa(confi g) #logging enable
ci scoasa(confi g) #logging buffered debugging

& A & ping ASAR A ER AN T (ping 192.168.1.1), ASERIE T,

Ci scoasa#show logging

!--- Output is suppressed. YASA-6-302020: Built | CWMP connection for faddr 192.168.1.50/512
gaddr 192.168.1.1/0 |l addr 192.168.1.1/0

Y%ASA- 6- 302021: Teardown | CMP connection for faddr 192.168.1.50/512

gaddr 192.168.1.1/0 |l addr 192.168.1.1/0

!--- The user IP address is 192.168.1.50.

- ASAHMDREEEEEERE Y —EHREEE , ERASATEHENRE, EZaccess-list&



, captureis S 2 & Hfaccess-listiE A HEA AN E.
ci scoasa(confi g) #access-1list inside_test permit icmp any host 192.168.1.1

ci scoasa(confi g) #capture inside_interface access-list inside_test interface inside

& A & ping ASARY A ER AN T (ping 192.168.1.1), ASERIE T,

Ci scoasa#show capture inside_interface
1: 13:04:06.284897 192.168.1.50 > 192.168.1.1: icnp: echo request
!--- The user IP address 1s 192.168.1.50.

AEE  AERHEBERTHIRE ( Wethereal ) , BAIURBU T & H T REITER

! -—— Open an Internet Explorer and browse with this https link format: https://I[

A2 HEASAPIXFERACLIMASDMBEE R BEE RS , ARBHEASATHEER INFEE

W 3

- FRddebug icmp tracetn AR BEFERA ENICMPRE,

ci scoasat#debug icmp trace

{# A & ping ASAKYAEBATHE (ping 192.168.1.1), I HBEREREIEL,

ci scoasa#

!-—- Output is suppressed. | CVMP echo request from 192.168.1.50 to 192.168.1.1 | D=512
seq=5120 | en=32

I CWP echo reply from 192.168.1.1 to 192.168.1.50 | D=512 seq=5120 | en=32

!-—— The user IP address is 192.168.1.50.

= =1 Adebug icmp trace , FEFEA LT $ 2 — : no debug icmp traceundebug icmp
traceundebug all. Undebug allZun all

E=EEEG R EESEERIPHIL, EAMP , ERAFENRIPHEYZE192.168.1.50, EEE
EipREaREREAXNFHEALREEBENRE,

SB2 — RIBENREA

BRBEAENSZRISF 2 PIIHNET  EEERENE T RARAXSHBNREF, EESERERE
EBREREAXNEZENR  YRKEHTRERBENVE,

ASAPIXEEEFEERASABFEL —BIILENER, EESXEHENER , FAERBEAERXE
REFMBEEMED  RAEMERAEZDH TREEFASAPIXEESRIEARE,

- ERXBARER. BESEESBIDPRINERAENRIPHU, FHERBERARERNX,
ASAEIE B % Hshow loggingin & M M 43 8 H o

ci scoasa#show logging

!I-—- Output is suppressed. %ASA-7-609001: Built | ocal -host inside:192.168.1.50 %ASA- 6-
305011: Built dynamic TCP translation frominside:192. 168. 1. 50/ 1107 to
outside: 172. 22. 1. 254/ 1025 %ASA- 6- 302013: Built out bound TcP connection 90 for
outside:172.22.1.1/80

(172.22.1.1/80) to inside:192.168.1.50/1107 (172.22.1.254/1025)

i8R , BMIP#u 51722211 , BHEATCP , HRIBEAHTTP/80 , B R EEXEINISNE

[e]
- (SUHMIBMES. access-list inside_testis T2 A B , REMEIMER,
ci scoasa(confi g) #access-1list inside_test permit ip host 192.168.1.50 any
!--- This ACL line captures all traffic from 192.168.1.50 !--- that goes to or through the
ASA. ciscoasa(config)#access-1list inside_test permit ip any host 192.168.1.50 any
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!-—- This ACL line captures all traffic that leaves !--- the ASA and goes to 192.168.1.50.
ci scoasa(confi g) #no access-list inside_test permit icmp any host 192.168.1.1

ci scoasa(confi g) #clear capture inside_interface

!--- Clears the previously logged data. !--- The no capture inside_interface renpves/del etes
the capture.

FEREMBERARERX. A% , ASAEE 8% tishow capture inside_interfaces < 3t #2157 #i

o

ci scoasa(confi g) #show capture inside interface

1: 15:59:42.749152 192.168.1.50.1107 > 172.22.1.1. 80:

S 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>
2: 15:59:45.659145 192.168.1.50. 1107 > 172.22.1.1. 80:

S 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>
3: 15:59:51. 668742 192.168.1.50.1107 > 172.22.1.1. 80:

s 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>

BENREAEEESRM TEREEEN | Bt — 172.22.1. 13858 — 80/httptHhE —
TCP (XX TS, HsynfFst ) o, ERBENERAREAXNERRERERIEASA, MF
5 H 2 tkshow capture inside_interfacedn S #i i , BIFEARERKRIZASA |, HEHEBIRS
RREHBERE

ci scoasa#show capture inside_interface

0 packet captured
0 packet shown

EEBIFERT  EEERERHEEAEBMUAREAEBMANASAZ EREPHEAHE MR
FHMBREE, T EREIENER | capturem S REEMTASAR KM 2R B Z 5
RokESl, flm , FEBFESEENELNMEEARE. capturemn TR HERE. RE
, ASAR &R HTRE
- ARBEEETRABEARNX , Rt T HEZEREARAXHERMA BERZRE, i, F#E
AT R R {E A R HERRE T,
ERASE2HPRENEF , ASAEESR B - LHEENEN. EEEMNEREIEASAHR IR
@#E\I&;Mﬂt\ B EIP#bat AR XERA M REEARN(TCP/80), #EMLAF  EEEHAERY
JULR o

FB3 — ERENELERARE

ASAEEEFEMTEAXRECBHRAASA , YERRKBEAXARFNABEERERE.

. EBRAEAREE, BRRIPii(192.168.1.50)5 B EIP# 11t (172.22.1. 1) RFE B FH
"oy | BERE B FHEEE {show logging |81%192.168.1.505 show logging | include
172.22.1.1, EXRHIF , £Hshow logging@ FRZ EIBRE. A TEREE , N5 T@E L.

ci scoasa#show logging

I-—- Output is suppressed. YASA-7-609001: Built |ocal -host inside:192.168.1.50 %ASA-7-
609001: Built |ocal -host outside:172.22.1.1 %ASA-6-305011: Built dynanmic TCP translation
frominside: 192. 168. 1. 50/ 1107 to outside: 172. 22. 1. 254/ 1025 %ASA- 6-302013: Built outbound TCP
connection 90 for outside:172.22.1.1/80 (172.22.1.1/80) to inside:192.168.1.50/1107
(172.22. 1. 254/ 1025) %ASA-6-302014: Teardown TCP connection 90 for outside:172.22.1.1/80
to inside:192.168.1.50/1107 duration 0:00:30 bytes 0 SYN Timeout

%ASA- 7- 609002: Teardown | ocal - host outside:172.22.1.1 duration 0:00: 30

%ASA- 6- 305012: Teardown dynami c TCP translation frominside: 192. 168. 1. 50/ 1107

to outside:172.22.1.254/1025 duration 0:01: 00

%ASA- 7- 609002: Teardown | ocal -host inside: 192.168.1.50 duration 0:01: 00

REAREREERESYNBRMEM, ESFHFEESASARKEEMEARAXARRFE
. ZEBFEERLERRAIGBERTE. ARZIEFTREIOWRBHIERK L , SYNE
RtREC ik, MNRMAMRIBREEZEEERFBR , WEKXRSHIBER FTEPIXASALHWEEERR , A&
FERLNEE, ERRLEE  F2RUATREEE  RALEAAFEGT  LRERXS



TIASHAMBERTESR , fiW,
static (inside,outside) x.x.x.x Vy.y.y.y netmask 255.255. 255. 255

ASA 8. 3R EBRAPHFENATA N B :
obj ect network obj-y.y.y.y

host y.y.y.y
nat (inside,outside) static X.X.X.X

BETESBBE , UAFFRANHE2EMIP |, WEARZ LI CBETNHE

access-list OUTSIDE_IN extended pernmit tcp any host x.Xx.X.Xx eq ww
access-group QUTSIDE_IN in interface outside

ERIERIARES , ARR LN RRPE L AIERPIXASANDMZN H. BEARKAEEE
MEFEET  FESREASARKEER.
- BUMNBERERSE, tREHENRENRKBAFHEE P  EEENERARIXEEBAE

AN

ST EBEFASA.

ci scoasa(confi g) #access-1list outside test permit tcp any host 172.22.1.1 eq 80

!--- When you leave the source as 'any', it allows !--- the administrator to monitor any

network address translation (NAT). ciscoasa(config)#access-list outside_test permit tcp host
172.22.1.1 eq 80 any

!--- When you reverse the source and destination information, !--- it allows return traffic
to be captured. ciscoasa(config)#capture outside_interface access-list outside_test
interface outside

EAEFRERBDEBARAXNHEE. FAERDHNERAEAXEHER , ASAEEEFER

ASA 2 Hishow capture outside_interface@i o

ci scoasa(confi g) #show capture outside_interface

3 packets captured
1: 16:15:34.278870 172.22.1.254.1026 > 172.22.1.1. 80:

S 1676965539: 1676965539(0) wi n 65535 <nss 1380, nop, nop, sackOK>
2: 16:15:44.969630 172.22.1.254.1027 > 172.22.1.1.80:

S 990150551: 990150551(0) wi n 65535 <mss 1380, nop, nop, sackOK>
3: 16:15:47.898619 172.22.1.254.1027 > 172.22.1.1.80:

S 990150551: 990150551(0) wi n 65535 <mss 1380, nop, nop, sackOK>

3 packets shown

HEERSANSNENRE  EFETREKE172.22 1 1AKRINVEMNEERE, HFEEEE
BIEBIASARERER

{8 Apacket TraceriBIH, MATHLEF K ASABEEZR T EZHNEN , TMEHASAHH
packet-traceriZ18, & : ASA E4E7.2/R B %k BV packet-tracerii o

ci scoasa#packet-tracer input inside tcp 192.168.1.50 1025 172.22.1.1 http

I-—— This line indicates a source port of 1025. If the source !--- port 1is not known, any
number can be used. !--- More common source ports typically range !--- between 1025 and
65535. Phase: 1 Type: CAPTURE Subtype: Result: ALLOW Config: Additional Information: MAC
Access |ist Phase: 2 Type: ACCESS-LIST Subtype: Result: ALLOWConfig: Inplicit Rule
Additional Information: MAC Access |ist Phase: 3 Type: FLOWLOOKUP Subtype: Result: ALLOW
Config: Additional Information: Found no nmatching flow, creating a new fl ow Phase: 4 Type:
ROUTE- LOOKUP Subtype: input Result: ALLOW Config: Additional Information: in 172.22.1.0
255. 255. 255. 0 outsi de Phase: 5 Type: ACCESS-LI ST Subtype: log Result: ALLOW Config: access-
group inside_acl in interface inside

access-list inside_acl extended permit tcp 192.168.1.0 255.255.255.0 any eqg www

Addi tional Information:

Phase: 6

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Config:

Addi ti onal Information:
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Phase: 7

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside) 1 192.168.1.0 255.255.255.0

match ip inside 192.168.1.0 255.255.255.0 outside any

dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits =0

Addi tional |nformation:

Dynanmic translate 192.168.1.50/1025 to 172.22.1.254/1028

usi ng net mask 255. 255. 255. 255

Phase: 9

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

nat (inside) 1 192.168.1.0 255.255.255.0

match ip inside 192.168. 1.0 255. 255. 255. 0 out si de any

dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits =0

Addi tional |nfornation:

Phase: 10

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 11

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 12

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 13

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 14

Type: FLOW CREATI ON
Subt ype:

Result: ALLOW



Confi g:
Addi tional |nfornation:
New flow created with id 94, packet dispatched to next nodul e

Phase: 15

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 172.22.1.1 using egress ifc outside

adj acency Active

next - hop mac address 0030.a377.f854 hits 11

!--- The MAC address is at Layer 2 of the OSI model. !--- This tells the administrator the
next host !--- that should receive the data packet. Result: input-interface: inside input-
status: up input-line-status: up output-interface: outside output-status: up output-Iine-
status: up Action: allow

packet-tracerif TR ERRHERE —1T , BlAction:.

SE3HPHN = EERYEEESETRASATRERAEAXEE. BRAXARERFASA , BASAKRIX
EIR B EAXARIRNEE.

TS RHE?

BRZAHTERARIXAERAEEETH, thafERAENER,. BRAEXXE K, BH.
HRERBEMNEARAXARRT,. EL—ETRGP , RAIFPASARRKI EREAXTE, ARK[MNE
ARAXEEERERLSRER. EEERRBERARIBYEEALEET , RIARE LW
B , UEREARSFNEAEAXEEERERAENRE.

B8 : #UTCPREERERER

EWEI AT H#HREE

%°| X| ASA- 5-507001: Termi nating TCP-Proxy connection from
interface_inside: source_address/source_port to interface_outside: dest_address/dest_port -
reassenbly limt of limt bytes exceeded

RRE =
RO B B S E TCP R B R 838 B AR AR 1 2 PR 4 B o

. source_address/source_port — 2 E R E R THRIPHE L FIRE
. dest_address/dest_port— EERNERTH B HIPH LRI B #Y#18,
- interface_inside — BB EMRNERTEENNTE B R,
. interface_outside — B RERNER TR EMENHENERE,
- limit — BRERE EN Y HERR G,
WEENRRS EREARLEBETHRTSPRE , MEMT.

policy-map gl obal policy

cl ass inspection_default
inspect dns migrated_dns_map_1
inspect ftp
i nspect h323 h225
i nspect h323 ras



i nspect rsh
no inspect rtsp

MEFSHMENR , FFS2ECiscofizRID CSCsl1529(EREMEF).

B : %ASA-6-110003:88 H #& % fEsrc interface iR BB EM T —
BT, EEEREE

ASA%Q%% , YASA-6-110003:src interface:src |P/src portdest interface: dest |P/dest port ijﬁtui'—'n&
HE.

BRIR
EASAERANERAR I EH TN, FRENMER, BY , BASAREREI—ENENHE

B(xlate) IEMTEN AR EE , FRIHKEL ., RENATRALEFERESER. MRRER
R AL R,

FIEE : EARMASAPHLE , B " %ASA-5-305013: 4% IE [a] fl = [ 37 2T
BRI IEHBNATHR A, $EEREE

EARWASARELE |, WEILATH#HEREE ¢

Y%ASA- 5- 305013: Asymmetric NAT rules matched for forward

and reverse flows; Connection protocol src

i nterface_nane: sour ce_address/ source_port dest

i nterface_nane: dest _address/dest _port denied due to NAT reverse path
failure.

BRAR

EFINATE , ASAESERNBENQIRESEREXETMER, MREAGHEMAHTEH
NATE  BIFEFEE,. EAEAMHERNEFNHENEAREREETRNNATRAE &%
RORBIHERHES . RENATEIHHEENRE.

B : EEEER — %ASA-5-321001:EEFRENER "
10000, FR#l

BRILR

LSRR R U NASA LR R ARZRAVER EIER R ARS], B RERRE M F VAR E T
DoSIE, #HASALERMPFILEEEMNMERRS, o , BARBERRR(DCD), FSEUT
HBREAE

class-map limt
match access-list limt
!
policy-map gl obal _policy
class limt


https://tools.cisco.com/bugsearch/bug/CSCsl15229
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set connection enbryoni c-conn-nmax 50

set connection timeout enbryonic 0:00: 10 dcd
!

access-list limt line 1 extended permt tcp any host Xx.X.X.X

B : BEWREEER%PIX-1-106021:3 58 £ /M Eint_name L #¢
src_addr®ldest addri TCP/UDP E13§ B &

R =
BARBEERER SR ARES . BHUTHSTRRMELEARORERE

no ip verify reverse-path interface

B . BB RS InternetiE 4R o B

ASA L IR B tE§EFRE R

YASA- 4- 733100: [Mralix Licen 3000] drop rate-1 exceeded. Current burst
rate is 100 per second, nax configured rate is 10; Current average rate is 4
per second, max configured rate is 5; Cunulative total count is 2526

BRER
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