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2. B RERSH
3.BVARMIWEBFFIBERTE (HESBR2HFREI )
4. BYBRERWASEEE R (ESBRIPE)
5. B FH WA F A B MW IIE R (EDERPFRE )

S B1.E£ASA LEUAWebVPN

EEASALRAWEDVPN , BERATHR :

1. EASDMEAREX# , & — T Configuration , A% E—TVPN,
2. BEFWebVPN , A1 iE#EWebVPN Access.
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3. REFERNME , A% IR — TEnable,
4. % —"TApply , #— T Save , REZR— T YesiEZEZE X,

SER2. Bl W IR S A
EELTBGBEEEY  EERUATSE
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3. £Add Port Forwarding List¥i5E A , M ABERR , AKX —TAdd. RFEERAA
Port Forwarding Entry¥3 5% 5 8.



£= Add Port Forwarding Entry

Lacal TCP Port:

Femote Server:

Retmote TCP Port;

De=cription: Telnet to R

Ik, L\J | Cancel | |

4. EFTIIREREEHYFES RS , BALUTIEIE : £Local TCP Portlf# , B AIRIRIEZTE
FE. WANETURKE10245165535 2 B ERIEF. 7£Remote Serverflif# , & AIPith
i, ARBIERARAEEN I, ERemote TCP Portfifi s , 8 ARSE, LLEEFIEREFE
23, £ "REL WUFWARE , ARER—THE,

58— "OK, , R%EE—T TApply. »

6. #— T Save , REER —TYesiEZZTENX,
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1. BRBGeneral , A& 1ZZEGroup Policy.
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= Add Internal Group Policy

Mame: Net & diming |

Genersl | PSec | Client Configuration | Client Firewsall | Hardware Cient | NAC | WebvPn|

Check an Inherit checkbox to let the corresponding setting take itz value from the defaul group policy,

Tunneing Profocols: [ inhert [“]PSec WiehVPN L2TP over IPSec
Fiter: Inherd Marage
~Connection Settings
ACcess Hours: Iriherit Misnage
Simuttaneols Logins: [#] irherit

Macdmurn Connect Time: [¥] irherit Unlimited

|
|
|
Idle Timeout [¥] iniherit Uniimted | phiri oS
|
|
|

rEervers
DNS Servers: [« inherit Prifmany | | |
WINS Servers: ] rheri ary: | | |
DHCP Scope: [+ inherit

I 0K | Cancel | Help ]

SHMACRIESTHEREXRKER,

4. BUEE A Tunneling Protocols InheritZBREX S 58 , A% 1E FWebVPNEREL S #2,

5. —TNRHEFEFRTEIFHWebVPNEE , A% R — TFunctionsE %,

6. BUHZE P InheritBrEX 5 31 , A% 1ZF Enable auto applet download#lEnable port forwarding
AR, MTEMR



= Add Internal Group Policy

Mame: | Net & dming |

| General | PSec | Client Configuration | Cliert Firewall | Hardware Chiert | mc|WEbVPMi

Contigure Wb PN sttribudes wsing the following tabs |
Check an Inkerit checkbox to let the corresponding setting take ts value from the defsul group policy,

Functions | Content Fittering - Homepage | Port Forwarding | Other | SSL VPN Client | Auto Signon |

[ iniherit
[ Enabie URL eniry [] Enabile: port forwarding
[] Enakie file zerver access [T Ersibie Outiook/Exchange prosy
[] Enakie file server entry [] &pply véeb-type ACL
[] Enabte file server browsing [[] Enable hitp prosxy
[] Enaiole auto applet downioad ] Enable Cirix MetaFrame

Lo J[ coma |[ o |

7. EWebVPNEEH , #&— T Port ForwardingE & , ¥ EUHZEH Port Forwarding List InheritZzEX
T,
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= Add Internal Group Policy

| Net&dmins

General | PSec | Client Configuration | Cliert Firewall | Hardware Cliert | NAC | WiebYPN

Configure WebYPN attributes using the following tabs

Check an Inkerit checkbox to let the corresponding setting take ts value from the defaull group policy,

Furclions | Cortent Fitlering I-lnmcpnﬂ Port Forwearding | Other | SSL VPN Clend Aulo Signon |

Port Forwarding List: [ inhera Im:qms
Applet Name: [ inheri | Secure Router Access
ow || conen ||

BREVHNBEER  FTK

1. R General , A% 1##&Tunnel Group,

8. #— T Port Forwarding List Fh 8758 , AR BIEFELESR2PE U RYIBEE

Help

9. BUHEH Applet Name InheritZ& BV , RAEEAX AWMU FNERE, TR IRTERKET
Applet®& ¥,

10. #%—TF "OK. , R&EE—T "Applys
11. % — T Save , REE —TYesiZEZ EK,




Confguealion = W = Geniral = Tunsel Grbup
E 23 WP Wiz erd :
=10 Ganarsl

Chert Lpdate Mansys VPN Tunrel gPoupd. A YPH b QROUD repfe2ents & Donnechon Spedific record 1or & FEac
or Wieb\VPH conrection

[T Harmes Tipe oo Prodcy | Add v ]
sk Dt Tuamreed Dl ey
| ]
| 2 ZoneLeha inbegriy Sarvar Dl iAo ipec.ra CeRGepPoboy
B ke Dol 7 o ipee. i3 DAilGepiokcy

Mg Tigrah
Caechs Sgacithy v chalireslen 10 b 18 el neri PG Duariesl grougs Nimess: ot st Fosme tha ane
mrm E [~Hone- )
Servers el LURL#
Pl Forwardineg

[E] wetpape Customization
Bl
Encoding
551 WPH Clerd
S5 Servera

i
[T TR T p— sy 1% 27 ] (Y 7 1-26:50 P LTC

2. #—TAdd , A& 1ZEWebVPN Access., ZfAGHERAdd Tunnel Group¥t&E 5 #1,

g
& (s ® @ 1R ¥ ézﬁ-
o
3
g

i
{

in




= Add Tunnel Group

Mame: | HetGmH'.r | Type: _wehm

Configure general access attributes inom the following sub-tabs,

Basic | Authenticstion | Authorization | Accounting | Client Address Assignment | Advanced

Group Policy: Met&dming o
Etrip the realm from username before passing | onto the AL server
Sirip the groun from username before passing i on o the AAA server
~Pazzword Managemert

[ crverride accourt-disabled indication from A& server
] Enable notification upon password expiration to allow user to change password

Enable notification prior to expiration | dimrye prior bo expiration

l oK | Camncel | [ Help ]

3.7 "EW, MuUPWMAZE,

4. ¥ — T Group Policy THI&79E , REZRBELELRIPE I WAEKRE,

5 #—T "OK, , R&EZE—T "Apply. »

6. #Z—TSave , AEBER—TYesEZTEN, FREH. HXBMEFRSUHRECER,

EBRVFEAELEZEAENERERE  BERATIE
1. EBGeneral , A& iEEUsers.



Fie Opiions Tods Wioords Helg Seprck | |Frd =

= ; Cosce Sritens
@ % 010 O Q@ o d ? T

Creabe endries inthe ASA local yser dalabase. Command suthonzadon must be enabled in crder for
the user accound priviieges (o be enforced. To enalile command authorizating go bo

Ciontent Rewris
darvas Trustpoind
Proccy Bypass
Sarears snd USLe
Port Fonwansing
[Z] weckpage Cusiomzat

ACLa
Encodrg
SEL VPN Chent
S50 Tervers

& C5f E-mad Promy

iﬂgaﬁgﬁ-;ﬁ 18 imgg- @
i

[ o ]

£ ¥

2. —TAdd#REl., RFEASFERAID User Account¥iza .



§& Add User Account

idenitky | VPN Policy || WebVPN|

zernsme: user]
mem EARARAR
Confirm Password: BB

[ User authenticated using MSCHLP

Privilege level i used with command suthorization,

Privilege Levet 2

Help

e | =

SHMAERESR,. BERNFTREANE , REE-TVPNERER.




g% Edit Uzer Account

klentty | VPN Policy || wiebVPN
Growp Policy: et Admins bl

Check an Inherit checkio:s to et the corrésponding Setting take iz value from the group pobcy.

Tunneling Protocoks: Inkverit
Filter: Inkeerit
Turinel Group Lock: Inberit
Store Pazsword on Client System: Irikweerit

Lannechion Setings

Access Hours: Irbverit
Simuttansous Logins: Inkezrit
Macimum Connect Time: Inberit
Idle: Timeout Inberit

Dedicaled P &ddress (Opdional)

F Address: =ubnet Mask: .

| a ] | Cancel | | Help |

4. ¥ — T Group Policy FHI&TEE , REBIBLESBEIT R NAER, WEHAEBEITZES
B B WebVPN4S S SR K

5 #%—T "TOK, , AR&ZE—T "Apply.

6. % — T Save , REBRIE—TYesiEZEZTEX,

£ FAACLIKE & FikSSL VPNEE

ASA

ASA Version 7.2(1)
|
host nane ci scoasa
domai n- nane default.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
|
interface Ethernet0/0
nanei f inside
security-level 100
i p address 10.1.1.1 255.255.255.0




! -—- Output truncated port-forward portforward 3044
10.2.2.2 telnet Telnet to R1
!--- Configure the set of applications that WebVPN
users !--- can access over forwarded TCP ports group-
policy NetAdmins internal
!--- Create a new group policy for enabling WebVPN
access group-policy NetAdmins attributes
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
!--- Configure group policy attributes webvpn
functions port-forward auto-download
!--- Configure group policies for WebVPN port-forward
value portforward
! --- Configure port-forward to enable WebVPN
application access !--- for the new group policy port-
forward-name value Secure Router Access
!--—- Configure the display name that identifies TCP
port !--- forwarding to end users username userl
password tJsDL6po9mlUFs.h encrypted
username userl attributes
vpn-group-policy NetAdmins
!--- Create and add User(s) to the new group policy
http server enable http 0.0.0.0 0.0.0.0 DVMZ no shnp-
server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
col dstart tunnel-group NetGroup type webvpn
tunnel-group NetGroup general-attributes
default-group-policy NetAdmins
!--—- Create a new tunnel group and link it to the group
policy telnet tinmeout 5 ssh tinmeout 5 console tineout O
I class-map inspection_default match default-
i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh
i nspect rtsp inspect skinny inspect esntp inspect
sql net inspect sunrpc inspect tftp inspect sip inspect
xdncp ! service-policy global _policy gl obal webvpn
enable outside
!--- Enable Web VPN on Outside interface port-forward
portforward 3044 10.2.2.2 telnet Telnet to RL pronpt
host nane cont ext

B
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EX
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1. EZEFiwm T k| & Ahttps://outside_ASA_IP Address ;E F outside_ ASA_IPAddress2
ASAHISSL URL, ZEZHNUIBEURIFEAER , BB RWebVPNIRBEHEE,
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Acdress | ] htips://172.22. 1. 160/ +webvpn+fportal v B s
Google - | v [C s -9 P [Sropupsciay|> @ smaalt [y

Cisco SysTEMs I

- WebVPN Service

SECURE ROUTER

ACCESS

Start Application Client

1 https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... |- | 0/4

Close this window when you finish using Application Access.
Please wait for the table to be displayed before starting applications.
If you shut down your computer without closing this window, yon might
later have problems running the applications listed below. Click here for
details.
Mame Lacal Femote Bvtes Out| Byies in | S0ckets
Telnettn R1 127.001:3044 1023233 0 0 0
5SH to R 127.001:3256  [1022 233 i 0 i
)

£] Done 8 @ internet

FEEARXPEN U FEEAEREARMSIP, Bytes OutFBytes InFl FERE(EE
, R AL R ERRER,

2. EADOSIE R EthTelnet E AR ETelnet&5E,

3. EMTIRARFT |, i Atelnet 127.0.0.1 3044, XX : S IRE A BRI EF
WebVPNIREBE X RPMERN A BRI R, # 7 FEEEH(). BRANFMRBAGTS
- ASABIBZLEFENGS , YEHRTCHEET EAHM , RILASAXNE I B 5 RE ¥ R
B R £ Telnet&E,



& Command Prompt ;J ﬂ

Cisdtelnet 127Y.8.8.1 3844

WASERAESBNERE , DUTREBHM.
4. EERBHEBNTEETUE , 58 EBytes OutfBytes InFl , I T EFFR

€] https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... E]@

Close this window when vou finish using Application Access.
Please wait for the table to be displaved before starting applications.

If vou shut down vour computer without closing this window, von might
later have problems running the applications listed below. Click here for

details.
MHame Local Femuote Bytes Out | BytesIn | Sockets
Telnetto R1 127.001:3044 1022223 a3 127 1
55H to R 127.0071:32585 (1022222 1] 1] 1]
&1 https:/{172.22. 1. 160/ +webvpn +/help/warning. hi é % Internet

e

B @showin T EEWebVPNEH, EBAIUEWSINECL) LHTEL ST , MERKFTERAN
HittEH . BEIshowin THFEHERN , FSERFWebVPNEE .,

& : Output Interpreter Tool(ZEBREFMME F)(OIT) X EXE Lshowin T FHOITHRshowds T H Y
Do

REREDE A



//www.cisco.com/en/US/docs/ios/12_4t/12_4t11/htwebvpn.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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EIREIASAR , BN AR BB RSSLEFHTHK.
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-]
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