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IPSece Tunnel

—_ VPN Client To Internet Via ASA

— Internet Host Traffic

“same-security-traffic permit intra-

interface” command applied

Intarmat clowd

—

&1 - Inside

PIX/ASARCLIE B

- PIX/ASA

el - Dutside
172.16.3.101/116 1721812498124

EPIX/ASALE{TERE

Pl X Version 8.0(2)

nanes

|

interface EthernetO

nanei f outside

security-level O

ip address 172.18.124.98 255. 255.255.0
|

interface Ethernetl

nanei f inside

security-level 100

ip address 172.16. 3. 101 255. 255.255.0
|
interface Ethernet2
shut down

no nanei f

no security-1Ievel
no i p address

|
interface Ethernet3
shut down

no nanei f

no security-1Ievel

no i p address
!

Cisco VPN
Client

FPublic Internet



interface Ethernet4
shut down

no nanei f

no security-1leve

no i p address

|
interface Ethernet5

shut down

no nanei f

no security-Ileve

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane pi xfirewal

ftp node passive

! --—- Command that permits IPsec traffic to enter and
exit the same interface. same-security-traffic permit
intra-interface

access-list 100 extended permit icnp any any echo-reply

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng
ntu outside 1500

ntu inside 1500

ip local pool vpnpool
192.168.10.1-192.168.10.254 mask 255.255.255.0

no fail over
nmonitor-interface outside
monitor-interface inside
icnp pernmit any outside
no asdm hi story enabl e
arp timeout 14400

nat-control /--- The address pool for the VPN Clients.
-- The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for |ab
setup. !--- Apply an address from your public range

provi ded by your |SP.
global (outside) 1 172.18.124.166

!--- The NAT statement to define what to encrypt (the
addresses from the vpn-pool). nat (outside) 1
192.168.10.0 255.255.255.0

nat (inside) 1 0.0.0.0 0.0.0.0
static (inside,outside) 172.16.3.102 172.16. 3.102
net mask 255.255. 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.18.124.98 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

I —

!--—- The configuration of group-policy for VPN Clients.

group-policy clientgroup internal
group-policy clientgroup attributes
vpn-idle-timeout 20




!--- Forces VPN Clients over the tunnel for Internet
access. split-tunnel-policy tunnelall

no snnp-server |ocation
no snnp-server contact
snnp-server enable traps snnp

!--- Configuration of IPsec Phase 2. crypto ipsec
transform-set myset esp-3des esp-sha-hmac

!--- Crypto map configuration for VPN Clients that
connect to this PIX. crypto dynamic-map rtpdynmap 20 set
transform-set myset

!--- Binds the dynamic map to the crypto map process.
crypto map mymap 20 ipsec-isakmp dynamic rtpdynmap

!--- Crypto map applied to the outside interface. crypto
map mymap interface outside

!--- Enable ISAKMP on the outside interface. isakmp
identity address
isakmp enable outside

!--- Configuration of ISAKMP policy. isakmp policy 10
authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

i sakmp policy 65535 authentication pre-share
i saknp policy 65535 encryption 3des

i saknp policy 65535 hash sha

i saknmp policy 65535 group 2

i sakmp policy 65535 lifetime 86400

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

!--- Configuration of tunnel-group with group
information for VPN Clients. tunnel-group rtptacvpn type
ipsec-ra

!--- Configuration of group parameters for the VPN
Clients. tunnel-group rtptacvpn general-attributes
address-pool vpnpool

!--- Disable user authentication. authentication-server-
group none

!--- Bind group-policy parameters to the tunnel-group
for VPN Clients. default-group-policy clientgroup
tunnel-group rtptacvpn ipsec-attributes
pre-shared-key *

!

cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

!

!

pol i cy-map gl obal _policy

cl ass inspection_default




i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
i nspect
|

: end

dns naxi mum | ength 512
ftp

h323 h225
h323 ras
net bi os
rsh

rtsp

ski nny
esntp

sql net
sunrpc
tftp

sip

xdncp

service-policy global _policy globa
Crypt ochecksum 1alad58226e700404e1053159f 0c5f b0
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1. R 1R B F21EWizards > IPsec VPN Wizard,

File

%)—lnme L}I'E:LE} o

E:"ﬁ' Cisco ASDM 6.0 for PI¥ - 172.16.3.101

G

Dewvice List

add Delete

10,77 2411

S %l172.16.3.101

Startup Wizard

High Availability and Scalability Wizard...
Packet Capture Wizard...
DEVICE TNONaoon

Host Marne
PILx Wersion:
a50M Mersion:
Firewall Mode:
Tatal Flash

View Tods | Wizards | Window  Help

11 @ sack € Forwad

| Firewall Dashboard

iSeneral ; Litenze i

Device Upkime:

Device Type:

Zonkext Mode:

Tokal Mermory:

¥PN Tunnels
IKE:

IPsec:

2. i###Remote Access VPNEZBEHE 7| , iR CRIBEEREVPNRE N H,



B veN Wizard
VPN Wizard

¥PN Tunnel Type (Step 1of L)

Uise this wizard ba configure new site-tno- sitm WP bunnels or new remcke access VPR bunnels. &
buringd bebaeen bwo devices is called & ste-te-site bunnel and i bidrectional, & tunnel
estabdshed by calls From remote weers such) 2= belecommutets is caled remaote access buninel.

This wizard crestes basic hoene! configurabions Hhak you can edit later using the S50M.

VPN Tunnel Type: i
i Safi gy Bl PN

Ll:l{ﬂ Rt

{" Ste-to-Site @71 i Nw,,,j WTL@

¥ Remabe Atcess

WER Tunns! Inkerface: | l.l

Enable inbound Psec sessions ko bypass interface access fisks, -Gmup policy-and par-usar

e autharizabion arcess lists still apphy o the Eraffic,

Finkh i Cancel 1 Help 1

Remote Access Client (Step2 of ..}

Remobe access users.of various Eypes can open¥PN tunnels bo this PIZ. Seleck the type of
WEM clignt For this tunnel.

YPN Clierk Type:

or Gther Easy WPM Remote produck

€ Microsoft Windows client usig LZTF over [Psec

Spacify 'hﬂ ';: autertication protocol IF a: proboca & not
spicif |E-_l theremobe clissk; do nok specty i,

[T ree  WcHAP TP MSSHAPSY [ imMs-cHapvz [T EAR-PRONY
Spaciby i the cientwil send tunnel greagr name &= - Usernamedtunrelgroup:
[T Shent il send funme ceoup pee g2 sansrRe inssgraln,

IF pra-shared authentication s usedivth B option then DefautPacroup’s
preshared ey and nop asthentication 2 o also modfed,

= Back |'t{ext:~ i Eirilsh 1 Cancel i Help i

4. WMARBEEEBNEE. REZEANGOREET. FEHAPEERLLAESR,




B VPN Wizard E

VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ..}

The PIX alows you bo group rerobe access bunnel users based on common connection parameters
and clierk attribubes configured in the subsequent screens. Configure authenticaton method and
Eunnel groug foe ths remote conneckon, Dse the same tunnel group name for the device.and the
remiote disnt,

—futhenbicakion Method

I+ Pre-shaped key
Pre-Shared Key: |dsn:-123

i Certiicate
Cerbhcake Signing Algorithm:  1sa-sig
Cerbfcate Mame: | j

II"'.‘. Challengefresponse athentication {CR.F!.CI:‘.",I.

—Tunnel Groon
Tunnel Group Kame: Jrtptacypn|

< Badk 1_';{{&&} i Finish i Cancel i Help i

AR BABRE/MBASDMEWERLASE, FERASDMRAEHEIBEASAHAERHHESE
HTHEENASFER,

5. i REREWAMFEREEHERERADBAARRSERTERERE, F  BUUES Bt
BERAEFEIAERAEERE, 8B | EENAEBASDME B/ EBAAARIBRESEHNER
, FESEEBASDMAVPNE A E B BPIX/ASA 7.x5 10 5 & NS A RS E B R,
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UPN Wizard | Client Authentication (Step 4 of ..}

To authenticate rt,n'd:l: Leser s using ||:u:.:|| u:lmﬂl:e LsEr dutubmc 5|:bi the First option bﬂluw
Yo can ereate User an:mﬂs i Lhe next StB'D

“Touse exkarnal AAA servers instead, sebsct the secondootion. You can salal:t an existng ARA
| SErVEr Qroup or creabe A neve one wsng the Rew button belot, ;
To manage all other 444 s=ttings, go-to Corfiguration = Device Management = Lisers/ A48 in
Hre: main ASEM waindow,

(v fothenticate using the local user databacs

o Bthenbcabe using an n.ﬂ.n'éer'.'e.r';;rf;u.n

ARA Server Group Name: | ] new.. |

= Back. i'ﬂuxtb I Eiresty I glam:i-,l i Heln i

6. MEMNE  BERAEFNEIABERNE, TE . TERURETMBREFERAE, EFASDME
R % #;& £ Configuration > Device Administration > Administration > User Accounts , LA#w %8
ERETNRERESIREREPRBRELREE.,



&% VPN Wizard E
VPN Wizard User Accounts {Step Sof 11}

Add news users into the user authenfication datshase. To edt existing antries in the datshase
oF [oremave them From the databiase, gobo Configuration = Desice Manapement =
-Usersflfhy = Lker Acoounts inthe man-ASOM werdow

-LEET tl:l E-e'p'dded'..._._._...._.. Izt

Username: Bl

Password {optional):

Confrrm Password (oot iona):

= Back i Mexk = I Firesry I - Cancel i Help i

7. EE— AR |, FRKVPNE FinERESABRES EEEMN.

Address Pool- (Step 6 of 11)

Enter & pool of local addresses ta be Lsed for assigning dynamic [P addresses to remdte WrHl
clienks,

Tunne| Groop Name ; rkpkacipn
Pool Marne: m Hew ...
—Pood Sethings

Fange Skark .ﬁ.l:!dress: 192.168:10.1

Fange Erd Address: 192,168.10,254

Subniak fask: 255,255 25500

= Back i Next = | :;r.i,sh_| Cancel | Help 1
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T YPN Wizard =
¥ VPN Wizard A e e e s e R

Pittributes you configure below are pushed to the YR dient when the cliett connects fo the
PL I you donot weank an atbribute pushed b Ehe chient, [eaie the correspanding Field blank.

Tunnel Group! ripkacwpn

Prirary DNS Server] |

Secondary DMNS Server:

Frinvary WINS Server:

Secondary WING Server:

Diefauk Domain Name:

<Back | Mest > 1 Einfsh | Cancel | Heb |

9. BEEIKEWN S| B , EBARIKER K1, BEMKNEEHSATETE , BCisco VPNEFIRE
BAECEEIRNEE, FFIRPCLEFREIKE,

FS ¥ PN Wizard s s s s e e e ] |
VPN Wizand IKE Policy (Step & of 11)

Sefeck the encription algorithm, authentication algorithm, and Diffie-Heliman graup for the
devices bo use ko megokizte a2n Inkernet Key Exchange (IKE) secunty associsbon between
therm, Configurations onboth sides of Hee connection must match exacthy,

Erict yplion: iSEES _:!
ahercaen: |
D Group: iQ e d I

= Back I Bendk > | Hnish | Zancel ] Help 1 .




10. $EEIPSec ( BB AIKEMEER2 ) W5IE., BEMKNEEXETLEEHE , {BCisco VPNE Fif
EEBAECESRERNEE. FPHRPCLERREBIKE, _

F& VPN Wizard

.UPH Wiiarﬂ Tt IPsec EnErfpﬁun:a.nd .l.lulj'lgnli-l:ai.:iun -I:Etup E-Df:ll.}

Select the encryption and aukhentication algoribhms For s IPsec PN bonnel. Corfigurations
o both sides of the connection must match exacthy, ; ;

oo [ ~ |

Authenkicsrion: |5Hn. ]

= Back | Mexk = 1 Firirh ’ Cancel i Help ;

M. EETUEERVPNERELRBPLERAT IR (WRE ) . MRABWEESEZ , AlIE
iR VPN{E A & AT S BASAR BB A 8%, SEFUERRETRA D EIREE. 25 ER
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VPN Wizand

i PN Wizard E

Address Transtation Exemption and Sphit Tunneling (Optional)  (Step 100f 11}

Mebwark Address Trarskation (NAT) = used kd hide the internal network from outside Lsers, You can
make exceptions bo NAT Eo expose the entire or part of the Internal network to zuthenticated remote
users proteched by VR,

To expose the entire nebwork behind e most secure interface bo remobe WPN users without NAT,

leave the selection st blank.

Salectad Hiogts frhabworks:
that,ﬂmk ............................................... Ia_ﬁ_

Lieake

B Enable split turnsling bo |et remate tsers hive simukanenus encrypted access ta theresources
defined above, and unencrypted aciess bothe inkernet;

<Back | west> | Eeish | Gancet | e |

12. Wi EBEREZCHEINRENREE, NEHEE RS , 553%— TFinish.

F= YPN Wizard
VPN Wizard

fou have created a Remote Access YPN Eunnel with the Folowing attributes:

WP Torinel Inkerface: oitside

1Psec authentication uses pre-shared key: ciscol23

Tunnel Groun Mame: - riptacvpn

Default Group Policy:. Hptacpon

User-authentication uging kcal user datshase

Mew users oreated in the local database: stick

Paal of IF addresses far WP diants: vprpud
(1921601001 - 192,168, 10.254)

IKE Polcy Encryption | Authentication | DHGroup: S0ES | 5HA | Goup-2

IPzec ESP Encryption f ESP Aukhenticabon: 30ES | SHA-

Inkernal nebwork slements axposed bo rernn:ll:e: WP \zsers witholk NAT;
A

-aple bunnedng: disabled

et = | Einish | Cancel | Help 1
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Inkerface: Iinsidl:

Source! IIII.EI. 0.0

i | £

Translated
Select & ghobal poal For dyniamic translation,
Pool I | Inkerface I Addresses Pool I
0 (ot boured Same as original address (identity)
0 (inbound) Same as origingl address (identity)

1Ll 172.18.124. 166

ConnechionSettings . T
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Origmnal
Irkerface: l;] utside

Source:  [192.168.10.0

Ld L

Translated
Select a ghobal poal For dyniamic branslation,
Pool 1D | Inkerface I Addresses Pool I
0 {outbourd) Same as original address (identity)
] (inbaund) Same a5 original addrass (identity)

16 172.18.124. 166

Conneckion Sethings -l e i e

B e
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BEX2: A ALEMUDPERFTIE U TH#H

aroup-policy clientagroup attributes vpn-idle-tineout 20

ipsec-udp enable ipsec-udp-port 10000

split-tunnel -policy tunnel specified split-tunnel-network-list value splittunnel

MRS EPIXEEN e EHMBEEFEEL TS , AMEEIBIPsec over TCPEZEVPNE F i :

isakmp ipsec-over-tcp port 10000

-3 S

A2 HCisco ASALNERE S  BEASHEUUAERAERNTELRNFHAEA.

VPNE Fii B
ERU TS BURBVPNE Fif

1. #ENew,

. status: Dlscunnecled | 'U'PH Ehent H‘ersinn 5.0.03.0530 ]
Connection Entries Status Certificates Log  Ophions - Help

L) '_ @ﬁ &Eji] b afranfrs

Connect | ot M adify [ elete CISCO
Caonnechion Entnes Il:erhfmates I Log ;

Conrection Enty Host Tranzport

< | i3

{ ok connected,
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# YPN Client | Create New YPN Connection Entry

Connection Entry: | pisd

il
CISCO

Drescription: | pi on gtick for internet access

Host: 117.18.124.958

Authentication iTranspnrt Backup Servers 1 Dial-Up 1

{* Group Authentication " Mutual Group &uthentication

M ame: rtptacyph

HEXHEXEX

Fazswaord:

HEXHEXEX

Confirm Pazsword:

" Certificate Authentication

i arme: i __:_j

[ Send CA Certficate Chain

Eraze ldzer Fazsword 1 Cave Cancel
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# YPN Client | Create New YPN Connection Entry

Connection Entmoy: ]pi:-ﬂ
L s vl
ezcription: | pis o a stick for intermet connection
CIiSCO
Host (1721812498

Authentication Transpnrt ]Elac:kup Servers | Dial-Up |
v Enable Tranzparent Tunneling

+ |PSec over UDP [ MAT # PAT )

" IPSec over TCF el Pn;t:hﬂﬂ[]ﬂ
| Allow Local LAM Access
Feer rezponse timeout [seconds); |E|EI
Erase Lzer Fassword Save Cancel
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Pl X1( confi g) #management-access inside
Pl X1( confi g) #show management-access
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