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Branch LAN

10.1.1.0/24 10.2.2 0/24
N
BEREBERFIARGSINE. WREFEFHASDMETEE , FSRAANENEHBEEELZS
KEEHERASDM)EE &5 o

- BERPIX

7R R

BEPPIX

HQPI X( confi g) #show run

Pl X Version 7.0(0) 102

nanmes

!

interface EthernetO

description WAN interface

nameif outside

security-level 0

ip address 172.17.63.229 255.255.255.240
!

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

|

i nterface Ethernet?2

shut down

no nanei f

no security-1Ievel

no i p address

!
interface Ethernet3




shut down

no nanei f

no security-1leve
no i p address

|
interface Ethernet4
shut down

no nanei f

no security-Ileve

no i p address

|
interface Ethernet5

shut down

no nanei f

no security-Ileve

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane HQPI X

donmai n- nane ci sco. com

ftp node passive

clock tinezone AEST 10

access-list Ipsec-conn extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

access-list nonat extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

nmu inside 1500

nmtu outside 1500

no fail over

monitor-interface inside

nmonitor-interface outside

asdm i mage fl ash:/asdnfile.50073

no asdm hi story enabl e

arp timeout 14400

nat-control

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 10.1.1.0 255.255.255.0

access-group 100 in interface inside

route outside 0.0.0.0 0.0.0.0 172.17.63.230 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
nmgcp- pat 0: 05: 00

sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server partner protocol tacacs+

username cisco password 3USUcOPFUiMCO4Jk encrypted
http server enable

http 10.1.1.2 255.255.255.255 inside

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps snnp

crypto ipsec transform-set avalanche esp-des esp-md5-
hmac




crypto ipsec security-association lifetime seconds 3600
crypto ipsec df-bit clear-df outside

crypto map forsberg 21 match address Ipsec-conn

crypto map forsberg 21 set peer 172.17.63.230

crypto map forsberg 21 set transform-set avalanche
crypto map forsberg interface outside

i saknmp identity address

isakmp enable outside

authentication pre-share

encryption 3des

isakmp policy 1
1

isakmp policy 1 hash sha
1
1

isakmp policy

isakmp policy group 2

i sakmp policy lifetinme 86400

i saknmp policy 65535 authentication pre-share
i saknmp policy 65535 encryption 3des

i sakmp policy 65535 hash sha

i sakmp policy 65535 group 2

i saknmp policy 65535 lifetime 86400

telnet tineout 5

ssh timeout 5

consol e tineout O

tunnel-group 172.17.63.230 type ipsec-121
tunnel-group 172.17.63.230 ipsec-attributes
pre-shared-key *

!
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
!
!

pol i cy-map asa_gl obal _fw_policy
cl ass inspection_default

i nspect dns maxi mum | ength 512
nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdncp

nspect http

servi ce-policy asa_global _fw policy globa

Crypt ochecksum 3a5851f 7310d14e82bdf 17e64d638738
end

SV- 2- 8#

P XHMBRER

Br anchRout er #show run
Bui | di ng configuration..

Current configuration : 1719 bytes

!

I Last configuration change at 13:03:25 AEST Tue Apr 5
2005

I NVRAM config | ast updated at 13:03:44 AEST Tue Apr 5
2005




version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og uptine

no service password-encryption

!
host nane BranchRout er

!

| oggi ng queue-linmt 100

| oggi ng buffered 4096 debuggi ng
!
usernane cisco privilege 15 password O cisco
menory-size i onem 15

clock tinezone AEST 10

i p subnet-zero

!
!
!

ip audit notify |og

ip audit po nmax-events 100
!
!

!

crypto isakmp policy 11

encr 3des

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.17.63.229

!

!

crypto ipsec transform-set sharks esp-des esp-md5-hmac
!

crypto map nolan 11 ipsec-isakmp

set peer 172.17.63.229

set transform-set sharks

match address 120

!

!

!

]

|

!

no voi ce hpi capture buffer

no voi ce hpi capture destination
|

!

na receive maxi mumrecipients 0
|

|

|

!

interface Ethernet0/0

ip address 172.17.63.230 255.255.255.240
ip nat outside

no ip route-cache

no ip mroute-cache

half-duplex

crypto map nolan

|

interface Ethernet0/1




ip address 10.2.2.1 255.255.255.0
ip nat inside

half-duplex

1
ip nat pool branch 172.17.63.230 172.17.63.230 netmask
255.255.255.0

ip nat inside source route-map nonat pool branch
overload

no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63. 229

1
1
!
access-list 120 permit ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 permit ip 10.2.2.0 0.0.0.255 any

route-map nonat permit 10
match ip address 130

!
call rsvp-sync
!
!

nmgcp profile default
!
di al - peer cor custom

]
line con O
line aux 0
line vty 0 4
| ogin

!
!
end

£ AASDME B

Lt R E R an{A 5 FHASDM GUIELEPIX, EFBIBERZMIPH#1E10.1.1. 209 PCEREIPIXH AZB T E
elo EE1%PIXJ:FH&FH Thttpo

1B 1% R B EBPIXAYASDMEL B .

1. PCEMREIPIXI BEFE T H T E,



Cisco SYSTEMS

S Cisco ASDM 5.0 ]

Cigeo ASDM 5.0 provides an intuitive graphical user interface that makes it ¢asy to set up,
configure and manage vour Cisco Security Appliances,

Cisco ASOM runs as either & local application or & Java Applat, h

when you run Ciscor ASDM as a local application, it connedts to your Secunty Applrance from
your desktop via S5L. Running Cisco AS0DM a5 an application has these advantages:

s Upgrades of the local spplication are performed sutomatically.

& fou can invoke ASDM from desktop shortcuts, No browser is required.
& One desktop shortcut allows you bo connect bo ruffiple Secunty Appliances.

Dover load B50M Launcher and Start ASDM

ou can run Cisco AS0M as a Java applet that 15 dynamically downloaded from the device to
which you connect,
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ERAXEHAR , BEEENEERE EEER.

WHERFTIE(EHEERETFER)OIT)XERE Eshowin . E£AOITH R showds T & H#Y 2 #

. show crypto ipsec sa — B RFE 2R LT 2 B,
- show crypto isakmp sa — R E 1R L 2B,

KRR AR

# 8] S FIASDMAK A B S55242 1R 457 A 55

- iZ#ZConfiguration > Properties > Logging > Logging Setup , i&#£Enable Logging , A& & —
TApply AR A A 555 8%

. i###Monitoring > Logging > Log Buffer > On Logging Level , i##£Logging Buffer , A& &% —T
View A48 B &%,

SHYRIED
HHEESTE(EREEMELMER)OIT)XERE Eshowii T, FHAOITREshowds T H iy 25 47

o

BHEE : £ debug EES 28l , FEE2 B HEEI Debug ETHEEEA.

- debug crypto ipsec — R 2FE B A IPsectih i o

- debug crypto isakmp — 7R 5 1F& BRI ISAKMP 1737 o

. debug crypto engine — B R IMZEH R E.

. clear crypto isakmp — JERREE 55 1PE ER ME EA 1Y R £ B Bt o

. clear crypto sa — & BREZE 2R ER AHEAHY ;zil?ﬁﬂﬁﬁ

. debug icmp trace — R K B E#AICMPFE R 2B EEPIX, #EEFH Haccess-listin TR
FFHERERHIICMP |, FREHTILIEEE.

- logging buffer debugging — BRIETE M WIEEZBBPIXH EHMEVER, ZREARTFE
PIXAFREGES , JLAFEFAshow login AR E H,

HHE & A

- BB RNL2l MR EIPSec VPN BEHE BRI R 5 B
- Cisco PIXBh A S 18

. Cisco Secure PIXBs X jlits 8 &

- REEFBIBBEA (IFEPIX)

. ERE# (RFC)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
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