ASABIASAEI RE R AREIKEV1/IPsecEt B R Fi

ASDME &

Central-ASA (FREEHE R )
Remote-ASA ( BVEE¥EE )
CLIjHRE

HRASA (FFREHIER ) ALE
Remote-ASA ( BB EE )
B

R ASA

Remote-ASA

S HEAR

Remote-ASA ( BXE)ES )
Central-ASA ( B )
HHEIEEA

T

AXENBNAFEEEELZSEEASA)RHIZEZ KRBT MEBEHER ( AFIFAASA ) HWEIRE
IPsecih B2 UE BEVPNIER, WMAEFHHEEEM R , EERRKASAKHZERER T8
IPsecB&iE., AR EIREIPsecBELE , Central-ASAEE LR EIVPNESE ., Remote-ASARYIPH#EE R &,

Bl & Central- ASA BN AEIE S R B B A F TIP3 (0.0.0.000)MBRZ AL ASEBNER, RE
, RRINZHEEENIEE , #Remote-ASAELE A INZE At F|Central-ASA TR RE. MK
TR b HE B HA(NAT) SRR |, LUEIBIPseciRERINAT,

DB R4

&R
AXHRERERER,



BRAxH
AERPHEARRIECisco ASA ( 5510F15520 ) Bh X ABERBE MR 2459 x F1 B H#TAR Ao

ANHNEARBBEBEERETREANKEMEL. XHEAZNMBERELRERER (HK
) BIERESREAE) . MREHMEEE EEER , FRACEERBETMES TREKNFE,

ﬂgll

E

M ERARTEHTS(EHOCEMEFER) TERAHHEANGTHNESEF.

MHetwark Metwark
10.1.1.0724 10.1.2.0/24
DHCP-
10.1.1.1 a assigned IP Q 172.16.2.1 a 10.1.2.1
5 T REmm=n
Remote-ASA Cantral-ASA

Central-ASA ( IBREHER )

HEEABEIPHIWASAL | BREVPNI AN EHEESZ R RN SENDEER , BRNHAER
IKEVIEH A REHERETIORE

1. i##2Configuration > Site-to-Site VPN > Advanced > Crypto Maps. 4% & R E& AN
BEHMEEEE (WRE ). HRASATHEHE P RHE , BT HASAEZER , FF
FACENEIRE (IPseciEiE ) Bl EDynamic-map, &—T TAdd. o


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Lol stion = Ste-to e WP 2 Advanoed > Corde Maos,
S — LR S R AR Rl

() Certhaate Marapimment Tt Labscton
-‘M T Prawity Trarafoem Sot (REvED  PPasc Propossd (DT Peer L -

B Tl s F Source Trton Servics  dtion

B Plcies
BT P arsebery
P Froposais {7 aralor 5]

e L
Certficate b3 Connechon Frofile Faps
Sy it

Crypts Drgre

AL M

[ oot [ me |

2. £ Create IPsec RulefR & H , #£Tunnel Policy(Crypto Map)- BasicE % , #Interface T iR E
HiEZoutside , #tPolicy Type T hiB B i dynamic. TEPriority##fZ# , Z&Dynamic-
Map T FEZERERALKE SEELIEF. TR, BHZIKE v1 IPsec Proposali{i35i2
Ay Select i IPsec proposals.



@ Create [Psec Rule

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal:
IKE 2 IPsec Proposal:

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used

For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:

Add == Move Lip

Remove Mowe Dawn

[ (] 4 H Zancel H Help ]

3.8

E NEEIPseciZE ( BIRE ) L WRELHRBAME , REFIPsecREBTETRE , HIE—T
AddUEY —EFfRBAEAE. TREE—TOK,



Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|
Interface: .mﬁd: - Palicy Type: .d:.mmi: = Pricrity: 1
IPsec Proposals (Transform Sets)
IKE v1 IPsec Proposal;  bset Select. .. |
-
IKE v2 IPs{ m Select [Psec Proposals (Transform Sets) =
@ add & Edt| [ Delete
Mame Mode ESP Encrypkion ESP duthentication
Peer Sottl ESP-3DES-5HA-... Transport 3DES SHA -
ESP-3DES-MDS-... Transport 3DES MOCE
E"c"’“" ESP-DES-SHA  Tunnel DES SH
m"" ESP-DES-MDS  Turnel DES M5
ESP-DES-5HA-T... Transport DES SHA 3
ESP-DES-MDS-T.. \'ranspm m—:s '=|
_
Assigned [Psec Proposals -
IF Addres
-
Lok J[ Coancel || Heb |
ook [ comel [[ heb |

4. fETunnel PoIicy(Crypto Map)-Advanced B , i+ Enable NAT-TEREUS R ( IR EF—HE
BUANATEERME , Bl F ) MEnable Reverse Route InjectionZER 5, EB)REH FEEM
VPNRRERENBF , ASABRIERVPNS EH IR IH VPN 2 £ BB H.



@ Create IPsec Rule

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]

HE , AL Traffic SelectionEBABEHEREZMHBEHNVPNARE , AERIE—TO0K,



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram

Traffic Selection

Type:Priority TransForm Set (TKEw1)

#* Source Destination Service Bckion

= interface: outside

dynamic: 655351 * # Pratect

1| ]

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

WMBIFTR , HRASAR EERERHBEBEZ Pt EMER , RANERBREEZEERE
T FERASALEHDefaultL2LGroup T BESMRFRY , ERBERIRENELAS
i ( BRI Hcisco123 ) FEEEEDefaultL2LGroup T #Y £ #8 ITHL,

5. i##Configuration > Site-to-Site VPN > Advanced > Tunnel Groups , 1###
DefaultL2LGroup , #— TEdit X B EFMFEN AL A SR, THERE—TOK,




Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Edk | B Dolete

Hame Group Policy
Cefadizioro  [DftGroPokey

IKEv1 Enabled IKE2 Enaied
]

m Edit IPsec Site-to-site Tunnel Group: DefaultlLILGroup et

ame: Dreff it 2L Group

IPsse Enabling
Group Poliey Name:  DftGrpPolicy v [ Mansge.. |
(Followsng bwo fiedds are attrbutes of the group pobcy selected abowe. )

| Enable IKE v1 Enabls IKE w2

IPsac Sektings
/e v settias |
Hasthenkication

Pre-shared Key:
Dewice Certificabe: | -- Mone --

IKE Pew [ Vabdation: | Required -
IKE Keepalive
Dizable keepakyes
@ Mondor keepalives
Corfidencs Inberval: 10
Feetry Inberval: 2

x|

it . SRS EFEHESE Central-ASA) LEVERF AL ALK, MEKBRASRRE
HItE RN MEE/ S SEEBIUKIIE VPN BN ERBVPNHEER. AREALTES
HANERTHEARNERIA  YEFERZHER,

6. i#1ZConfiguration > Site-to-Site VPN > Group Policies , AR B EFELEEWHARE ( Afl4 A
TEERMEREE ) . R—TEdit, ARE "HEBAIPEARR . BEARPFEEHERE, TRER—

TOKo




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
pokicy information i referenced by VPN connection profiles snd user scoounts,

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

® Add - gactﬂ Me_ﬁm_

Connection ProfilesUsers
Assignad To

Def sultAGroup: Def st WEBYPHGroup:

DitGrpfolicy (System Def aulk)

g ™
7B Edit Internal Group Policy: DfitGrpPolicy bt
Tunnelng Protocols: || Chierthess S5L VPN | ] S50 VPN Clierit  [f] IPse IKEv] | | IPsec IKEv2 ] LETPfIPSec
. = -] ()
Idle Timeout: [] Undimited |30 mirndes
Maximumn Connect Time: ] Undimited ke
Lok [ Comol [[ nee |

Finud: ) ) [ Mskeh Cazs

7. iE1EConfiguration > Firewall > NAT Rules , A% 1£Add Nat RulefR & R B VPN £ 8 & &
nat ( NAT#ER ) R Al TAHAEIE—TOK.



[ acd]-| ml (B Add NAT Rule .

Match Criteria: Original Packet -
Source Interface;

Source Address:

:..

"Metwork Ol

Action: Translated Packet

'1-::.1.2.mnshdc_mkwork8' Destination Address:

= Destination Interface: outside -
10.1.1 .-}rmute_mtwura

&)

Service: .an'y

Source NAT Type: ‘Static
Source Address:
[] Use one-to-one address translation

| PAT Pool Translated Address: |

|| Raund Raobin

Fall through to interface PAT

Lise IPv6 For source interface PAT
Options
[¥] Enable rule

| Translate DMS replies that match this rule

|| Disable Proxy ARP on egress interface

[] Lookup route table to locate egress interface

Direction: .Bl:lth -

10.1.2.0-inside_network | - Destination Address:

|| Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports inko Fat range 1024-65535

-

10.1.1.0-remote_networ| |

- Original -

8

[ ] Include range 1-1023

Lise 1P For destination interface PAT

| ok

| | Concel

|

Remote-ASA ( BIREHER )

1. EASDMIE AR EEEIASAR , iEEWizards > VPN Wizards > Site-to-site VPN Wizard.

) Cisco ASDM 7.1 for ASA - 10,105.130.220

Wigw ool Ands | Windowr Help

Rartup Wizard...

Ll EaCE i PO | -'\ "L

VPN Wizards

']

Site-to-zite WPN Wizard...

(e {

G add [ Delete
Find: |

™ 10.76.75.113 ——

High Svailability and scalability Wizard...

Packet Capture Wizard...

ArpCannect VPN Wizard...
Clientless SSL VPR Wizard...
1Psec (IKEv1) Rernote Sccess WPN Wizard...

™ 10.305.130.51
10,005, 130,54
™ 10.005.130,72
= 10.005.130.89

I T

2. ¥ "Next. ( 'F—é’f ) °

Unified Communication ‘Wizard..,

Gener & | Licerse |

Hoek Mame:  12]-peer
ASA Yergion:  LL{3)
LS Warsinn: T 1T4%

Dhevice Uptime: 2d 1h 42w 50
Mendrm Tuvnm: ASA 520



T Site-to-site VPN Connection Setup Wizard | —

VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Here is & foles on how bo sebup a she-to-site YPN connection.

< Back, Naxt >

3. VPN Access Interface N HIiZ E FiZ#2outside , LUIEER IR E E B INEBIPH 1, RIZFEFH
ZBIRET N TE(WAN), 32 "Nexts (T—% ),

[E Site-to-site VPN Connection Setup Wizard

Staps Peer Device Identification
1, Intraduction This step lets you identify the peer WP device by its TP address and the interface used bo aocess the peer.
2. Peer Device

Identification Peer IP Address: 172.16.2.1
3. Traffic bo protect i .
4, Security WEN Access Inberfacs: _nutshie -
5. MAT Exempt
&, Summary

[ < Back ]| Nt

4. ISEE A EIBVPNRRE MW /MK, FLSBF | EBEEAVPNBRE R A i {85 fiE is
%, BhiElLocal NetworkfRemote Network#{z 358 izt , ARIBIBEERE MU, TR
%E_-FNexto



D) Site-to-site VPN Connection Setup Wizard — —

Steps Traffic b protect

1. Introduckion Thits step bets you identify the local network and remobe network betwesn which the traffic is bo be probeched using 1Psec enorypbion,
2. Peer Dewice Identiic stio

3. Traffic bo probect IP Address Type: @ IPvd s

4. Security Local Metwork: | 10.1.1.0/24 :

5. NAT Exempt Resnote Metwerk: | 10,1,2.0/24 E

G, Surnmary

(<o ] [Chext> ] [

5 AANEFRANGHEBEEN  EXFPATERASR, ATRAAPEANELRSBRI
cisco123, MEMELANEILAN(L2L)VPN , BIFESRE R TR EE S BREREZIPibit,

_'D Lite-to-site VPN Connectson Setup Wizand

Steps Sequity

1. Inkrechactaon This ship bets o secuns the selected traffic,

2. Peer Device [dentificatio
3. Traffi to probect e

i, Securit ATSA uses the pre-shared key entered here to suthenkicste this device with the peer. ASDM vl select common IKE ared ISAKMP security parsmebers For
¥ Ersak wall aowi bunel establshinsnt. T 5 necomsendad that this option 5 sko selscted when configuring the remote peer,

5. MAT Evempt
& Summary Pre-shared Key: sesssse
Curstomized Confipur stion
Yo can use pre-shaned key of doital certificats For suthentication with the pesr device. Wou can 850 Ffine bune the data sncryphion sigorthms ASOM
salacted for you.
<Back || Mest > [ o | [ help |

RETLUBEESEE , WBEERENKENIPseck i, HEBIHELEE—ACHRFHE
: #Authentication Methods B % , #£Pre-shared Key#{I F#i AIKERRZ1TEL A L8, EA
firh , E=Rcisco123,



mw-:mm&mﬁgm* . -' - 2

Seps Seorty

1. Inkrodukion Thit st bets you secure the selacted traffic.

2. Poer Device Identificatio

3. Tealffic bo probect Savgde Configuration

4. Sec BSA ues the pre-shared ey entered here bo suthenticabe this device with the peer. ASDM will salect common BXE and TRAKMP securky paramebers For
i thast wall sl burrsel establnierent., It B recomimended that this cption i5 also selected when configuring the remole peer,

5. NAT Exempt

&, Summary

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE v gian 1
Pré-chared Key: (TETTTY
Device Cartficate: (- Nor - -
INE wersion 2
@ Local Pre-shared Key:
Lol Device Cartificabe: o B = . Marace

Reerobs Pesr Fre-ghared Key:
Remobe Pesr Certficabe Authentication: | | Allowed Manage.

|
I [ rebo ]
% — T Encryption Algorithms E £

6. BHZIKE Policy# {558 #IManage , BiZAJdILEL & B E RIKEK B (phase-1)e TREBE—T
OK.
B} Site-to-site VEN Connection S::Wiz.ud - - — |

Shepe Securly

1. Entroduction This step kets you seoure the selected braffic,

2. Peer Devvice Identificabio

3. Traffa: bo protect ¥ EE

4 5 it ASA ubes the pre-shared key entered here bo sutherticats this device with the peer. ASDM vl felect common IKE and ISAKMP security paraimebers for
; that wall allows burnel establshment . It i recommendad that thes oplion i ako sslected when configuring the remobes peer.

5. MNAT Exempl

6. Summary

@ Customized Configuration

Yous can use pro-shared key or digital certificate for suthentication with the peer device. You can also fine bune the dats enoryphion algorthms ASDM
salnched For you.

IKE Version | Authertication Masthods” Encryption Algorkhms | Perfect Forward Secrecy |
IXE wersion 1

IKE Polcy: crack-ae5-5ha, rea-sig-ses-sha, pre-share-aes-sha, rack-ses-192-sha, reasig-ses-192-sha, pre-share-aes-192- | Manage... |
IPeac Propocst:  ESP-AES. | 28-5HA, ESP-AES- | 78-MOS, ESP-AES- 192500, ESP-AES-192-M0S, E5P-AES-256-SHA, ESP-AES-256-h Sedat....

IE wersion 2
IKE Policy: a5 I56-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage. .. ]
IPoac Proposal: AESISE, AFS]S2, ARS, IDES, DES Sadat...

|

| (Cctus ] (o] o ) [0

7. ¥ — T IPsec Proposal ( IPsecEi® ) B35 2 Select (1BEF ) , REBEEFTFEMNIPsec
Proposal ( IPsecZi& ) » TR %% — T Nexto




= x . T
m&ie-{o—ﬂnwwtonneﬂm&tup%urd | T

Steps Securty
l 1. Introduction This step lets you secure the selected traffic.
| 2. Peer Device Identificatio |
3, Traffic bo protect : ¢ 7
4. Seonity ASA uses the pre-shared ey entered here bo authenticabe this device with the peer. ASDM will select common IKE and
: ISAKMP security paramebers For that wall slow tunnel establishment. Tt is recommended that this option is also selected
5. MAT Exempt when configuring the remote peer,
6. SUMMarY

@ Customized ConFiguration

You can use pre-shared key or digital certificate for authentication with the peer device. You can akso fine tune the
data encryption algorithms ASDM selected for you,

IKE Version | Authentication Methods " Encryption Algarithms | Perfect Forward Secrecy |
IKE wersion |

IKE Policy: pre-share-aes-256-sha

IPsec Proposal: ESP-AES-256-5HA
IKE wergion 2
IKE Policy: aes-236-sha-sha 5

" il

IPsec Proposal: |AFS2S6, AES192, AES, 3DES, DES

(<o ] (o> ] [t ) [

RE, RAULEE "'FE2EifRE, B , YETFBRATLREANRB(PFS)EI A H. THRE
#E_-FNexto - ~
() Site-to-site VPN Connection Setup Wazard . '
Soeps Security
| 1. Introduction Thits step kets you seure the selected traffic,
2. Pees Device Identiicatin
3. Traffic to protect © Seuple Conligueticn

i = & ASA uses the pre-chared key enbenad Mere bo suthenticate this device with the peer, ASDM vl select comman IKE and ISAKMP security parameters for
= et vall ko burnel establishement, T i recommended that this option i abio selected when configuring the nemobe pser.
5. NAT Emempl

&, Summary

@ Customized Configuration

You can e pre-shared key or dgital certificate For suthentication with the peer device. You can ako fine bune the data encryption algorithms ASDM
sadected for you

IKE Yersion | Authentication Methods | Encryption Algorithms. ™ Perfect Forward Secrecy |

Enable Perfect Forward Secrecy (FFS). If PFS B ued, & new Diffie-Hslinan exchange is performed for each phase-2 negotistion. [t ensures
[ ] that & session key derived from a et of long-berm publc and private keys will not be compromised i one of the (long-term) private keys i
compromesed i the Futune

Eniffe-Hedman Group

[ <bock | [ memt> | [ coel ][ red
. IR Exempt ASA side host/network from address translationZxEX 5 #2 , LABS I RRERE KRB
bt SRR, T HLRE D iEZlocalSinside , IEREABEAR BN NE. & "
Nexty (T—%).,




[y Site-to-site VPN Connection Setup Wizard

T et o—

Steps
1. Irtroduction

2. Peer Device Idenkificatio

3. Trafffic bo probect
4. Security

5. NAT Exempl
B. Surmmary

MAT Exempk

Thes shep slloves vau bo exempt the local nebwork sddressas from nebwerk ranslation,

7| Exempk ASA side hostinetwork from address translation  inside |

[ < Back “ Mext = I

9. ASDMETRIELER VPN E. B+ — TFinish,

@ Site-to-site VPN Connection Setup Wizard

VPN Wizard

Surnmary

Here is the summary of the configuration.

ame

&l Summary
Peer Device IP Address
WPM Access Interface

Protected Traffic

IKE Yersion Allowed
= Awthentication Method
IKE »1

IKE w2

=l Encryptian Policy
Perfect Forveard Secrecy (PFS)

=l IKE w1
1KE Policy
1Pzec Proposal

=l IKE w2
1KE Policy
1Psec Proposal

Metwork, Address Translation

Walue

172.16.2,1

oukside

Local Metwark: 10.1.1.0/24
Remoke Metwork: 10.1.2,0/24
IKE wersion 1 and IKE wersion 2

s pre-shared lkey

Lise pre-shared key when bocal device access the peer
Use pre-share key when peer device access the local device

Disabled

pre-share-aes-256-sha
ESP-AES-256-5HA

aes=256-sha-sha
AFS2S6, AES192, AES, 3DES, DES
The protected traffic is not subjected to network address translation

[ < Back ][ Finish |

[coce ] [




FRASA (IFEHZN KR

1. RVPNREER EENAT/NATERZKR A , WA T ROIFTR :

object network 10.1.1.0- remote_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-remote_network 10.1.1.0-remote_network
no-proxy-arp route-lookup

2. fEDefaultL2LGroup TELEFARL A€ , WERBTMRIHEE — L2l 8 .

tunnel-group DefaultL2LGroup ipsec- attrlbutes
ikevl pre-shared-key ciscol23

3. E&F 2 ER/ISAKMPXKRE

crypto ikevl policy 10
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400

4. ERF2MEREHRE/IPsecKEE -

crypto ipsec ikevl transform-set tset esp-aes-256 esp-sha-hmac

5. AL T I BEREBEHM . AMENERERAREAKEIA(RRI) , FLRERERHEH
RNEF iR EEEER (&)

crypto dynamic-map outside_dyn_map 1 set ikevl transform-set tset
crypto dynamic-map outside_dyn_map 1 set reverse-route

6. IS BB AR SRS B N ZZ AR | FE A HN 25 24 BR 30 72 S0 EB 57 £ BUA ISAKMP/IKEVA:

crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

crypto map outside_map interface outside
crypto ikevl enable outside

Remote-ASA ( NS R )

1. BVPNAREB ENATEBRF A

object network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-remote_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-remote_network 10.1.2.0-remote_network
no-proxy-arp route-lookup

2. AR REVPNEERNELASBE EER.

tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key ciscol23

3. E&PHASE-1/ISAKMPXK# :

crypto ikevl policy 10
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400



4. ERFE2MEREIE/IPsecKig :
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
5 BEEZMEBVPNRE/MEEWREFE

access-1list outside_cryptomap extended permit ip object
10.1.1.0-inside_network object 10.1.2.0-remote_network

6. FALT 5| HE BEFREIMBZBEM . Crypto/VPN access-listi& i |IPsectt &P it Fr B MY EIRE

crypto map outside_map 1 match address outside_cryptomap
crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transform-set ESP-AES-256-SHA

7. FEFA hn %2 4 AR 36 75 S8 ER 5 H £ B ISAKMP/IKEV:

crypto map outside_map interface outside
crypto ikevl enable outside

B

ERABHAE , BRRERRE EEER.

BHEFRTS(EHEEMEFERA)XER Eshowin 5, FAMLERR T ERBEshowin S
Ay 4o

- show crypto isakmp sa — BT~ EE R FHATE Bl IKERZR £ BB (SA).
- show crypto ipsec sa — F/RPTE E #ilPsec SA.
RETEE R EASAK B 75 # Rl

FRASA

Central-ASAf#fshow crypto isakmp sa
IKEvl SAs:
Active SA: 1

Rekey SA:
Total IKE SA:

0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
1
1 IKE Peer: 172.16.1.1

Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

Central-ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn _map, seq num: 1, local addr: 172.16.2.1

local ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0

path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO

current inbound spi : 38DA6E51

inbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x30D071CO (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001

Remote-ASA

Remote-ASA#show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.2.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Remote-ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

access-1list outside_cryptomap extended permit ip 10.1.1.0
255.255.255.0 10.1.2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
current_peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0



#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO

inbound esp sas:

spi: 0x30D071CO (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001
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clear crypto ikevl sa <peer IP address>
Clears the Phase 1 SA for a specific peer.

XX : clear crypto isakmp safr S 1EERATE EEIVPNBRE R = AR,

FEPIX/IASAER BB MR A8.0(3) R E G RAH , A LA Fclear crypto isakmp sa <peer ip address>a5
JEEREBIKE SA. TERM8.0(3)MEREEIRA , {f Fvpn-sessiondb logoff tunnel-group <tunnel-
group-name>tn % 7] A E — BB EBRIKEMIPsec SA.

Remote-ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions from TunnelGroup "172.16.2.1" logged off : 1

clear crypto ipsec sa peer <peer IP address>
111 Clears the required Phase 2 SA for specific peer.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/uz.html#wp1525330

debug crypto condition peer < Peer address>

11l Set IPsec/ISAKMP debug filters.

debug crypto isakmp sa <debug level>

11l Provides debug details of ISAKMP SA negotiation.
debug crypto ipsec sa <debug level>

11!l Provides debug details of IPsec SA negotiations
undebug all

111 To stop the debugs

FRANFAH -

debug cry condition peer <remote peer public IP>
debug cry ikevl 127
debug cry ipsec 127

Remote-ASA ( B(ENES )

#5 A\ LA T~ packet-tracerin © LA BR BB E

Remote-ASA#packet-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEvl DEBUG]Pitcher: received a key acquire message, spi 0x0
IPSEC (crypto_map_check)-3: Looking for crypto map matching 5-tuple:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00:06 [IKEv1]IP
<skipped>...

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0) with
payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [IKEvl]Group = 172.16.2.1, IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

172.16.2.1, Connection landed on tunnel group 172.16.2.1



ID IPV4_ADDR ID received 172.16.2.1

Jan 19 22:00:06 [IKEv1l]IP = 172.16.2.1, Connection landed on tunnel_group 172.16.2.1
Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1,

Oakley begin quick mode

Jan 19 22:00:06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1, IKE Initiator
starting QM: msg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c¢7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE

(10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message
(msgid=c45c7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID (5) + ID (5) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4 ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0

Jan 19 22:00:06 [IKEv1l]Group = 172.16.2.1, IP = 172.16.2.1,
Security negotiation complete for LAN-to-LAN Group (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [IKEvl]Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (msgid=c45c7b30)

Central-ASA ( RERR )

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length
132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304



Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_group
DefaultL2LGroup

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8)

+ IOS KEEPALIVE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEvl DECODE]Group = DefaultL2LGroup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED

Jan 20 12:42:35 [IKEvl DECODE]IP = 172.16.1.1, IKE Responder starting QM:
msg id = c45c7b30

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE

RECEIVED Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:

Jan 20 12:42:35 [IKEv1]Group = DefaultL2LGroup,

IP = 172.16.1.1, Received local

IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0,
Protocol 0, Port 0Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup,
IP = 172.16.1.1, processing notify payload

Jan 20 12:42:35 [IKEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, QM
IsRekeyed old sa not found by addr

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, IKE
Remote Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=c45c7b30)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

(0) total length : 172 Jan 20 12:42:35 [IKEv1l]IP = 172.16.1.1, IKE_DECODE RECEIVED
Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Security
negotiation complete for LAN-to-LAN Group (DefaultL2LGroup) Responder,
Inbound SPI = 0x38daé6e51, Outbound SPI = 0x30d4071cO:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP
PHASE 2 COMPLETED (msgid=c45c7b30)

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0

172.16.1.1,



MR

. Cisco ASAR SIS S E
. |Psect &/IKEE A I E X ¥ EHH

. BER#EM (RFC
. FifiZ WM =E — Cisco System



/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config.html
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA到ASA動態到靜態IKEv1/IPsec配置示例
	目錄
	簡介
	必要條件
	需求
	採用元件

	設定
	網路圖表
	ASDM配置
	Central-ASA（靜態對等點）
	Remote-ASA（動態對等點）

	CLI組態
	中央ASA（靜態對等點）配置
	Remote-ASA（動態對等點）


	驗證
	中央ASA
	Remote-ASA

	疑難排解
	Remote-ASA（啟動器）
	Central-ASA（響應程式）

	相關資訊


