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ASA 1

crypto map outside_map 10 natch address outside_cryptomap_20
crypto map outside_nmap 10 set peer 209.165.200.225 209.165.201.1
crypto map outside_map 10 set transform set ESP-AES-256- SHA
crypto map outside map interface outside

209.165.200.225 127
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sla monitor 123

type echo protocol iplcnmpEcho 209. 165. 200. 225 interface outside
num packets 3

frequency 10

sla nonitor schedule 123 [ife forever start-tine now

track 1 rtr 123 reachability

route outside 209.165.200. 225 255. 255. 255. 0 203.0.113.254 1 track 1
event manager appl et PREEMPT

event syslog id 622001 occurs 2

action 1 cli command "cl ear crypto i psec sa peer 209.165.101.1"
out put none
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event nanager applet VPN Al ways- UP

event tinmer watchdog tine 60

action 1 cli command "ping inside 192.168.20. 1"
out put none
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BVPNZ F i #lAnyconnect® F i

event manager appl et VPN Di sconnect

event timer absolute time 17:00: 00

action 1 cli command "vpn-sessiondb | ogoff ra-ikevl-ipsec noconfirnt
action 2 cli command "vpn-sessiondb | ogoff anyconnect noconfirni

out put none
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