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DMZEEHERE Z A @K0/2 , WIEHKADMZ , £2Z4A50,
RO A EEEMIPH Ut A RAR :

interface Ethernet0/0

nanei f outside

security-level O

i p address 198.51.100. 100 255. 255. 255. 0

|

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192.168.0.1 255.255.255.0

|

interface Ethernet0/2

nanei f dne

security-level 50

ip address 192.168.1.1 255.255.255.0

!

route outside 0.0.0.0 0.0.0.0 198.51.100.1

HEEE , B LLBEASAHW RPN HEERE T IPH#1E192.168.0.1 , W AT EAZ EHA AR,
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DNS Server XE
152.168.0.53 /Ij

e0/1: insidE e0/0: outside | _
: -
{].DD} ' {D} ;x._ -
T T Tl |
Inside Host e0/2: dmz
192.168.0.125 (50)
Webserver

152.168.1.100

SB1. B ENATUL A FFEMEZE B Internet
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ERBELNAT , BFBRR —EXRTIABFROVERERN —ERTDMZFRVEBHR, £EL
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obj ect network inside-subnet
subnet 192.168. 0.0 255.255.255.0

nat (inside, outside) dynam c interface
!

obj ect network dnez-subnet
subnet 192.168. 1.0 255.255.255.0
nat (dne, outside) dynanmic interface
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obj ect network webserver-external -ip

host 198.51.100. 101

!

obj ect network webserver

host 192. 168. 1. 100

nat (dnez, outside) static webserver-external-ip service tcp ww ww

L ROIF | BENATHR B SRE R

EHEDMZBER LAY IPH#E 1t 192.168.1. 100 FEBL Y 3 #32 31 R B TCPIE80(www) AYE AR B BB R 830
NHEHEHE  SFESREFERANTNE LAHTCPESO(WwwW) , Wi%EZIPHb i E R A
198.51.100.101,

EUFREFE..... "HRIRATCPESO(Wwww) 1 , {BWebiRE B M ith B3E80, HAMMRIELNATH
AIEREREMA, Fit , BRREER  UEERETHE, FREFEE :

ENTEME B Wb TCPELRIESO(www) L3237 82198.51.100.101 8V EAREF |, AT LS B Byt Pz ik
325192.168.1.100 , B B #15E 4248 7T LU TCPEAR280(www) , SR #5 H &% HDMZ,

ERREREE, BETR, EEEREACL,
2 BR3. B MACL
EEENAT , X B RERGHER, FiclE , ASALNACLAFECEBERRZETA , ITAR

- REREZEMEANREEROBRS TN EHKESEE,
- REESREMENREEEABRKZENEKLFFER,
Rt , MRREEHEEFIIEEMTACL , BHIFH I REMEFEF

- AEBER ( ZT2MRBI100 ) ATLLUEFREIDMZ ( Z24RBI50 ) LRYEHE,

- REREM ( Z2#RFI100 ) ATLUELRBIA L EH ( ZEWEBI0 ) -

- DMZEREH#E ( Z2RBI50 ) ATLLERRBISNER LAY EH ( ZE£4RHB10) -
B2, KAESEIIERE .

- NEBER (T 2MRBI0 ) EEERIIANIER ( LZ£MKEI100) .
- SNEBER ( RE2MRBI0 ) EARERIIDMZ LR EH ( R£4RFBI50 ) o
- DMZ ( 25150 ) LRV EHEEAERIIAE ( R2RHFI100 ) LR FEH,



HRREAIBEIDMZBENREMASAUHES R EERE , At , BESB2HEHE T

NAT , Internet LBy £ A & (H R LR R Web I R 25 ‘C‘%Eﬂﬂfﬁ/un‘wtmugo E8.IRESMRAMA
B, XEACHAEBEACLFNERIP, MARERENIP, EXRTEAEBEFEAFENMA

192. 1681 100MRE , M- =2 ﬁn*ﬁ%?iESOJ:EE’Ji&H'IQS 51.100.101MVRE, ABERLR K TB
2HEZNEH R TARLACL, BIACLE , REERHEERARATNENAERE,

UTRELHERBETHET

access-1ist outside_acl extended permit tcp any object webserver eq www
!

access-group outside_acl in interface outside
access-listfTARRE :

SFFHRIES0 LM ¥ R Web I ARER(192.168.1.100) T RN T M B EMLENRE.

BERELEFERAanyBRBFIHEEEE, HAZFHNRIPHUERZELNBILEFRA , REEE ™
FATIPH Ay EMEE,
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UTRELHERBETHNET

obj ect network dns-server

host 192. 168. 0. 53

|

access-list dnz_acl extended permit udp any object dns-server eq domain
access-list dnz_acl extended deny ip any object inside-subnet

access-list dnz_acl extended permit ip any any
!

access-group dnz_acl in interface dne
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Packet Tracerfd TEREZIRIBFE— RV HERER T , WEXERTEANTEREE , BOUR
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ci scoasa# packet-tracer input inside tcp 192.168.0.125 12345 203.0.113.1 80

Phase: 1

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: input

Resul t: ALLOW

Config: Additional |Information:

in 0.0.0.0 0.0.0.0 outside Phase: 3
Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network inside-subnet

nat (inside,outside) dynam c interface
Addi tional |nfornation:

Dynani c translate 192.168. 0. 125/12345 to 198. 51. 100. 100/ 12345

Phase: 4

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional |Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 1, packet dispatched to next nodul e



Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

RREREAFRE  EEWEREREB TRHEPHNAMANATHACLRE , WWREINEHONE
B, BiE SROSESIREERY  SRENFMERE RS TR, T
192.168.0. 125G R 1R AL E B REHE 1 5198.51.100.100,

BE , EBTeU®InternetEZB R EIWeb A fR2g. FBEC(E , Internet LA E# AT LUEIBEAR RIS E
J:EI’J198.51.100.1015!595F51Webﬂﬁﬁ%§o B, T—EasHSERE

BEERERIE12345 L1 IP#h1E192.0.2.123 %3280 L IP1#111E198.51.100. 101 B ASNBHMEMWTCPE
e,

ci scoasa# packet-tracer input outside tcp 192.0.2.123 12345 198.51.100. 101 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

obj ect network webserver

nat (dnez,outside) static webserver-external-ip service tcp ww ww
Addi ti onal Infornation:

NAT divert to egress interface dne

Untransl ate 198.51.100.101/80 to 192.168. 1. 100/ 80

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group outside_acl in interface outside

access-1ist outside_acl extended permt tcp any object webserver eq ww
Addi ti onal Infornmation:

Phase: 3

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi ti onal Infornmation:

Phase: 4

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
Phase: 5

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

obj ect network webserver

nat (dnz,outside) static webserver-external-ip service tcp ww ww



Addi tional |nformation:

Phase: 6

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 3, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

Bkt , BREAFZERZ, ACLEEN , HREFEMRTIE , Minternet ( FMEB ) LAV E AT
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!

interface Ethernet0/0

nanei f outside

security-level 0O

ip address 198.51.100. 100 255. 255. 255.0



1
interface Ethernet0O/1

namei f inside

security-level 100

i p address 192.168.0.1 255. 255.255.0
1

interface Ethernet0O/2

namei f dne

security-level 50

i p address 192.168.1.1 255.255.255.0
1

obj ect network inside-subnet

subnet 192.168. 0.0 255. 255.255.0

obj ect network dnz-subnet

subnet 192.168.1.0 255.255.255.0

obj ect network webserver

host 192. 168. 1. 100

obj ect network webserver-external -ip
host 198.51.100. 101

obj ect network dns-server

host 192. 168. 0. 53

access-1ist outside_acl extended permit tcp any object webserver eq www
access-list dnz_acl extended permit udp any object dns-server eq domain
access-list dnz_acl extended deny ip any object inside-subnet
access-list dnz_acl extended permit ip any any

1

obj ect network inside-subnet

nat (inside,outside) dynam c interface

obj ect network dnez-subnet

nat (dnz, outside) dynami c interface

obj ect network webserver

nat (dnez,outside) static webserver-external-ip service tcp www ww
access-group outside_acl in interface outside

access-group dnz_acl in interface dne

1

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1

filgn , F£ASA 5505 L , ST ENERMFIFTR ( AEBELREIEthernet0/0 , ABHEFRE
Ethernet0/1,DMZE#%E|Ethernet0/2 ) :

ASA Version 9.1(1)

!

interface Ethernet0/0

description Connected to Qutside Segment
swi tchport access vlan 2

!

interface Ethernet0/1

description Connected to Inside Segnent
swi tchport access vlan 1

!

interface Ethernet0/2

description Connected to DMZ Segment
swi tchport access vlan 3

!

interface Vl an2

narei f outside

security-level 0O

ip address 198.51.100. 100 255. 255. 255.0
!

interface Vl anl

narei f inside



security-level 100

i p address 192.168.0.1 255. 255.255.0
1

interface M an3

namei f dne

security-level 50

i p address 192.168.1.1 255.255.255.0
1

obj ect network inside-subnet

subnet 192.168. 0.0 255. 255.255.0

obj ect network dnz-subnet

subnet 192.168.1.0 255.255.255.0

obj ect network webserver

host 192. 168. 1. 100

obj ect network webserver-external -ip
host 198.51.100. 101

obj ect network dns-server

host 192. 168. 0. 53

access-1ist outside_acl extended permit tcp any object webserver eq www
access-list dnz_acl extended permit udp any object dns-server eq domain
access-list dnz_acl extended deny ip any object inside-subnet
access-list dnz_acl extended permit ip any any

1

obj ect network inside-subnet

nat (inside,outside) dynam c interface

obj ect network dnez-subnet

nat (dnz, outside) dynamic interface

obj ect network webserver

nat (dnez,outside) static webserver-external-ip service tcp www ww
access-group outside_acl in interface outside

access-group dnz_acl in interface dne

1

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1
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