£ A CLIN K SCEPE B /= f

Im
=

S (&8
i
R
2

Epl
%

B
I
&

Al
]
A
=

ks
it

FEASA

il B A R e A PR E
AEFRAERESHRERERE
BEIERERE

B

HHEE R

bl

AERNMEERGERIIMERA G ESCEP)EERNFAERLLKE(ASA) LNEA.

X : BCisco AnyConnect 3.0/ , TEFRALFZ. UBIZFIAEEEEM , ERARS
HEBERBIXEFi , EEAndroidMiPhonelREE# X |WSCEPRE , MEXFEAT. REEH
RASATZENERT , TEEEBEHKSCEP, B2 , BIEEELERT , BEEHASAHEK

o

DB R4

AR
SRR B EHSCEP.

BRA T
AXHFAEAATRASE RN ERIRA,

ANHNEARBBEBEERETRFEANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRED . MRIGHVMEER EEER | FRACERBEME T ARERNZE,



FRER

SCEPR—EWHE , EREERMUFE SN BNBME TRV IR E, HESR , AARERERKE
REREZERAUEFAAFREULEES K MRREEERFWOTH, BRAFEQLE, BEHR
BMIB(CATEIXESCEPHE =S CAEITEE S MRENVPNRE  FHEREETHARER
ENSRAAREFREKFREHEBNES

MisE . MREFEHEASAE B ACAMRES , BISCEPFAREEMIHEF %o
B B® CiscofE =M At CA—HA,

3

¥
%Igl

BIRIE

BASA 8.3 , SCEPXEMES L :
- ANEREREREN G L BAEMSCEP,
- SCEPREFERMER EFNEH S E , HPASARKREFIRAERSAMBER, HBREE

2%, HAETEEFNANRBENR K MAELR:., BRRIMEBSCEPREEEAMNCisco
AnyConnect 3.xiR. EIR7 B B REIZEENAnyConnect® FiihR A+ X ESCEPRE,

RE
RERENEFA TR RE BEHSCEPHE S *o
izt ERSTEHTE(EHDCEREFER) TERNAHHEANGTHNESEH.

LT RERABHRSCEPRFELEN —LEERH :

- BEFRKRBIBEATER  ASAERBIEATENCA , RESTEAHETFinETNRE. Hit
, BRABRASAE B CARMREREEM. ASANEMBREEZZEE—F , RATHERK

CACIE#ERE , BMREEAURLEMSE |, RGeS EIBSCEP# HIBE.

ASAREHEECAE~. Rt , MRFFwEEFRE , RIFFimMASAZ B HEREE,
ETE-RNERERR  FTEFEEEENESE. YFARS —ERETAREEFRETHH
B

- EREZMBRESD , ASATREER. CEXEVPNRESR , MEFTFRIUURYBERZ S
WENCRENEES, BEUBER , £AERSAENERECAMRKRSE. B8 , LR

[o]

EMASA

ASASTHHBREMHEE K FTEETMHEN. FRNMSASATMEIFE=SCANFMENR ,
i FHSCEP#Cisco ASAZERICAX A,

3
¢
8

BC i A A RE M Y PR E
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rt pvpnout bound6(confi g) # show run user
usernane cisco password fflRPGDSQIh9YLg encrypted privilege 0

rt pvpnout bound6# show run group-policy gp_certenroll
group-policy gp_certenroll interna

group-policy gp_certenroll attributes

Wi Ns- server none

dns-server val ue <dns-server-ip-address>

vpn-tunnel -protocol ikev2 ssl-client ssl-clientless
group-lock val ue certenrol
split-tunnel-policy tunnelspecified
split-tunnel-network-list value acl_certenroll
def aul t - domai n val ue ci sco. com
webvpn
anyconnect profiles value pro-sceplegacy type user

rt pvpnout bound6# show run access-1 acl_certenroll
access-list acl_certenroll remark to all ow access to the CA server
access-list acl_certenroll standard permit host

rt pvpnout bound6# show run all tun certenroll
tunnel -group certenroll type renote-access
tunnel -group certenroll general-attributes
addr ess-pool ap_fwpolicy
authentication-server-group LOCAL
secondary-aut henti cati on-server-group none
def aul t - group-policy gp_certenrol

tunnel -group certenroll webvpn-attributes
aut henti cation aaa

group-alias certenroll enable
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<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Profil e xm ns="http://schemas. xn soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profile. xsd">
<Clientlnitialization>

<UseSt art Bef oreLogon User Cont rol | abl e="true">f al se</ UseSt art Bef or eLogon>

<Aut onati cCert Sel ection UserControll abl e="true">fal se</ Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>

<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySetti ngs>Nati ve</ ProxySettings>

<Al | owLocal ProxyConnecti ons>t rue</ Al | omLocal ProxyConnecti ons>

<Aut henti cati onTi neout >12</ Aut henti cati onTi neout >

<Aut oConnect OnStart User Control | abl e="true" >f al se</ Aut oConnect OnSt art >

<M ni m zeOnConnect User Control | abl e="true">true</ M ni ni zeOhConnect >

<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>

<Cl ear Smart cardPi n User Control | abl e="true">true</d ear Smart car dPi n>

<Aut oReconnect User Control | abl e="fal se">true



<Aut oReconnect Behavi or User Control | abl e="f al se" >Reconnect Aft er Resune
</ Aut oReconnect Behavi or >

</ Aut oReconnect >

<Aut oUpdat e User Control | abl e="fal se" >t rue</ Aut oUpdat e>

<RSASecur | DI ntegrati on User Control | abl e="f al se" >Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cerment >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndowsVPNEst abl i shrment >

<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>

<PPPExcl usi on User Control | abl e="fal se">Di sabl e

<PPPExcl usi onServer| P User Control | abl e="f al se" ></ PPPExcl usi onSer ver| P>
</ PPPExcl usi on>

<Enabl eScri pting UserControl | abl e="fal se">f al se</ Enabl eScri pti ng>

<Enabl eAut omat i cServer Sel ecti on UserControl | abl e="fal se">fal se

<Aut oSer ver Sel ect i onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi ne>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut onat i cServer Sel ecti on>

<Ret ai nVpnOnLogof f >f al se</ Ret ai nVpnOnLogof f >
</Cientlnitialization>



</ AnyConnect Profi | e>
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rt pvpnout bound6(confi g) # show run access-1 acl_fw-policy
access-list acl _fwpolicy standard permt 192.168.1.0 255.255.255.0

rt pvpnout bound6(confi g)# show run group-p gp_legacyscep
group-policy gp_| egacyscep interna

group-policy gp_|l egacyscep attributes
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified

split-tunnel -network-1ist value acl_fwpolicy

def aul t - domai n val ue ci sco.com

webvpn

anyconnect nodul es val ue dart

rt pvpnout bound6(confi g) # show run tunnel tg legacyscep

tunnel -group tg_l egacyscep type renote-access

tunnel -group tg_Il egacyscep general -attributes

addr ess-pool ap_fwpolicy

default-group-policy gp_legacyscep

tunnel -group tg_|l egacyscep webvpn-attributes

authentication certificate

group-alias legacyscep enable

group-url https://rtpvpnoutbound6.cisco.com/legacyscep enable
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[06-22-12 11:23:45:121] <Information> - Contacting https://rtpvpnout bound6. ci sco. com
[06-22-12 11:23:45:324] <Warning> - No valid certificates available for authentication.
[06-22-12 11:23:51:767] <Information> - Establishing VPN session...

[06-22-12 11:23:51:879] <Information> - Establishing VPN session...

[06-22-12 11:23:51:884] <Information> - Establishing VPN - Initiating connection...
[06-22-12 11:23:52:066] <Information> - Establishing VPN - Exam ning system..
[06-22-12 11:23:52:069] <Information> - Establishing VPN - Activating VPN adapter. ..
[06-22-12 11:23:52:594] <Information> - Establishing VPN - Configuring system..
[06-22-12 11:23:52:627] <Information> - Establishing VPN ..

[06-22-12 11:23:52:734]

[06-22-12 11:23:52:764]

[06-22-12 11:23:52:771]

[06-22-12 11:23:55:642]

[06-22-12 11:24:02:756]
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