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ASA#configure terminal
Enter configuration commands, one per line. End with
CNTL/ Z.

!--—- Creates an object called OBJ_GENERIC ALL. !--- Any
host IP not already matching another configured !---
object will get PAT to the outside interface IP !--- on
the ASA (or 10.1.5.1), for internet bound traffic.

ASA( confi g) #object network OBJ_GENERIC_ALL

ASA( confi g- obj ) #subnet 0.0.0.0 0.0.0.0

ASA(confi g-obj ) #exit

ASA(confi g)#nat (inside,outside) source dynamic
OBJ_GENERIC_ALL interface



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.ietf.org/rfc/rfc1918.txt?number=1918

!--—- The above statements are the equivalent of the !---
nat/global combination (as shown below) in v7.0(x), !---
v7.1(x), v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code:
nat (inside) 1 0.0.0.0 0.0.0.0

global (outside) 1 interface

!--- Creates an object called OBJ_SPECIFIC 192-168-1-0.
!--- Any host IP facing the the 'inside’ interface of
the ASA !--- with an address in the 192.168.1.0/24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(confi g)#object network
OBJ_SPECIFIC_192-168-1-0

ASA( confi g- obj ) #subnet 192.168.1.0 255.255.255.0
ASA(confi g-obj ) #exit

ASA(confi g)#nat (inside,outside) source dynamic
OBJ_SPECIFIC_192-168-1-0 10.1.5.5

! --—- The above statements are the equivalent of the
nat/global !--- combination (as shown below) in v7.0(x),
v7.1(x), v7.2(x), v8.0(x), !--- v8.1(x) and v8.2(x) ASA
code: nat (inside) 2 192.168.1.0 255.255.255.0

global (outside) 2 10.1.5.5

ASA 8.3(1):EfTE R

ASA#show run
Saved

ASA Version 8.3(1)

|

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQnbNI dI . 2KYQU encrypt ed

names

!

I-—-- Configure the outside interface. ! interface

G gabi t Et hernet 0/ 0 nanei f outside security-level 0 ip
address 10.1.5.1 255.255.255.0 /--- Configure the inside
interface. ! interface G gabitEthernet0/1 naneif inside
security-level 100 ip address 192.168.0.1 255. 255. 255.0
I interface G gabitEthernet0/2 shutdown no naneif no

security-level no ip address ! interface
G gabi t Et hernet 0/ 3 shutdown no naneif no security-Ieve
no ip address ! interface Managenent 0/ 0 shut down no

nanei f no security-level no ip address managenent-only !
boot system di skO:/asa831-k8.hin ftp node passive object
network OBJ SPECIFIC_ 192-168-1-0

subnet 192.168.1.0 255.255.255.0
object network OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

pager lines 24

no failover

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 631. bin

no asdm history enabl e

arp timeout 14400

nat (inside,outside) source dynamic OBJ_GENERIC_ALL
interface
nat (inside,outside) source dynamic OBJ_SPECIFIC_192-




168-1-0 10.1.5.5

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1
route outside 0.0.0.0 0.0.0.0 10.1.5.2
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03: 00
si p- di sconnect 0:02: 00
ti meout sip-provisional-media 0:02:00 uauth 0:05:00
absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
dynami c- access-policy-record Dflt AccessPolicy
http server enable
http 192.168. 0.0 255. 255. 254.0 insi de
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kil obytes
4608000
telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
!
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
paraneters
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdncp
nspect sip
nspect netbi os
nspect tftp
nspect i p-options

!

servi ce-policy global _policy globa

pronpt hostnane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
end

ASDMEC &
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g% Add Network Dbject
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A= Add Network Object

Mame: IDEJ_SF‘ECIFIC_I 9z-163-1-0

Type: Mebwiark, -

IP Address:  [192.168.1.0|

Metrnask: 255,255,255.0 |
Descripkion:
NAT ¥
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KRR EERAdd NAT Rule¥§ 5 75 8,
E= Add NAT Rule

Match Criteria: Criginal Packet

Source Inkerfacey |-- &ny --

j Destination Interface: |-- Amy --

Source Address:

Destination &ddress: Iam-'

SErvice: |an';.-'

Ackion: Translated Packet

Mame: inside

Security Level: 100

Source MAT Twpe: ISI:aI:in:

Paort: zigabitEthernet0fo

IP Address:  192.168.0.1 | 255.255.255.0

L e

Source Address: I-- Criginal --

[ | FallEhrough bojinterface PAT

Options

J Destination Address: I-- Criginal --

Service: I-- Criginal --

[ 1

[v Enable rule

[~ Translate DMS replies that match this rule

Direckion: IEh:uI:h

[

Descripkion: |

8] 4

Cancel Help




FEICELR 4 © F£AdD NAT Rule¥i75 75 58 #9 Original Packet@1] , #Source Interface T #i7i%
E fpi#E#Finside,

Match Criteria: Criginal Packet

Source Inkerface: Iinsiu:le j Destination Interface: |-- Any -- ;I

Source Address: Ian':.-' IAI Destination &ddress: Iam-' _I
Service! Ian';.-' _I

fckion: Translated Packet

Source MAT Twpe: ISI:aI:in: j
=

Source Address: I-- Criginal --

Destination Address: I-- Criginal --

1

[ | FallEhrough bojinterface PAT Service: I—— Criginal --

Options

[+ Enable rule

[~ Translate DMS replies that match this rule

Direckion: IEh:uI:h j

Descripkion: |

(0] 4 Cancel | Help |
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% Browse Original Source Address

% add ~ [ Edt [ Delete | O Where Used

Filter: | Fiker| Clear]
Mame  /i|  IPaddess | mMetmask | Description | Object NAT Addr... |
= IPvd Nebwork, Chijecks
™ 10.1.55 10.1.55 295,255, 255,255
af 081 _SP... 192.165.1.0 255,255.255.0
@@ any 0.0.0.0 0.0.0.0

Selected Original Source Address -

i |o80_sENERIC _ALL

O Carcel |

E TRIERGIFREI, BEARD  BEEEYUMNE —BRRER, (EXGHP |, #E



OBJ_GENERIC_ALL. )#%— T Original Source Address , A% 1% — T OK.
OBJ_GENERIC_ALL#BRERRELRE "IEEMRA B TRk, B H - Add NAT
Rule¥#7E 75 29 Original Packet[@13],

= Add NAT Rule

Match Criteria: Criginal Packet

Source Inkerface: Destination Interface: |-- Any -- ;I
Source Address: W Destination &ddress:  |any _I

Service: any _I
Action: Translated Packet
Source MAT Twpe: IStatin: j
Source Address: I-- Crriginal -- J Destination &ddress: I-- Criginal -- _I
[ | Fallthrough tointerface PAT SErvice: I-- Criginal -- _I
Cpkians
v Enable rule
[~ Translate DMNS replies that match this rule
Direction: IEh:uI:h j
Descripkian: I

(0] 4 Cancel Help

f£Action:7£Add NAT Rule¥f5E H $E 9 Translated PacketEiZH , #£Source NAT Type¥iia S
8 Fhi###Dynamic PAT(Hide).



E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'

fckion: Translated Packet

IS::Iurn:e MAT Tvpe:l Skakic ;I

Skatic
Crynamic PAT {Hide)

Source Address:

Destination &ddress: I-- Criginal --

] 1

[T Fallthrough to |Dvnamic Service: I-- Criginal --
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckion: IB:::I:h ;I
Description: I
(0] 4 Cancel Help

B—TaR TR WA RIEBIE(.)RE,



E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

Service! Iam-'

fckion: Translated Packet

[ X1

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: I-- Criginal -- E Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

1% H 3R Browse Translated Source Address¥i5E A 3o

& Browse Translated Source Address E

% add - [ Edt [ Delete | O Where Used

Filter: |

Name /3|  IPhddress | Metmask Description Cbject NAT Addr...
== Criginal --
= IPvwd Nebwork, Objects
= 10,155 10.1.55 255,255, 255,255
= Irterfaces
B8 inside

Selected Translated Source Address -

[ Transisted Source ddress > || [[outside

O Cancel
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E= Add NAT Rule

E3
Makch Crikeria: Original Packet
Source Interface: Iinsiu:le ;I |Destinati|:|n Interface: |outside ;IJ
Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f _I
Service! Iam-' _I

fckion: Translated Packet

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: |i|:|ut5iu:|e |I Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

] 1

Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

XE® : Destination Interface{L B REHRRABNH. BEFE —BEKHOPATRAZRE W TAT
R ECEEH S : Original Packet area , BB LA TE : BN E=AZBR M1t =
OBJ_GENERIC_ALL B ¥ #th {u sit=F Z IR #&=1F B £ Action: Translated Packet area , B#FE T
B ENATE BI=B)8EPAT ( BHE ) Rittut=5\F B b ut=RBRBE=RBE—T "OK.
(HE ). F—ENATHRAIHIREASDMAF , W TEFFR

Configuration = Firewall > MAT Rulas

O
& add *.ﬁlﬂﬂ [odete | + % @3 BL - QFind [ 0isgram 7 Packet Trace
- Match Criteria: Original Packet Action: Translated Packet
[restination Servic
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== Criginal = == riginal --
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2. B —EINAT/PATH A : ZEASDMHA |, iEiEConfiguration > Firewall > NAT Rules , A% &
—TAdd, 7ECEFHF : F£AJd NAT Rule¥§ 55 5 $2#9 Original Packet[Eig; , #Source
Interface FHLEE B iEiFinside, H— TR "Rk, WUARIBIE(.)ZHM, FHIR "2
BRBRbIE, BEEH R,

E% Browse Driginal Source Address

& add - [F Edit [ Delete | C, Where Used

Filker: I FiIter|CIear
Marne £ 1| IP Address I Metmask, I Cescripkion I Object NAT Addr.., I
= IPw4 Metwork Objects
= 10,1.55 10.1.55 255,255,255,255
- @ OB]_GE... 0.0.0.0 0.0.0.0

Ha 081 SP... [192.168.1.0 |255.255.255.0 | _

@ any 0.0,0.0 0.0.0.0

i |OBI_SPECIFIC_192-168-1-0

(04 Cancel

£ TRABRBRbI ) WEFRD , BEEUNE_EHR. (EFRHI+ | EiE
OBJ_SPECIFIC_192-168-1-0, )#— T Original Source Address , A& 1% — TOKo
OBJ_SPECIFIC_192-168-1-Of8 B RAG HIRE " IELRM . B9 TRubut , M : Add NAT
Rule¥$5E 75 52 #Y Original Packet[@13, fEAction:fEAdd NAT Rule¥i5E 77 8 i Translated
Packet[@iFH , #£Source NAT Type¥f5t /5 # H1E#Dynamic PAT(Hide). #Z— T Source
Addresstl{C A RIfY..... .38, A5t Browse Translated Source Address¥f7E 5 .

ﬁjﬁrnwse Translated Source Address

& add - [ Edic |3 Delets | ), Where Used

Filker: I FiIter|CIear
Mame £ 1| IF Address I Metmask. I Descripkion | Cbject NAT Addr... I
o == Original -

El--IF"M Metwork Objects

B 10,155 [10.1.55 |255.255.255,255 _

- Interfaces

i Translated Source Address -> i |10.1.5.5

(04 Cancel |

#£Browse Translated Source Address¥i5E A A |, #1F10.1.5.58 R, ( BEMITEH ,
BEREHREEN—Z2 ) . ¥ — T Translated Source Address , A% —TOK, 10.1.5.54F



BH R R EAction: THTIENATRA, HELFRN "BRNERS) BE, ETEFEGS

: Original Packet area , #£Destination Interface T #iZ2 & FiZZoutside. §f : ME R B LhiE
1E&Eoutside , Bl B BN E S| FAny.

@ Edit NAT Rule

Match Criteria: Criginal Packet

Source Inkterface: Iinside j Destination Interface; |(EEs

Source Address: I_SPECIFIC_lQE-lEnE-l-D;I Destination &ddress: Ian';.-'

Service: Ian*;.f _I

Action, Translated Packet

Source MAT Type: IDvnamic PAT (Hide) j

Source Address: |1III. 1.5.5 J Destination &ddress: I-- Criginal -- _I
[T Fallthrough ko interface FAT Service: I-- original -- _|
Cpkians

v Enable rule

[~ Translate DMNS replies that match this rule

Direction; IEh:uI:h j

Descripkian: I

(0] 4 Cancel Help |
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Configuration > Firewsall > NAT Bules (=]
$add ~ EHEd [Joske 4+ & | % Bn 00 - O Find EdDisgram w7 Packst Trace

- Match Criteria: Original Packet Action: Translated Packet
Source Inif | DestIntf |  Sowce |  Destnation | Service Source |  Destination | Servic
DUESIOE  afS OB]_GETER.., G ary e any B cutsde ) — gl — = Ongnal -
4 OB1_SPECIF... | %8 any & any ] == Ciriginal

“Metwork Obpect” MAT (o nules)

npplvllﬂeml

3.#%—T TApply, Zift , KB FRATETEE.,
ERTRENBEERSEEASA) LN BEPATERE.

B
FRAXHRAS  BRENEEESEEEE,
mHEESR T E(EHEEMEFFER)(OITXEX Lshowdi . FEAOITRIEshowds T H Y 24T

o

BEREAPATRA

. show local-host — B /RZS 3th = # AU KBRS AR RE,

ASA#show local-host

Interface outside: 1 active, 2 maxi num active, 0 denied
| ocal host: <125.252.196. 170>,
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted
!--— The TCP connection outside address corresponds !--- to the actual destination of
125.255.196.170:80 Conn: TCP outside 125.252.196.170:80 inside 192.168.0.5:1051,
idle 0:00:03, bytes 13758, flags U O
TCP out side 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00: 04,
bytes 11896, flags U O
Interface inside: 1 active, 1 maxi mum active, 0 denied
| ocal host: <192.168.0. 5>,
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted
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!--- The TCP PAT outside address corresponds to the !--- outside IP address of the ASA -
10.1.5.1. Xlate: TCP PAT from inside:192.168.0.5/1051 to outside:10.1.5.1/32988 fl ags
ri idle 0:00:17 tinmeout 0:00:30
TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:17 tinmeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:03,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00: 04,
bytes 11896, flags U O

- show conn — FERIEEEARE IRV EARARRE
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:06,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00:01,
bytes 13526, flags U O

show xlate — BT EEABRBHENEA

ASA#show xlate

4 in use, 7 nost used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 0.5/ 1051 to outside: 10.1.5.1/32988 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:23 tinmeout 0:00:30

BRREEPATHA

. show local-host — F 7N ith 3 #EHY R BR AR RE
ASA#show local-host
Interface outside: 1 active, 2 maxi mum active, 0 denied
| ocal host: <125.252.196.170>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlinmted
UDP flow count/limt = O/unlimted
!--—- The TCP connection outside address corresponds to !--- the actual destination of
125.255.196.170:80. Conn: TCP outside 125.252.196.170:80 inside 192.168.1.5:1067
idle 0:00:07, bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1066,
idle 0:00:03, bytes 11896, flags U O
Interface inside: 1 active, 1 nmaxinmum active, 0 denied
I ocal host: <192.168.0.5>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlinmted
UDP flow count/limt = O/unlimted

!-—— The TCP PAT outside address corresponds to an !--- outside IP address of 10.1.5.5.
Xl ate: TCP PAT from inside:192.168.1.5/1067 to outside:10.1.5.5/35961 fl ags
ri idle 0:00:17 tinmeout 0:00:30
TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/23673 fl ags
ri idle 0:00:17 tinmeout 0:00:30

Conn:
TCP outside 125.252.196.170: 80 inside 192.168.1.5:1067, idle 0:00: 07,
bytes 13758, flags U O
TCP outside 125.252.196.170: 80 inside 192.168.1.5:1066, idle 0:00: 03,
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bytes 11896, flags U O
. show conn — FE/RIEEEARE B BV AR AR B8

ASA#show conn

2 in use, 3 nost used

TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags U O

TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 13349, flags U O

. show xlate — BT EBREIRBHENER.

ASA#show xlate

3 in use, 9 nost used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 1.5/ 1067 to outside: 10.1.5.5/ 35961 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/29673 fl ags
ri idle 0:00:23 tinmeout 0:00:30
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