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SSL
VPN Client (SVC)

Tunnel IP

Inside natwork 192,168,101

10.77.241.128 Dutside nebwork 182.168.1.0
172.16.1.0

Webserver
=] in the Internet
ASA — 10.2.2.2

Internet Clﬂudﬁ(’
“\x____ﬂh—)\

Internet Traffic
S5L Tunnel

AR WEEFFERANIPIHHLS REInternet ETRBES LR H, ELut ZRFC 1918 , BHEERE
RIEHRER,

f£ HASDM 5.2(2)FWASAE I

TRATEER , LEEEDEIRRERNASALEESSL VPN , ZIFFI7R

1. AERBROEVENBLE (HIMNEERS ) WEFEEE, B F2HAATFASDMELT
HTTPSE5R , LAME L FASDMELEASA. XK : BRIEFEIURS | FAIFEEER —EASATE L
B WebVPNFIASDM, EEAFFMER , FSBER — T HASA L BAAASDMFWebVPN,

2. i##Configuration > VPN > IP Address Management > IP Pools A2 37 1P ikt : B AR
@& Add IP Pool

Mame: pyalglalalull

Starting [P Address: 192165101

Ending IP Address: 192.168.10.254
Subnet Mask: AR5 255 2550 -
VPN{E A & iR #9 VPN Ok Cancel Help e o

Apply. o
3. BtAWebVPN;&{ZConfiguration > VPN > WebVPN > WebVPN Access , A% £ 5B 3REH
BRAZANTE , A% IR — TEnable. iZ~FEnable Tunnel Group Drop-down List on WebVPN
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S50 Sarvers

158 E-mail Frosy

in PageZREX 5 1t |

wonfiguration = WP = Yieh *.-'F'El = YilehWPn Access

DEABTRESRARTHN THRE | HERAEREELRBENE,

“WabW PN Actess

Configure access parsneters for WebVPN.

Faott Mumbsar; F-l-S
Dataut ke TmeoLt: I'-IBIII sacohds
Max. Seszions Limk: I;

WAebPR sy Sz Iﬁn I% ol totsl plicsical femey EI

I: [+ Enmiole Tunned Grous Drop-doess List on WebPr Logn Page :J

G | e |

#—T "Applys . i##EConfiguration > VPN > WebVPN > SSL VPN Client > Add , SA{EfE
ASAKITREIFCIZBE P FTIESSL VPNE FimR , I RAFRo



Flazh S%C Image:

ik

Cancel

| EBrowwse Flash.l.

pload. ..

Help

= Browse Flash Dialog

Faolder=

% dizkD:

File Marme:

File=

_ FileMame - zize (hytes) Date

r crypto_archive azdm-603 hin G051 ,212 o1
aza803-k3 hin 14,635,003 0110
admin.cfg 1,220 092
anyconnect-win-2.00.. 2635734 0aM
azdm-602 hin G059 764 o1
azar22-kd hin a,012,832 ozM
azdm-522 hin 5,623,105 o2M
aza802-k3 hin 14,524 416 010
alel_running.ctg 1 fid1 9,2

zzlclient-win-1.1 417,

zziclient-win-1.1.4 179 pkg

iH,

Cancel

Fefresh

rOKJ (EE}HE_‘ ) [



A% Add 55L ¥PN Client Image

Flash S%C lmage: [diskﬂ:fsslclierﬂ-win-“l 14173 pkg J Browze Flz

] 4 Cancel Help
o ¥ —TSSL VPN ClientEE 5 i,
Configuration = YPM = WebVPH = S5L VPN Client
=5l VPN Client

#—T

Configure S50 WP Client parameters.

p IP Address Management (F Enahle ==L VPN Cliert j

|y ;
Azsighiment ~SSL WP Client Images
1P IP Pools
ﬁ Y dizsklfzsiclient-win-1 .1 .4 179 pkg

ek P
S R PR TN Y e

E—T "Applys . FHHCLIEE :
4. i B #H S BE 2 12 Configuration > VPN > General > Group Policy > Add(Internal Group

Policy) SAZE 3 R ZPAH R EE B B iAl. 7E£General T , i#EWebVPNERER 5 52 LA ER Fi WebVPN4E
RPEBIHE.

E= Add Internal Group Policy

Matme:; | In:lientgrn:uup
PSec | Cliert Configuration | Cliert Fireweall | Hardware Cliert | mAC | wiekivpn

Check an Inkherit checkbox to let the corresponding setting take itz value from the default group policy.

Tunneling Protocols: ™ Inkherit ™ PSec | W iwebvPre | [ L2TP over IPSec

Fitter: v Inherit I _ﬂ flarage...

f£Client Configuration > General Client Parameters E %+ , HUE % # Split Tunnel Policy#y
InheritiE , #R% 7% T hIiZ E $iZ1Z Tunnel Network List Below. HUH& Split Tunnel Network
List#YInheritiE , A% % — TManage A RBIEACL Manager.



= Edit Internal Group Policy: clientgroup

Marme: ln::lierrtgrl:uup

General | IPSes £ Cient Configuration | Client Firewall | Hardware Client | Nac | wisbven |

Check an Inhetit checkbox tao let the carresponding zetting take itz value from the default group palicy.

eneral Client Parameters I Cizco Client Parameters I hicrozoft Client Parameters I

Bannet; ¥ Inkerit Edit Banner..
Default Domair: v Inherit
Split Tunnel DMS MNames (zpace delimited):; V¥ Inkerit

=
=plit Tunnel Palicy: ™ Inherit E’unnel Metwork List Below st
Split Tunnel Metwork List: [ Inher'rt[ [—- MOE - ;I] lManage. ..

r
-&ddrezs poals
¥ Inherit
Avalable Pools Szsigred Podls (Upioc & entries]
Aclder
==Rermave
‘ ] 4 I Cancel Help

FEACL Manager® , j#Z#Add > Add ACL... LA I HH 3 BB E.
= ACL Manager

Standard ACL | Extended AcL |

#add o @ [focets| & | & B @ -

+ Addd ACL... Description
o Add ACE.
o Jrsert

T@E [t = L =




REACLHERE | REE—TOK,
g= ACL Manager

Standard ACL | Extended AL |
g add - [@ Edit ﬁDeletE‘ + ¥ | .:; B @ -

Mo Addrezz Action Dezcrigtion

g% Add ACL : x|

ACL Mame: Ispl'rt-tunnel

2k Cancel | Help |

BIUACLERE , i#IZEAJd > Add ACELAFTIBRA 12 H{% B (ACE), EZEZASAZHEMYLANE
FERIACE, EERBERT |, B8 A10.77.241.128/26 , A% 1EZEPermit, H— T "OK.J LUEH

ACL Manager,
= ACL Manager

Standard ACL | Extended ACL |

g Add ~ [ £ ﬂDelete|‘f £ ‘ & B @@ -

i a] Addrezs Action Dezcription
zplt-tunnel
% Add ACE " ]
—&ction

Action: |ﬁ9 Pertmit ;I

~HostMletwork
IP Adidress: f10.77.241.125] R J
Metmask:  [255.255.255.192 =]
Description:

2k Cancel Help

AR A BIRERRBERE T EHIAEIIMACL, B—TOKLIREMBREEE,



i= Edit Internal Group Policy: clientgroup

Matme: in::lientgrn:lup

General | IPSes f Client Configuration)| ciert Firswall | Hardware Client | Hac | wibven |

Check an Inherit checkbox to let the corresponding setting take itz value from the default group palicy .

General Client Parameters l Cisco Client Parameters ! Wicrozoft Client Parameters

Bannet: v Inherit Edit- BEannet
Default Domsirn: IV Inherit
=plit Tunnel ONS Mames (zpace delimited); v Inherit
=
Splt Tunnel Policy: [ Inherit E’unnel Metwark List Below |
Zplit Tunnel Metwork List: I Inher'rt( lspl'rt-tunnel ;j] Manage. ..
r

Addrezz pools -

¥ Inherit
Avalable Pools Azzighed Pool s (updo G entries)
Al =
==Remoye
Ok Cancel Help

EEEYF , B—TApply , REE—TSend (MRFE ) , UEAGTHEIZZIASA, ¥R Use
SSL VPN ClientiZ1H , BUHZEFInheritZREU5 3 , A% 1% — T OptionalEiEiZH, BB G
RIFEEFIRZEEZEREEE —TWebVPN > SSLVPN ClientE & , A%RIZLUTEE : FUTH
SVC, AlwaysiZBIE AJfERS{ESSL VPNERHBAESVC T HEIREE T/EL. ¥HKeep
Installer on Client Systemi®18 , BUHZF InheritZREVS 1 , RE IR — T YesEiRiZiR, HLIRE
AFSVCEHBRBEEFHER L ; Akt , 8XEIERE , BAIFEEASAKSVCEE THE
EFim, $NKEFRBARRBNERERERR , LBEZ—EATHNEE, HR
Renegotiation Intervali#IE , BUEZEHInheritiE , BUEZE P Unlimited BBV 31 |, Wi A EH4E
REBZANDEY, ERREERNERFEARERGIK , REMiEE, HR
Renegotiation MethodiEIE , BUEZEH InheritZ VA R , ARIR— TSSLEEIRI, EHH
ALAEABNSSLEESEMAEN XS EUMNIIEE. SSL VPNEFinBHEEN T BT



= Edit Internal Group Policy: dientgroup

MName; ||:ﬁe=t9rnup
seneral | IPSec | Chent Configuration | Client Firewall | Hardware Cliert | Mac

Configurs WebVPN attributes wsing the following tabs |
Check an Inherit checkbox: to let the corresponding setting take s value from the default group policy .

chiiansl Content Filtaringl Homepage | PMmearuingl Cither | Auto Sipnan|

Use SSL VPN Clent: I Inherit " Always " Never
Keep Installer on Client System: [ Inhert ™ MNo
Compression ¥ nherit " Ensbie " Dissble
keepalive Messages: [+ Inherit I Enatie [FHterve Ii serond
Key Renegotiation Settings
Renegotiston Interval: ™ nherit [T Urilimited [ |307 minutE:sJ
Renagotiation Method: [ Inherit " None " New tunne
—Dead Peer Detection -
Gatevway Side Detection: ¥ Inherit I Ersbl ety ane
Client Side Detection: ¥ Inherit [T Enstie wtervat: | seconc
Ok Cancel Help

#—T "TOK, , A% "Apply. o
Configuration = YFH = General = Group Pollcy

3 VPN Wizard 4 Group Palicy
LA
[= ﬁ Genersl
gl PN System Options _ - _
__1? Cliert Updste Warsage VPN group pokcles, A VP group policy is a colection of user-oreried atiribute ialue
&y he stored infernally on the device or exterrsly on & RADILS server, The group pokcy Info
referenced by VPN tunnel groups: and user scoounts .

Uzsers
—t 2% Diptgul Turnel Gatey

—+ 2% Tone Labs Integrity & SRS Sex i it

=T IKE

=} lﬁ (=
FHHCLIER :

5. iZ#ZConfiguration > VPN > General > Users > AddSA 2 3 #TH E F B 1R Esslusert, #&—T

OK , A& 1Z— T Apply.

| cligrtara LR

Dt GrpPolicy (Systerm Defa Inferrest L2TPIPSac e — MUIA -




E- Add User Account

ldentity | Pr Palicy | WiebhyPN

I=ername: ==luzer]
Pas=weord: |nmm
Confirm Passward: |********|

[T User authenticated uzing MSCHLAP

Privilege level iz uzed with command awthorization.

Privilege Level: | l2 | i3

8], I Cancel | Help

EWWCLIRE :
6. &£ Configuration > Properties > AAA Setup > AAA Servers Groups > EditSA 18t 78 5% {7 IR 25
#LOCAL , $A7%i2iZEnable Local User LockoutZEl 5 , R AR EH X BIEA16,

Canfiguration = Froperiies = A4 Setup = AA% Server Groups
= Ctartup Wizeed N AAK Server Groups
g’ A4 Setup

fEC AR Server Grouns ALE mErVEr groups
Fﬁ' &k, Pramgl - —
! ﬁ' LDAP Atiribute Msp Server Group Protocol Accourting Mok Fraciivabion Mods et
L anti-Spooting | _ —
- arp & Edit LOCAL Server Group T x| e
o2 Auto Update o
e Cliert Upciate

¥ Certificale Thiz testure alowes to specity the masdmum number of faled attempts to alow betore

S Device Access Iocking oul & user &nd deny acoess to the uzer. This limk 2 applceable anly winen locsl

L Ml 080 Ancass dafabase i uzed Tor suthenbication,

B osone R s

—3y Secure Shel i; Enshie Local Lizer Lockout |

& Teinet
£ virual Access M Attt 16 )
188 Device Administration _
B CHOP Sarvices e
o DS Diedete
—&e Hoh Avalsbiity and Scsl —
— il Foilorvar e
ﬁ Fragmert oK Canicel I Help —
=N .. . . . L]




EHMWCLIGRE :

7. B EBR 84022 Configuration > VPN > General > Tunnel Group > Add(WebVPN access) A%
S FTHYR2iE B sslgroup. TEGeneral > BasicEEH , £ T HiEE FiEZEGroup Policy as
clientgroup.

A= Add Tunnel Group

Marme: |Isslgruup | Type: ||Wehvp%

eneral | Wish PR |

Configure general access attributes from the following sub-tabs.

.&utherdin::atin:nnl Autharization ﬂ.n:n:u:nuntingl Client Address Azsignment | Advanced

roup Palicy: -::Iier'utgr'-:u.u:n ]

[ Stripthe reslm from username betare passing tonto the A42 server

f£General > Client Address AssignmentE & #YAddress Pools T , #&— TAdd >>3L % & 7] A
e 31k Stvpnpools



&= Add Tunnel Group

Marme: isslgrnup Type:  webvpn
WiekAPH |

Configure general accesz attributes from the followwing sub-tabs.

Eiaain::l .ﬂ-.uther'rtin:atin:un! Authorization | Accounting [':"Eﬂt Addrezs Assignment I Acvanced

To zpecity whether to use DHCP or address pools for address assignment, go to Configuration = %Pk
= |P Addrezz Management = Azsignmett.

rDHCP Servers -

IF Address: i

ra&ddress Pools -
To configure interface-specific address poals, goto the Advanced tab.

Available Pools Azzigned pools

(Add == ] ||

F£WebVPN > Group Aliases and URLsE&H , 7E5|BEFRARIE , REIR—TAdd
>> FHEREEAEWHERBZFTESR,

zeneral

Configure WebYPM access attributes fram the follovwing sub-tabs.

Basic | NetBIOS Servers [Group Aliases and URLs | et page |

Group Aliases —

e Bl ==

== Remove

F Enable

E—T TOKy , A% "Applys . EMHCLIERE :
8. BENATH AR B A EANIRIPH#EIE172.16.1. 5B M RET MR R E | iZiZEConfiguration >
NAT > Add > Add Dynamic NAT Rule.




@ Add Dynamic NAT Rule

-Real Address

Interface:; Iinside

P Address: b.n.n.n

Metmask:  10.0.0.0

rDynamic Transkation -

Interface; Iu:uutside

dp add [ Edit [[] Delete

iz B 1721615

[ SElect Fool L SAUFEEEES Fool

MAT Options. .. |

]9 I Cancel
E#—T TApplys . EMMCLIER :

9. AEAIBHERBIVPNE FintREREE Enat%Bro

Help

#—T TOK,

ci scoasa(confi g) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ci scoasa(confi g) #access-1list nonat permit ip 192.168.10.0 10.77.241.0

ci scoasa(confi g) #nat (inside) 0 access-list nonat

CLI SA 7.2(2

Cisco ASA 7.2(2)

ci scoasa##show running-config
Saved

ASA Version 7.2(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!

interface Ethernet0/0

narei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

interface Ethernet0/1

narei f outside

security-level O

, RBEEE



i p address 172.16.1.1 255.255.255.0
|
interface Ethernet0/2

shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive

access-list split-tunnel standard permt 10.77.241.128
255. 255, 255. 192

!--- ACL for Split Tunnel network list for encryption.
access-list nonat permt ip 10.77.241.0 192.168.10.0
access-list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 ntu inside 1500 ntu outside 1500 ip local
pool vpnpool 192.168.10.1-192.168.10.254

!--- The address pool for the SSL VPN Clients NnoO
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02:

ti meout uauth 0:05:00 absol ute

group-policy clientgroup internal

!--- Create an internal group policy "clientgroup".
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelspecified
split-tunnel-network-list value split-tunnel




!--— Encrypt the traffic specified in the split tunnel
ACL only. webvpn
svc required

!--- Activate the SVC under webvpn mode. svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, !--- they renegotiate the crypto keys and
initialization vectors, !--- and increase the security
of the connection. svc rekey time 30

! --— Command that specifies the number of minutes !---
from the start of the session until the rekey takes
place, !--- from 1 to 10080 (1 week). svc rekey method
ssl

! --—- Command that specifies that SSL renegotiation !---
takes place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl". aaa local
authentication attempts max-fail 16

!-—- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup |inkdown col dstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!-—- Configure the group alias as sslgroup-users. tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1

!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download !--- SVC
images to remote computers. tunnel-group-list enable




!--- Enable the display of the tunnel-group 1list !--- on

the WebVPN Login page. pronpt hostnanme context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

ci scoasa#

fEASVCE M SSL VPNiEER
FRUTSE , UWERASARISSL VPNER.

1. BB RE RN EWebBIEES P 8 AASA WebVPNS T EAYURLSR P41k
https://url

%
https://<IP address of the ASA WebVPN interface>
= WebVYPN Service - Microsoft Internet Explorer

Helo

Fie Edit  View Favortes Tools

@Ead-; il > i El ;;‘| ,' | Search *;:I_'F.’Favnribss € 2 g = 3

] https:{{172.16.1.1f+webvpn-+finde:x. himl

Aidress

Cisco SysTems

- WebVPN Service

Flease enteryour username and password.

USERMNAME: |
PASSWORD: |
GROUP: | sslaroup_users |

":.i M A

LT
2. WMABNERESBINER , AR THREDRELZANE , TR,



Flease enter your username and password.
USERNAME: |ssluser]
PASSWORD: "-------;| ]

GROUP: sslgrnup users ¥
Login Clear

3. FEISVCzHl , M BEREER EZEActiveXEKEE,

File Edit “iew Favorites Tools  Help

L — !
- - | - h ] (= o i o
@ Back s I HL| L'ELI | A Search ;}'x".) Fawvarites -%:i

Address féj hktps: 172, 16,1, 1 /CACHE/skc /1 finde:x. html

Risen SPSTEME

. SSLVPN CUENT forWEBVPN

The installer is downloading the Activex,
Please wait. ..

Useful Tips

4. EEREHEEUSSL VPNEK 2B HE,

Rised STETEMS

AP, SSLVPN CLENT forWEBVPN

Please wailt while the S5L VPH connection is
establisheil.

5, —HEVER , ERTUEBELRE.



jr.i' Cisco Systems SSL ¥PN Client
The S5L WPM connection has been established.

Recycle B

6. - THBEEMIAFGHECR, BLRELRE  HhRaaRsSLERNER. fim
BEFRSBENIPE192.168.10.1 , [@RFIPHE2172.16.1.1 , ERE D EIBSE |, kb8
# Cisco Systems SSL VPN Client E3

Cigco SYSTEME

SSLVPN CLENT for WEBVPN

: Statistics ] Route Details] About ]

..........................

Address Information . 55L Information

Server: 1721611 Cipher: ADES SHAA
( Cliet: 192.168.1 IZI.'I] Yerzian: TLS+1
Bytes Transport Information

Sent: 2887 Local LAM: Dizabled

Recenved: 3410 (- Split Tunneling: Enal:uled-:
Frames Connection Information

Sent; a0 Tirne:; 00 0 24

Received: 12

=a

.. “Cose IR o

lu\igﬂ
LUMEEBBSSLINFZN LMK AR EERASAHEENF OB ESRBETH, EIHE
filch | SSL VPN{E A E e REE10.77.241.12824 7l %4 , MATEHMRETSETM
2 tAEEBREEFEE,



2 Cisco Systems 55L VPN Client

Guscs SYSTEME

PN, SSLVPN CLENT for WEBVPN

Local LAM Boutes Secure Houtes

Metwork | Subnet Mask | MNebwork | Subret Mask |
1077.241.128 255255255,

iose IRzt

# Cisco Systems 55L VPN Client

R

Gisen SYSTEME

WM. SSLVPN CLENT forWEBVPN
Statistics] Route Details 1

Cisco SYSTEMS

SSLVPN CLIENT
. forWEBVPN

Werzion1.1.4179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NOW.

& Copyright 2004-2008 Cisco Sysiems, Inc. All nights reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered trademarks of Cisco Systems, Inc. andfor
its affiliates in the United Siates and ceriain other countries.
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BHERSRTE(EHDEMEFEMA)OIMZER Lshowin 5o £AOITHRIRshowsn T & Y 5 47

o

. show webvpn svc — B R FEASARIECIEE FHISVCHL &,

Ci scoasat#show webvpn svc

1. diskO:/sslclient-win-1.1.4.179.pkg 1
Cl SCO STC wi n2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49. 43

1 SSL VPN Client(s) installed

. show vpn-sessiondb svc — # =B B E BISSLIERI E A,

ci scoasa#show vpn-sessiondb svc

Sessi on Type: SVC

User nane . ssluserl

I ndex 1

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1

Pr ot ocol . sve Encryption . 3DES

Hashi ng . SHAl

Bytes Tx » 131813 Byt es Rx . 5082

Client Type : Mzilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SV1)
Client Ver . Cisco Systems SSL VPN Client 1, 1, 4, 179

G oup Policy : clientgroup
Tunnel Group : sslgroup

Login Time : 12:38:47 UTC Mon Mar 17 2008
Dur ation : Oh: 00m 53s
Filter Nane

- show webvpn group-alias — BB R S EEANERERB.

ci scoasa#show webvpn group-alias
Tunnel G oup: sslgroup Group Alias: sslgroup_users enabled

. ZEASDMH , iE3#EMonitoring > VPN > VPN Statistics > Sessions A B & BIASAH Y

WebVPN& 7,
piondoring = ¥PH = YP Statistics = Sessions

EHEH PN Conneclion Graphs : Ssgziong
'“T Poes Tunnels Bernie Totsl
o sions i LAN-bo-LaN VisbEN | S5LYEH Clant | E-val Prozy Tidal P riiaiin
'ﬂ" 2L il 0 0 1 a o 1 12
Cryplo Statitics
ir LoRpreEsion Statelk
Fitor By [Pl - - Fitar
Cioial EAPSen Stei el |
sian Su
NAC Sceaion Summe LisETame Groug Polcy Prof ol Lagin T Dietaiz
Frafocol Slalislics e
Lg

S & AR

REFRHVEF TR BRRE TSR

1. vpn-sessiondb logoff name <username> — AR EIFEFE A E B BASSL VPNEFEN T D

o
Cci scoasa#vpn-sessiondb logoff name ssluserl


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Called vpn_remove_uauIth: success!
webvpn_svc_np_tear down: no ACL
NFO: Number of sessions with name "ssluserl" logged off : 1

R , &7 LUE Avpn-sessiondb logoff sveii S #& L AT ESVCE .
EE  MREPCEASFESMERER |, SSL VPNER AL LE,

webvpn_rx_data_cstp

webvpn_rx data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)
Called vpn_remove_uauth: success!

webvpn_svc_np_tear down: no ACL

Ci scoasa#show vpn-sessiondb svc
INFO There are presently no active sessions

. Debug webvpn svc <1-255> — 1Rt Bl iFwebvpn B4 A T &7F,

C scoasa#debug webvpn svc 7

ATTR_CI SCO AV_PAIR got SVC ACL: -1

webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG

http_parse_cstp_net hod()

...input: ' CONNECT /CSCOSSLC/tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: 172.16.1.1

Processi ng CSTP header line: 'Host: 172.16.1.1

webvpn_cst p_parse_request _field()

...input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179

Processi ng CSTP header line: 'User-Agent: Cisco Systens SSL VPN dient 1, 1, 4,
179

Setting user-agent to: 'Cisco Systens SSL VPN Client 1, 1, 4, 179

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processi ng CSTP header line: 'X-CSTP-Version: 1'

Setting version to '1'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Hostnane: tacweb'

Processi ng CSTP header line: 'X-CSTP-Hostnane: tacweb'

Setting hostname to: 'tacweb'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Accept-Encodi ng: defl ate; g=1.0'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0'

webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=16885952@0@L205757506@4886D33FBF1CF236DB5E8BE70B1486
D5BC554D2'

Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2"

Found WebVPN cooki e: ' webvpn=16885952@ 0@ 205757506@4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2'

WebVPN Cooki e: ' webvpn=16885952@0@L205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"

Val i dating address: 0.0.0.0

CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE_ADDRESS

No subnetmask... mnust calculate it

SVC. NP setup

webvpn_svc_np_set up

SVC ACL Name: NULL

SVC ACL ID -1

SVC ACL ID -1



vpn_put _uaut h success!
SVC. adding to sessngnt
SVC:. Sendi ng response

CSTP state = CONNECTED

4. FEASDM# | iE#ZMonitoring > Logging > Real-time Log Viewer > View A Bt ENBE =4, LA
T RBIFERBEIBASA 172.16.1. 5T EHBBRBRE P HISVC 192.168.10.1 F1Webfm ARE510.2.2.22 &

HWEEER,
-loix

b Resume 2 Copy | Save {fy Oeer | ' Color Settings | Y Creete Rule 3] Show Rude || (0 Show Detals| 2 Help
Fiter B = | ®ere @ |Fit 6,

O Sorcer | cesrationr |

© Tl

192158 101 10323 Bul inbourd TCP corneciion 1902 for oubsioe: ] 52,163 10 14100 (172,161 50 0Z5) 1o cutside:1 0 2 2 260 (10,2 2. 280) (25l ] l_l

. 1a2As8A01 172161 5 Bl chyviamic: TCP Drarradalion from o gicks 192 168 1097900 10 oulsida 172 167 54025
i i | il JidigE 1o 5 } 1 1 ' ]

g 27 7 i et A Tt b k3 s Y02 165 104 1CC7 dit ping 1077 2481 r o

1 - =
Plegsze gelect & sysiog eniey to see the ofplanstion
i Explanation | Resommenied action | Detsis |
@ Evergerci=z @) Slrts @ Crdics b Errors b Wamings 1. Hoifications i Informabonal i Debuggng

HEEA

. Cisco 5500R I EA RS EBERTE

- ASA/PIX: R BFEASA L BVPNE F i 0 %I B8 & oY Bt B 7R Hi

. BREAER A BFFVPNE F i i Al & EIF8 8 ¥ 4R | PsecHlInternet iy fil I 7~ 4
- B\ 1 BB IEEEVPNRYPIX/ASA 7. xHVPNE F il B = 5

- B%BASDMMASALHSSL VPNE Fiw(SVC) BB R4l

- BT B H - Cisco Systems
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