ERAASDM ( BEAEHE ) f£FirePOWERE A+
REERTSNZLERE ( DNSKEE )

B &

B

PDEBRYG

BHA T4

BSEA

=8 B MR ELR

Cisco TALOSIR A /EE MR
BHEZHEFENR

Bl EDNSZ £ 18R
SBI.BEBEHEEDNSRIEE (€ ),
FE P IR M ERENEEHHEARE
BYRFEHNEESREE

S EBR2 BlESinkhole iR ( A[i& ) o
SER3 AL EDNSHKHEL,

S ERA BB 5 B2 H SR R

S ERS. BB IR FI KA

R

DNSZ 25 EH L%

SRS HEAR

s

AXENBNAER B EELZSHEETER(ASDM)EEBFirePOWEREHAIASA L EE R A
ZEEE(SI),

DEGRYHF

&R
BRIERECEBUUTEE
- ASA ( HBEZ£EKE ) B ARBAE

.ASDM ( B BEEZ+HEEER )
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B 22 FRBRRFTEREB TE,

BRA T
FERTHEARRRATRERAE .
- ASA FirePOWER#H(ASA 5506X/5506H-X/5506W-X, ASA 5508-X, ASA 5516-X) , EERiR
AR6.00RES
- ASA FirePOWER#H(ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X) , EREBNRA R
6.0.0RER

ANHNEARBBEREERTRRANKEMEL. XHEAINMERERRERER (HK
) BVHAREREAE), MRENBERIEEFER , FREACCHEBEAESUTRERNZE,

HRER

Firepower R BE AR BDNSRER R EH B EIH B, MRFirepowertE AR EEE | Al
Firepower& R #EDNS R B B fic B BREVAE FE IR fE SRR AR FE K o

MOMBL ZEERBERIPHER , EADNSEH PEIIGE , LBRESARENERIPHELL,
HE R EABBAIPH I EERIREN B | BEBRIEER.

Firepowergg 5% B B35 R E & [@ 2 B (Sinkhole) A AR =R , %A MRER AT AR ZEEMARER , ARRA
. BERYMIRE B RENESHRE,

R RENRBLR

HEENREEERSHABNEE  RFERBRBAEFE - S0 /ZEER. BF , JERS A/
MR 5,

Cisco TALOSHE fitaY 15 & B MR
DNSHEE : THFEHEBINZEFNNAECRFENEENES.,

DNS Bogon : 7 REEFHEERENFEES , LBARIP,

DNSEREX : (FABRMERN —H2TBS R H EMNERMKIZHERZEFNEENES,
DNS CnC : EAERMEHEBR AEH ARFNHEES.

DNSEHER : SHEF AR EMRKNBEES,

DNSEEXHM  HESEESHRBRATHREE[AHBENTEES,



DNS Open_proxy : i&{TOpen WebREB W R HEZWebBBERBHFEZES.

DNS Open_relay : ##tRBANERNARBEEANEREFB4PREBZNEEES.

DNSH#ERSIRA  HEEE K ELEHESTHEATHIREAERAHBEEN , NEAEEHEBN
#o

DNS#ME : EEERISRATRIBRTANEBNES,

DNSI R B4 : ERABSEURBHRNVIAENES,

DNSAI%E : MRS EB YRR EDRAETNEBNES.

DNS Tor_exit_node : RTorEEEAMIRBEAHRHBHEBBNAENES,

B EREFREAR
DNS£BMBEE : ERERMARENASNAEREEES,
DNS£HMHEE : HERERBACRNBENEEREENESL,

ECEDNSZ 218

BEERBENEZLBEHREZSELSR,

1. BBEBEXDNSREE ( W& )
2. BLiESinkhole iR ( T )

3. BL BDNSXK B

4. Bl ERH R HI SR R

5. ZpEBFH B 45 I R B

SR EREEERDNSH/ ER (&) .
ARMEREEEETARBEFHEE, STUAEREMHGEYEDHFEENR,

- DNS2EMHREE
- DNS2HMHaRE

FERIPHIFTRBLHMEREENLHERRE

FirepowertE# RFF R ENERLIHBRELEETEHE K BEFEI M EEES, MRFER
HRm EREEEIENSEEENRE  ETVLUSEHERSEMARE, MEGTMiEHIES
Global-Blacklist/Global-Whitelist , Bll 25 f& F SR B BN 7] a2 BN 4 3,

E APk 1t #7138 FGlobal-Blacklist/Global-Whitelist , 5 & i1 Z/Monitoring > ASA FirePOWER
Monitoring > Real Time Eventing , #/8 BB EEERSMH L , A&EEView Details.

BOREFER e EMBRRE/ 2R RE, H—T "Edity #2 , R%REEZFE "Whitelist DNS
Requests to Domain Now/Blacklist DNS Requests to Domain Now. , ##BiSi8 2 & BNEE



, ST BT Ro

~CuManisasl SA FirePOWER Monitori Real Time Eventi

Real Time Eventing

Connection Event ---- Allow Time: Fri 15/7/16 9:48:39 AM (IST) (start of the flow) Close

ASA FirePOWER firewall connection event

Reason:
Event Details
Initiator Responder Traffic
Initiator IP 192.168.20.50 // Responder IP 10.76.77.50 // Ingress Security Zone inside
‘ Initiator Country and Responder Country and Egress Security Zone outside
Continent Continent Ingress Interface Inside
Source Port/ICMP Type 57317 Eg;térﬁatmn Port/ICMP 53 Egress Interface outside
User Special Identities/No TCP Flags 0
‘ Authentication Required URL — - _
URL Category NetBIOS Domain
Transaction URL Reputation Risk unknown DNS
Initiator Packets 1.0 HTTP Response 0 _
‘ Responder Packets 0.0 DNS Query malicious.com
Total Packets 1.0 Application Sinkhole @ﬁ?ﬂ;:mﬂ ttoo[l):wma_m :ow
= ~ Jackli jests omain Now
Initiator Bytes 73.0 Application View more =
Responder Bytes 0.0 Application Categories SsL
‘ Connection Bytes 73.0 Application Tag
- = SSL Status Unknown (Unknown)
Client Application DNS 5L Pol
i ol
Policy Client Version s
. 3 ) SSL Rule
Policy Default Allow All Traffic Client Categories network protocols/services )
Firewall Policy Rule/SI  intrusion_detection Client Tag opens port oL Version L]
Category . S5L Cipher Suite TLS_NULL_WITH_NULL_NULL
‘Web Application
Monitor Rules X S5L Certificate Status Not Checked
Web App Categories
View more
ISE Attributes Web App Tag
End Point Profile Name Application Risk
Application Business
Security Group Tag Rgievarcc
Name
‘ Location IP

EERERTO AN EIERRE/ 2B HRE , FEE ZConfiguration > ASA FirePOWER
Configuration > Object Management > Securitylntelligence > DNS Lists and Feeds , A& REE
DNSH£BREZHE/DNSHEBaRHE., ETUER "MER. ZRESREE P MBREMSE,

BEVREEINEERTE
Firepower RFF G BV HERBEE , AFETARBBMETEMN S EMESIIABEE (FHLE ).
1. JEB EAXSER (17 B ) AKX ER LEFIFrePOWEREAE.
EE FEER , 558 E ZEConfiguration > ASA FirePOWER Configuration > Object
Management > SecurityIntelligence > DNS Lists and Feeds , #A#%##£Add DNS Lists and

Feeds EZE ETEHERTENEE, Type: #RTHALBREAPRELst, LE&B
K . EEBrowse M ERFEPEHANFIER, #EFEUpload Xl LEER,



Security Intelligence for DNS List / Feed

Name: | Custom_list_Blacklist_Domain

Type: | List |V_f

Upload List: |C:\fakepath\b\acklist-domain.| [ Browse... ]

Upload

{ Store ASA FirePOWER Changes ] [ Cancel ]

% — T Store ASA FirePOWER Changes A f# 2 E %

2. WA LS EME=AEANRBEREE | FirepowertE A AT LUELR S = H R RS ABEUS B E

o

EEFEE A , 55EM 2/Configuration > ASA FirePOWER Configuration > Object

Management > Security Intelligence > DNS Lists and Feeds , #A#i##Add DNS Lists and
Feeds

EWIEEAERRNEE,

Type:ft FHRE fiEEFeed.

RURL:3E EFirePOWERAE 48 7] LUE AR I T #RAY fal BRERURL.
MD5 URL:3E & # % E LB & IRURLER 1€,

ENER . BEEEERIIURLIR M MR R BRE.

Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: Feed

Feed URL: 192.168.10.130/domain/blacklist.txy

MD5 URL: (optional)

Update Frequency: 2 hours

| Store ASA FirePOWER Changes | |

i#1ZStore ASA FirePOWER Changes A7 E Ko

$ 2. B ESinkhole iR ( Wi ) ,

Sinkhole IPith it 7] FA{E ¥ EEDNSHE RN EE, & FinEKEESinkholefABRET A Pt AHEITE
EEEH , WHKKEKESREREISinkholefdfREF. E Lt , Sinkhole AT A A % i 2R A R BB 7
B, A B#sinkholefii B A 82 & £ 18 R~83(10C).



EH8SinkholefAl fReS , KRB Configuration > ASA FirePOWER Configuration > Object
Management > Sinkhole , ## 1% — TAdd Sinkholei#1H,

LB 1EEsinkhole@IREN BB,
IP {i3it: 38 Esinkhole Al AR ES A IP b 31t o
FC 8% BISinkhole Y EAR - B It i3 18 7] 50 8% 4% i 1 B SR ] IR BS < B AT B B4R o

PR L 36 52 6& BISinkholeAY AR : BX A LLiR 18 AT FE LE B AR I (E 12 RIEARBA A RETTRE 8k, WRBZEY
BERMEARER , ATEEEMPHi , W H A UEITEREHMIOCH SR,

Type:ft T hiE E B F TR IZFHEsinkhole B4 BBAIOCE R (BERE ) WRKEE, E=8H 7|
Hsinkhole IOCTH] LAEH,

- EEHE

- i B4R
- MBI

Sinkhole

Name: | Sinkhole_Server_2

IPv4 Address: | 192.168.50.3
IPv6 Address: | 1
Log Connections to Sinkhole: [« ]

Block and Log Connections to Sinkhole:

Type: | Command and Control

[ Store ASA FirePOWER Changes ] [ Cancel

3. B EDNSEM,

T EREDNSKIE U EDNSR//FENRIE, BinZElConfiguration > ASA FirePOWER
Configuration > Policies > DNS Policy.

FERDNSERASMETERRL., £—1% HADNSHLRAMEAGHESSATEINAESREE
(Global-Whitelist-for-DNS), IR A AEE K ERHERCREMERES 2 , BETE, &
— 1% REIDNS£ 4 B B S IHE /) B E 255 £ (Global-Blacklist-for-DNS)

BT LUK 18 E % 5 AR E & Cisco TALOSR MM B RANRMN SWMiRtE, EHEBHMRA |, FREF
HDNSHR A,

28’ BEERAEE,
Action: 15 7E b #7 Al PUfie B E A5 2 1V R E



. A& H : EAHDNSEHM.
ERIRES ADNSEHEREN , W ERERBEIRZERA,
- RFBE - WIREKDNSEEEARKEE ( FEEHE ) Bt
- Drop: LR ELLTRER 5 N FH L M EEDNSEHM,
- Sinkhole: b #E# &3% Sinkhole A BR 8§ BV IP it 1t fE A ¥ DNSFESR VB,

#‘mlu‘_uﬂ/ﬂlﬁumiiﬁmﬁﬁ:o EDNSEHEH |, ZIZEDNSHEEMNR ,

i ¥ £ Selected ItemsiE1H

BRI EHE PR CEBERRE,
BUURBEBEER , £ATENRESTEHIDNSFENREEZ EDNSH A

) O O ASA FirePOWER Configurat...

r 5 policies
S Access Control Policy
» @ Intrusion Policy

" Files

0 st

& Actions Alerts

L 1den my Polcy
DNS

r I Device Managernent
- Device
& interfaces
r @ Object Management
> ° Network
> [ Port
@ security Zones
? Application Filters
» o URL
@ Geolocation
% variable Set
v 'L Securityintelligence
= Newwork Lists and Fe
(2 DNS Lists and Feeds
‘@ URL Lists and Feeds
(@ sinkhole
[ FileList
.k Cipher Suite List
» £] Distinauished Name

I &Qeuice Setup J
| Firewall |

I ﬁ Remote Access VPN ‘

@ Site-to-Site VPN

20 O Configuration > ASA FirePOWER Configuration > Policies > DNS Policy.

Add Rule

Name |Block_Attacker_Domain | @ Enabled

Action ‘Dumain Not Found |v|

I Zones I Networks l DNS I
DNS Lists and Feeds ¢ a
‘ =4 Search by name or value J

Selected Items (2)
(2 DNS Attackers (i ]
(2} DNS Bogon ]

)
e}
(5) DNS Bots
(G oNs cnc
() oNs Dga
(5 DNS Exploitkit
_:ﬂ DNS Malware
_-ﬂ DNS Open_proxy
_—ﬂ DNS Open_relay
(5) DNS Phishing

B—TAdEERER A,

S RRA. T R B 1R R

EREENADNSHLEEE

BERER.

H{RECE TDNSEKE , HE ,

;5 Ef ZE B> ASA Firepowerfil >R >FH R IR | BIERS

N ER-T REBERERA B , WTBRR.



7 ©) © ASA FirePOWER Configurat...

r =] Policies

¥ & Intrusion Policy
® |ntrusion Policy
J Rule Editor
Files
£3 SsL
@ Actions Alerts
=, Identity Policy
i) DNS Policy
¥ ¥ Device Management
i Device
& interfaces
r {8 Object Management
» @ Network
> [@] Port
/Q:, Security Zones
i-_i Application Filters
» 5SURL
@ Geolocation
’}'-! Variable Set
¥ I Securitylntelligence
=/ Network Lists and Fe
4 DNS Lists and Feeds
2 URL Lists and Feeds
@ sinkhole

[ FileList

&)Qewce Setup

@3 Firewall

&;Eemote Access VPN

(7] site-to-Site VPN

10 Confi - ASA FirePOWER Confi ti Palicies > A c L Pali

ASA

Default Allow All Traffic

o ] Status: Policy Up-to-date on device

Identity Policy: None SSL Policy: None
l Rules I Security Intelligence ] HTTP Responses l Advanced

Enabla logging

4 Available Zones ¢ DNS Policy: QQM_DAS_EQ_[L\I |

, Search for a Network % Any Whitelist (2) Blacklist (2)

| Networks | URLs % inside Networks Networks [L]

Attackers 4 outside ! Global-Whitelist (Any 2one) [§ g Global-Blacklist (Any Zone) X% [
3 Bogon @ test L iy

Available Objects &

w)!
w) L L
=)l Bots Global-Whitelist-for-URL (Any Z3 # Global-Blacklist-for-URL {Any Jpn(j
=/ CnC

=/ Dga

=)/ Exploitkit

=/ Malware

=) Open_proxy

= Open_relay

=/ Phishing

=)/ Response

=/ Spam

=) Suspicious

=)/ Tor_exit_node

® Global-Blacklist

l@m FirePOWER Configur... = -

i#121# 15 Store ASA Firepower Changes A FACKBE E X

SRS BMAH IR FIKRE

EFEdEN , XEMBEFEEHER, EEARKZE , F2REREE LNREHERR

BHARYIE o

B E A E R BRI

, 551 — T Deployif i&1ZDeploy FirePOWER Changes , A& EEHRE +

E1EDeploy A F B E Ko

BEE : E5.4.xMRAA |, EiEEHRE KB IE A 2=

FIEE . EfinZBE#E> ASA FirepowerEsf>F MR, BREEK TR , LAFHERRE

B

EERRSHRIERIERE. At , BUTNESE

2lgR , FEE — THAASA FirePOWERE ®,

BE

i EREIDNSEM, BR , EEHERMAMRES

W |, FFPNORR, ERLERR , B E TEIRSEHF, %Bﬁq:ﬁﬁ$;1q:o

DNSZ 21 B4 B

ERiRFirepowertB N Z 2153 |
Intelligencei®IE+~., T BT R~E

75 Efin £ B> ASA FirepowerEs 12 >BIRF B4, i#1FSecurity
IREH



8 &
Real Time Eventing

- | | All ASA FirePOWER Events | | Connection | | Intrusion | | File | | Malware File | | Security Intelligence

Filter
protocol=udp *
Filter
Ul Pause Refresh Rate | 5 seconds - | 15/7/16 12:20:21 PM (IST) tm
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP Source Port
15/7f16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block 192.168.20.50 10.76.77.50 65296
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block 192.168.20.50 10.76.77.50 65295

REREGF

AERENEF T ARNEEEE TR,

AETHRRZLBHRFERZHN , 5E M FConfiguration > ASA FirePOWER Configuration > Object
Management > Security Intelligence > DNS Lists and Feed , Yt % F X EFRAEERE, LIRS
BB EREFIER,

" O Confi g ASA FirePOWER Confi g Obiect M T > DNS Li i Feed

( Update Feeds | [ (©) Add DN Lists and Feeds | |4 Filter

Name Type ‘ ‘
Cisco-DNS-and-URL-Intelligence-Feed Feed

Last Updated: 2016-07-15 00:55:03

Global-Blacklist-for-DNS List

Global-Whitelist-for-DNS List

FER B R TD ST RRE 2 B R EE S0

Ef 2 Security Intelligence Real Time EventingB# , MIRARER B HFE L,

HERER

. Cisco ASA FirePOWER# #B 1= 3% A P9 =F i}
- BT B # - Cisco Systems



/content/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html#pgfId-133942
https://www.cisco.com/c/zh_tw/support/index.html
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