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- BEN B #&MRHE(LDAP)
- Firepowerfs i & {22

BHA 4
AXHHEARBBATEHBNERRA
EITERERAS 4.1 R EBIRAKASA FirePOWERKEHE(ASA 5506X/5506H-X/5506W-X, ASA
5508-X. ASA 5516-X).

 B{TEBEARAN6.0.0% F S AR A HIASA FirePOWEREH (ASA 5515-X, ASA 5525-X. ASA
5545-X, ASA 555-X)o

AXHNEARBRBRBEERERREANKENREL. XHEAINMAERESRCER (R
) BVHAREREAE), MRENBEREEFER  FREACCHEBEAESTRERNIE,

HRER
BHERFE S ARERT DS HRBRTEARE , SHEEEAHEAT HEHMintemet,

BEEASHBHEMRBACHERHERNARERNBERBERSEEHRE K MEZTZ @A
FRERE. EREASHBRIEUEBFirepowerf AERERNTLMBIER S RREEE,

AR BREMEEFIFSORE  ASAEERERHERN.

B&E : Captive portal @ 1EASA 9.5 ES RAF A A,

AXTE

SBR1.ERFirepowerff Al ERBETERE A,

R ER BA f{AI £ Windows & i i E FirepowerfE A & X -
RENRERE E Sourcefiref A &2

S BR2. #EFirepowerii8(ASDM)EEAEREBEES,

ZEAZ|IASDM , EfinElConfiguration > ASA FirePOWER Configuration > Integration > Identity
Sources , A% HiEUser AgentiZIE, % — TUser AgentZIEN it B A ENERAKIPHbUL Z £
o ¥E—TAdd , M FEIFTR :



https://www.cisco.com/t5/tkb/articleeditorpage/tkb-id/Third_Party_Integration%40tkb/message-uid/Installation and Uninstallation of Sourcefire User Agent

2 © O ASAFirePOWER Configurat... | ) ©) O Configuration > ASA FirePOWER Configuration > Integration > Identity Sources
> Policies
» ¥, Device Management
4 @ Object Management
> (@) Local
System Information
Ef Updates
@ Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
,f Troubleshooting
v 9@1 Integration
@ Cisco CSI Host Name/IP Address |192.168.10.11
b Realms
By sources|
Remote Management
[2 eStreamer

#— T SavelZ i@ FE Ko

User Agent

53 .#¥FirepowerB2Active Directory® 4,

SRS ARV EHE,

& AZIASDM , EfinFConfiguration > ASA FirePOWER Configuration > Integration > Realms, %
— TR

BWARA : |OLEB/MPA U —RRAE,

X¥ : AD

ADZEH, : Active Directory#9is#& ( NETBIOSE ] ) .

B fERER  HE <usemame>,

Bk EW : HEE<password>.
EADN: R HELDAP R B 1 B4 18 S EIE IS TEOU DN,
#EDN:$E E#DN.

A . R THLRE IS EMemben®iE,

> Policies
> ¥, Device Management

> @ Object Management

gp,o Identity Sources

Remote Management
[ estreamer Base DN * ‘dc=servertest,dc=com

Directory Password *

> fﬁ} Local
ﬁ System Information
Ef Updates
& ticenses Add New Realm
v ﬁ Tools
@ Backup Restore Name * ‘servertest ‘
= Scheduling
&5 Import Export Eostdlho ‘ ‘
#* Troubleshooting Type * ‘AD ‘v‘
v PQ Integration
AD Primary Domain * : ex: domain.com
@ Cisco CSI ry ‘servertest com ‘
éb Directory Username * ‘servertest\admin ‘ ex: user@domain

ex: ou=user,dc=cisco,dc=com

Group DN * ‘cn=TAC,ou=Security-Team,dc=ser\.‘ ex: ou=group,dc=cisco,dc=com

Group Attribute ‘Member “"

* Required Field

®—T "TOK. BAfEFHERE,



AR O] AR BB E EADNMADNIE,
fREActive Directory LDAPY & Wt

832 WM B A MRER Pt/ MR

EIBEADRRERIP/EHE , 5512 — TAdd directory.

EWE/IPb : BBADRRERNIPAL/EHME

8 ¥ EActive Directory LDAP#5% ( FHER{E389 ) o

Encryption/SSL Certificate: ( Wi ) ZEEMZEFMCEADRIREE < BHIER , FSEUTXE :

£ 0 O ASAFirePOWER Configurat... | 0) Configuration > ASA FirePOWER Configuration > Integration > Realms ...
» Policies

» I, Device Management
» ﬁ Object Management

4 fﬁ} Local
ﬁ System Information
&l Updates
@ Licenses
v ﬁ Tools
&%) Backup Restore
-= Scheduling .
@ Import Export Add directory
f TrouAbleshootlng Hostname / IP | 192.168.10.11
v {@q Integration Address
@ Cisco CSI Port R
ERealms _ - -
‘g’ Identity Sources Encryption {_JSTARTTLS [ LDAPi © None
Remote Management SSL Certificate v‘ ©

[3’ eStreamer

Lo

BT A UBREFMCEADRRERNER. RE , E—TOKRFEE.
SE3IURADEE.

EEBANRBADAMRSBNESEE  FEMIAAKE.
SRIATWMEAZE RN,

E 7 FlUser Download , #fADfAIRESEENEAEERE,

RALBIRGRA TR TREAENE , Y ERBRFirepowertZ HBHEADA R THERAEER
B ER S ER.

Eﬁmgﬂﬁﬁﬁiﬁiﬂgkﬁﬁﬂﬁﬁﬁsﬁ%%IncIudeiEIEo BARERAT , RETBESHEE , g
BEEMEE,


/content/en/us/support/docs/security/firesight-management-center/118721-configure-firesight-00.html
/content/en/us/support/docs/security/firesight-management-center/118635-technote-firesight-00.html

1 O © ASA FirePOWER Configurat...

» 5 Policies
> ¥, Device Management
» @ Object Management

- O Configuration > ASA FirePOWER Configuration > Integration > Realms

servertest

> {0} Local
@ System Information
;f Updates [ Directory l Realm Configuration I User Download
45 Licenses
v &8 Tools Download users and groups
Wr; Backup Restore Begin automatic download at |12 v | |AM |V | America/New York Repeat Every 24 v | Hours
= Scheduling

&5 Import Export
" Troubleshooting
v ¥ Integration

Available Groups & Groups to Include (0) Groups to Exclude (0)

s, Search by name

@ Cisco CSI
#YReaims | & Tac
% |dentity Sources

[El Remote Management

|- eStreamer

Add to
Include
Add to
Exclude

@o Device Setup

Eﬁ—j Firewall

55 Remote Access VPN
44 site-to-Site VPN

[ ASA FirePOWER Configur...

‘ ‘ Enter User Exclusion

Enter User Inclusion

E’Device Management [ Store ASA FirePOWER Changes ] [ Cancel ]

% — T f#1FASA Firepower® S A 17 BT Bl B o
BAEEREN IR — T THRZMAI THERENAE , T EFFR.

' O © ASA FirePOWER Configurat... slals) i ion > Fi i ion > ration > Realms
» E Policies
> W Device Management
» @ Object Management
» () Local
E@ System Information
:f Updates
B Licenses
v éTools
%E‘p Backup Restore
&/ scheduling
@5 Import Export
.;,’3 Troubleshooting
v ¥ Integration
@ Cisco CS
o

SRA. R S 13K,

BORBIATERAESORE, MREAERETHORE  EEBHBRKER, E2HAMN
MR MERERER SRR H (RBAC).

Cisco CSI Realms “ Identity Sources " Remote Management " eStreamer l

¥ Compare realms &) New realm

Name | Description | Type | Base DN ‘ Group DN Group Attribute | State |

servertest AD dc=servertest,dc=com cn=TAC,ou=Security-Tean member &0 |i, & \L

SRANRFRERAE (DS 0RE) .

Active AuthenticationfE BB P ERBMAEAERBNER , UEBR A ETERNERE S G
c AERBBERSNRIFAMUEANTIME DRFBUFRAXREFEAE. NTLMERWebE
ERRBENBERSNBREEN. TBHEORIEASERNRRIEAENS . TREBNS
EREIE

1. HTTPEARRMA : EEESD , ANBAIRTIWAEHERR.

2. NTLM: NTLMfEAWindows T{EsL Bk , I F FAWeb@I W EFBdActive Directory# 1T, &
RECRRBTHANTLMEBORE. FAESOBRBUEHEFNEST , TRABR. TAE
AERGRENRTEAMER,



3.HTTPIGRE : EHBEE+H  RREHACANTLMETHOBE  WRAK , BIRAREA
HTTPEASHRFERBEARRSE , WRT—EHFES RREDMER EBE.
4. THTTPH#M, K : ERHTTPEAZFEML , BR , EHRTEAERFORBRRITEE
BOHTMLREH,
SEZERBERMANTIME BRENBESE , it | BT URRBERIEFRAANTLMES 3 5F

EReHERHRANRHARE  SEEFORBRILREARRARFEENLARANAREE
=4

Generate a sinple self-signed certificate using openSSL -

Step 1. Generate the Private key
openssl genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openssl req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openssl x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

Efin 2| Configuration > ASA FirePOWER Configuration > Policies > Identity Policy.  REEEZE
Active AuthenticationZ 5| 2% , /A% 1£Server Certificate;2 1B+ , IR—TER(+) X FEA
openSSLEEELE—SHELNBENALRESE® L WTEMT

) © O ASA FirePOWER Configurat...

v Policies
3 Access Control Policy
» @& Intrusion Policy

| Files
5 ssL .
1 Actions Alerts Add Known Internal Certificate
e:i, Identity Policy I . ‘S o
() DNS Policy ame: | Server_Ce ‘
> I Device Management Certificate Data or, choose a file:
» @ Object Management BEGIN CERTIFICATE
> 4 Local ) MIIDKDCCAVMGAWIBAGIJAPTN5TIH1yBdMAOGCSqGSIb3DQEBBQUAMIGNMQSWCQYD
B9 System Information VQQGEWJITJELMAKGAIUECBMCSOEXEJAQBGNVBACTCUIBTKABTE9SRTEOMAWGALUE
af Updates ChMFQOITQO8XxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRQOEUC2VydmVydGVzdC5j
g L b20x1zAhBgkghkiG9wOBCQEWFGFKbWIUQHNIcnZIcnRIc3QuY29tMB4XDTE2MDUx
icenses (ODE1MzEONVoXDTI2MDUxNjE1MzEONVowgYO0xCzAJBgNVBAYTAKIOMQswCQYDVQQI
v & Tools EWJLQTESMBAGA1UEBXMIQKFOROFMT1JFMQ4wDAYDVQQKEWVDSVNDTZEMMAOGA1UE
&) Backup Restore CxMDVEFDMRoWGAYDVQQDEXFDQS522XJ2ZXJ0ZXNOLmNvbTEjMCEGCSqGSIb3DQE]

, ARYUYWRtaWS5AC2VydmVydGVzdC5jb20waZ8wDQYIKoZIhveNAQEBBQADGYOAMIG)
= Scheduling

@5 Import Export Key or, choose a file:

" Troubleshooting BEGIN RSA PRIVATE KEY-----

v ¥ Integration Proc-Type: 4,ENCRYPTED
@ Cisco CSI DEK-Info: DES-EDE3-CBC,B3542C7C670DCI17
< Realms mLeuBJX5T2apbAnOLR +sLYAPGIKxiXigDjR/1RM3WDPK3WHnCvn7Rdwkvw3xbdBC
iy Identity Sources G6u2y+IOWNIICEsfg4ItjX2Imbkp6LaX0fhlJunUbktSjAKvmiZcIno0JipkfQi3
Remote Management kHhebQGTTYWQFXXCC923aj2vitiSZN2FD/4cz+alRc5yekPEPpWIUG7KKi2cy 1/i
EF estreamer LDFOB421fgxqALIVNKCfuXXzY7x6cbpc0ZjBBAuIgKIRABWCaSKyP-+4ZE/I77NV
thYSoMwBUKRSBIJLTI1/-+YpWFT2bBx4g6iQnaU04R0osakCBKAQLLIWI49GpOIP2

| Encrypted, and the password is: ‘

J &, Device Setup [ Store ASA FirePOWER Changes ] [ Cancel ]

ASDM-IDM
bl |

Remote Access VPN ‘

‘ 1 site-to-Site VPN |

RE , H—TAddruleARBIBEE—ERE , WBIFRIEESActve Authentication, EEXEAHK
AEREEMRINE/EEES. F/EERK,

BfnZlRealm & SettingsiBE <, 2L —FTHEEMN THIEEFDEERealm , AERZHEEH
BRIRIE A T BLE E HhiE FAuthentication Type.



U O ASA HIrePOWER Contigurat... O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy

v =) Policies

B Access control Policy Defalilt Tdentitv Palicv You have unsaved changes
> @ Intrusion Policy Add Rule 2 X
Files
8 ssL Name | Active_Authentication| Enabled Insert | into Category v Standard Rules N
ﬂ Actions Alerts
Identity Policy Action | Passive Authentication v | Realm: servertest (AD)  Authentication Type: HTTP Basic Exclude HTTP User-Agents: None

) DNS Policy
> I Device Management [ Zones I Networks l Ports ] Realm & Settings

» @ Object Management

O |

‘g Realms Medium 11

> 4 Local Realm * servertest (AD) v [
B System Information Use active authentication if passive authentication cannot identify user
j Updates ‘
Y Licenses Identify as Special Identities/Guest if authentication cannot identify user —
v & Tools Authentication Type HTTP Basic v —
=
«2) Backup Restore Application Filters ¢& Available Applications (83) & Exclude HTTP User-Agents (0)
o Scheduling , Search by name ‘ ‘ Search by name ‘ N
&5 Import Export
< Troubleshooting 4 gl Risks (Any Selected) ~] ABC L
v ¥4 Integration Very Low 19 ~] AdobeAIR Add to Rule
@ Cisco CSI a Low 40 ] Advanced Packaging Tool

AirPlay

©06e66

% Identity Sources High 6
E Remote Management -
| eStreamer

| Amazon Instant Video

* Required Field

Add Cancel

HRR4. 258 BRI S NASAR B .

$B1.EHXBEEBEISourcefire AETHREMN BT E.

ASA(config)# access-list SFR_ACL extended permit ip 192.168.10.0 255.255.255.0 any
ASA(config)#

ASA(config)# class-map SFR_CMAP

ASA(config-cmap)# match access-list SFR_ACL

ASA(config)# policy-map global_policy
ASA(config-pmap)# class SFR_CMAP
ASA(config-pmap-c)# sfr fail-open
ASA(config)#service-policy global policy global

S22 EASA LE B a5 AR SR B ERFI P

ASA(config)# captive-portal interface inside port 1025

Active AuthenticationportTCP 1025

SRAEREA (HBSHRE) .

EHBERRES  BEEERAERALREHNEADETHHRER | Firepowerff AEREBRADNZ
2 HAFRPWmBAERE — IPHMREFMEAYL EFirepowertE B Atk EA ., Firepowert& #8 1 FiELLFE
MEREREIHERS,

ERERBHEMHEFRL | BE—TAddrueARBIEE—ERTE , AR EIZEActiontE BPassive
Authentication. EEEAHBMAFAE B HRENR/ B EESE, F/ B EHK,

Bz AENRE B8, 2F R THEEd RS E L - SHREN THIRE,



MABRDRBELEDNEAES D  BUNELRBERLEERTHRE  WTEMT

) O O ASA FirePOWER Configurat...

v Policies
3 Access Control Policy
» @ Intrusion Policy
| Files
o ssL
‘ Actions Alerts
(2 DNS Policy
> W Device Management
> Q Object Management
> fﬁj Local
ﬁ System Information
gf Updates
Licenses
v ﬁ Tools
@ Backup Restore
ﬁ Scheduling
&5 Import Export
f Troubleshooting
v ?a Integration
& Cisco CSl
é'g Realms
é?v Identity Sources
Remote Management
B eStreamer

Add Rule ? X

Name |Passive_Authentication ‘ @ Enabled Insert ‘below rule “" ‘1 ‘

Action ‘Passive Authentication ‘V‘ Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents:

[ Zones I Networks I Ports I

Realm & Settings

Realm * ‘ servertest (AD)

Iv|&

|| Use active authentication if passive authentication cannot identify user

* Required Field

J(

[ aw cancel |

BRI, #&— TEFASA Firepower B R 7 S KM E.
25 BR5. B0 R 75 2 UK M

EfinElConfiguration > ASA FirePOWER Configuration > Policies > Access Control Policy.

# —Tldentity Policy ( ZRI £/ ) , R TRIBEFEZEIdentify PolicyBEEL—FHEE , REKR—
TOK , BT R

) O © ASA FirePOWER Configurat...
v Policies
E:3cce- Conrlpolo|
» @ Intrusion Policy
" Files
£ ssi
H Actions Alerts
& Identity Policy
(2 DNS Policy
> I, Device Management
> @ Object Management
4 fﬁj Local
System Information
gf Updates
B Licenses
v ﬁ Tools
@ Backup Restore
& Scheduling
&= Import Export
49 Troubleshooting
v 9@ Integration

@ Cisco CSI

B—T B ZEHRA

ASA FirePOWER

Identity Policy

‘ Default Identity Policy

Revert to Defaults

AEME EAE LRFEKAHBHATHREFRUNERE

, MARERR , REE—TAd.



O O ASA FirePOWER Configurat.. | 0) Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy

v )= Policies

b:dAccess Control Policy ASA

» @ Intrusion Policy

h Files Default A”ow A” Trafﬁc You have unsaved changes

1 ssL

ﬂ Actions Alerts
Identity Policy Add Rule 2 %

Enter a description

) DNS Policy
> ¥ Device Management Name || Enabled Insert | below rule v |1
» % Object Management
> 4o} Local

@ System Information
:f Updates
1] Licenses Available Realms ¢ Available Users ¢ Selected Users (1)
v ﬁ Tools ‘ \ Search by name or value ‘ \ Search by name or value £ servertest/TAC
S
= Backup Restore &) Special Identities @ servertest/*
= Scheduling P et
&5 Import Export | S servenes
' Troubleshooting
v % Integration
@ Cisco CSI
‘o Realms
“y ldentity Sources
@ Remote Management

Action  « Allow v IPS: no policies  Variables: n/a Files: no inspection Logging: no logging

[ Zones I Networks ] Users ] Applications I Ports ] URLs ] ISE Attributes Inspection ] Logging ] Comments

sunil

-
8

@" eStreamer I

) - add [ cancel
&_) Device Setup

% —T fE1FEASA FirepowerE ¥ R Fa B HI R ELE
S PR6. T EBAH B FIKNE

BB REDBIAEIRHIRE, ERARKE 2  CERIEELNFERHRKEESBBNER. &8
EEWRHEINRAR , FiE—THRALZFHRFrePOWEREHIRE , REEEHBEEPEZ—THH
®,

BHEE : 7E5.4.xhRA | ENGHRRREER BIRAES | EEEIEApply ASA FirePOWER
Changes

&t : B FMonitoring > ASA Firepower Monitoring > Task Status, FERIEH%E K IER
i B 2l

SR EREREEHS

Bfin ZlMonitoring > ASA FirePOWER Monitoring > Real-Time Eventing , A& FEANRER
Bl

R

FERAXHAS , BRENEARRSEEERE,

B & FAnalysis > Users , UBEEREHBENERAERI/ MILLN/ERAE — IPHE/FEUR A,
Firepoweri#fAFIfE A ER B2 M ER (B SRR )

Firepowert& fA A TCP1£3306 , MEREAEREBERZKERAETEBAFER,
5 T B FEFirepowertZ i IRIEAREE |, BEFMCHERA LT,



admi n@i repower: ~$ netstat -tan | grep 3306

AEFMCLETER WE , UREEERERENER.

adm n@i repower: ~$ sudo tcpdunp -i ethO -n port 3306

FMC#Active Directory 2 ;B4R

Firepowert& #H 5 Fi TCP#& 389 Active Directory i 3R fif i & B #IEE
TEFirepowertZ i BT E R D8 LB FE B Active Directory HIiE#R

adm n@ i repower: ~$ sudo tcpdunp -i ethO -n port 389

BEARIEETEANEREBBRESENADNEREERENEHFT AT,
RERSEE A YRARCSTRAEAEMEY A EREEERESHER,

i B|Monitoring ASA Firepower Monitoring Task Status ( E5#ASA FirepowerE5 32 {E #ik &&
), YHRREKREAEMTEHKIITER , W TEFRTR.

ASARRRIR R 2 MAER (D EHRE )

FHEMERE , BR1EFirepowertd il & 3 K BE FASA ( captive-portalin © ) #F IEFEELEFE ML,
BN T , ASAFIFirepowertE A {EETCPIES85 L1 /E 8 B 175 =% o

FERFTIDRARHEGPFE , FEASALETHGT.

ASA# show asp table classify domain captive-portal

I nput Table

in id=0x2aaadf516030, priority=121, domai n=captive-portal, deny=false
hits=10, user_data=0x0, cs_i d=0x0, flags=0x0, protocol =6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=19.19.19.130, mask=255. 255. 255. 255, port=1025, tag=any, dscp=0x0
i nput _i fc=inside, output_ifc=identity

Qut put Tabl e:

L2 - Qutput Table:

L2 - | nput Table:

Last clearing of hits counters: Never

B2 I R L Y SR R R
RAESHEMPEREERD. SORBUR, EAZREMRERML
RE{R 5 19 55 B 575 9 22 5 SR s E E BB

E i B|Monitoring > ASA Firepower Monitoring > Task Status3t #E{R SR B& B K I TR o
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