BEIBASDMERA RN ZERRREBIPRRE
(BMENER)

B &

B

HERY

ER

BHA T4

BEEFH

Z 2B RFEBIAR
FERIPHuFIER M ERENS MO EE
BYELZEIPHINBEESSE
fliE 22 1B 3R

SR 2 55 5 1% 1 3R B
ZEBRNEHER

B

bad i3z]3:

HHEEEF

s

AERNMEINLZLFHR/IPHUBBUAREERAERRPVUN BT/ EDRERHIPRRE (H#H
) WARRE,

DEGRYHF

/R
SREBEBREUTESE

-ASA ( HBEZREKE ) FAME. ASDM ( HEEZ2REEER ) A&

. FirePOWEREE & &3

BRA T
XN ETRARIRA T KA E AR -

- BITHEMRAS.4.1 R ESMRAKASA FirePOWERAZ#H (ASA 5506X/5506H-X/5506W-X, ASA
5508-X, ASA 5516-X)

. BITEBEARAN6.0.0% B S AR A HIASA FirePOWER1E#H (ASA 5515-X, ASA 5525-X, ASA



5545-X, ASA 555-X)
ANHFHNEFRRBEREEREREANEERMEL. XPEAINMBEREERREHER (AR
) AEREREE . MREHEREEER , FRACCHEBIMNES TRERNEE,

TREMA
BERZeBHRBLETHERNIPHIESER , EL bt #RCisco TALOSEIBEE A EETE.
Cisco TALOSHEERERSAEEZEH RS LIPibit ( MNKRBHENEZIERE, MERINAKE
%) K, BEEE.

Cisco IP Security IntelligenceR IR #t L& &, Bogon., Bots., CnC, Dga. ExploitKit, EZEE,

Open_proxy, Open_relay, #E&IM, &R, [REH, ATRNERE. FirepowertR M E R4t
TEIREE P BRTRNIEE,

R RHREIR
UTRERATEZEBRHRT2BATEAERNIPHUESHFINESE
WEE P ES | 3B i it 7 H R ROR 2 5 I R A R A R AR
EEER  EEOETERRSEDRREMHEENIPHES,
MEBENRA  TEMERASERRIEEAERACRAEEBNZREHBRANTIHMES,
WREBY . CREABEIREBERNERES,

BBA  FAERBRN -2 TBSRTHEANERMRIZHREFNEIRES,
CnC:EREACAEBRMENZHARFOEIRES,

;&III

OpenProxy: 2 i€ 1TOpen Web KB W IR EZWeb B ERIEH EHES,

OpenRelay: 2 AR AR BHNBRNARBEECANESEFBATEBRBHNEIRNES,
TorExitNode: 2 &1 & Tor AnonymizerfB& 1R A H BT B IR T WM E S,

B8R APREEEEARENIPHIUNES.

A& BRASRERY RN ETDHRAEPHIPHIES.

B : WESEHRINIPHUBRAZFREZTH.

FORIPHIFANSEHEREENSEEORE

Firepowerff{ R EMER EIPHi BAREEETEHE  SHEME LM ERES, MRS
ERMREREREREIPH U IR L IPtiat | BRI LS IPHuE FTI8 R €M AR E, MR
{F TP #b 11 37 18 2 Global-Blacklist/Global-Whitelistd |, Bzt &7 Bl4 % , EEERA R,



% IP i 11t 3718 B Global-Blacklist/Global-Whitelist , 55&fi1 Z|Monitoring > ASA FirePOWER
Monitoring > Real Time Eventing , #$/8 BREEEREH L , AREEView Details,

B RIPHEuE s B ZIPH Ut FTIE R 2 B BB E/2EM ARE, F—TEditiRift , AR EE
Whitelist Now/Blacklist Now , #§IP{it 3182 BB E | W BT

Monitoring = ASA FirePOWER Monitoring = Real Time Eventing

Real Time Eventing

+ | | All ASA FirePOWER Events | | Connection | | Intrusion | | File || Malware File | | Security Intelligence

Filter
Rule Action=Allow *
Wl Pause RefreshRate | 5 seconds ~ | 1/25/16 9:11:25 AM (IST)
Receive Times Action First Packet Last Packet Reason
1/25/16 9:09:50 AM Allow 1/25/16 9:09:48 AM 1125116 9:09:49 AM
{ID Wiew details
1I|"25I|"IE SQ:07:36 AM Allow 1.."25_."1,_ R ] It 9:07:03 AM
1/25/16 9:07:07 AM Allow 1/25/16 9:07:06 AM 1/25/16 9:07:06 AM

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing

Real Time Eventing

Initiator Responder Edit
Initiator IP 192.168.20.3 |\ Responder IP 10.106.44.5F
Initiator Country and ':ﬁitelist MNove Responder Country and

Continent Blacklist Mow Continent

Source Port/ICMP Type 60297 Destination Port/ICMP 42153

FERIRABFIPHURE MBI M EBELE 2N AEE , FFEMEIConfiguration > ASA
Firepower Configuration > Object Management > Security Intelligence > Network Lists and

Feeds , A% #m#EGlobal-Blacklist/£B M AR H . &iE ] LAE AdeletetZ i 1£75 B M BR1E[IP1b

b1

ByRBEIPHINEAERER

Firepower REFEEZ VAT AR ERE (ML ) WEERME/IPHhUEE, B=FHETUREE—
Lo

1. B LGPt B AXAER ( BT —EIPH#it ) WAEER EEFFirepowertiil, EE L&
B = , FEMFConfiguration > ASA FirePOWER Configuration > Object Management >
Security Intelligence > Network Lists and Feeds , A& 25i2Add Network Lists and Feeds

EZE ECEHERBENEE. Type: R TFHIREFIRIBList, HEEE . B
Browse A E R EH N AIER, EEFEEUpload A LEEER,

2. WAL EME=FIPERNERARBERBEE , FirepowerfE iB S B #& 58 = 77 (7 IR 25 SUBEREX

IPiitiEEE ., ERELEE , 758 M Z|Configuration > ASA FirePOWER Configuration >



Object Management > Security Intelligence > Network Lists and Feeds , #A#% 2i#Add

Network Lists and Feeds
EWIEEEEERNERE,

Type:ft FALE R fiBEFeediZ IR,

JRURL:3E EFirepowert& #H FEE 4R ZI 1Y R R 2FAYURLIE T &R,

MD5 URL:#5E 5 EE U BERURLEE,
EFAR  BEERBRERIIURLR @ MRERH KRR,

Name:

Type:

Upload List:

Security Intelligence for Network List / Feed

Custom_Feed |

List

C:\fakepath\Custom_IP_Feed.

Mame:
Type:
Feed LRL:
MDS URL:

Lipdate Frequency:

Security Intelligence for Network List / Feed ? X

Custom_MNetwork_Feed

Feed b

http://192.168.30.1/blacklist-IP.txt

(optional)

30 minutes b

[ Store ASA FirePOWER Changes ][

Cancel |

BEEZE1EH

ERERZLER , FEMEIEE> ASA Firepowerlii >R > MAHEK , BERRLERER.
R TRAHKRTRER , BB ARR/RBEI AR/ L EERIPibu Y ER,



SERLARR BRI RUA BESACsk , MBRRPAIEE.

MRERAEREBIPERENSEY , MARMALER , AlIR—THER , E#EMonitor-only(not
block) , I FEIFTR :

Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy sy
ASA
DEfaUIt A”OW A” Trafﬁc You have unsaved changes

B ] Status: Folicy Up-to-date on device

Identity Policy: MNone SSL Policy: Default SSL Policy
Rules I Security Intelligence I HTTP Responses I Advanced

Available Objects ¢ &3 Available Zones & DNS Policy: Default DNS Palicy [ f
, Search for a Network &% any Whitelist (2) Blacklist (7)  Enable logging
I Networks l URLs Netwiorkes -
&) Attackers /! Global-Whitelist (Any Zone) [ w Global-Blacklist (Any Zone) 3§ @
& Bogon \'\:'g\l-?igeficslt URLs =) Attackers (Any Zone) X G
& Bots — i Global-Whitelist-for-URL (AnfT =) Bots (Any Zone) X G
= cnC Block
=/ Malware

Monitor-only (do not block) I

=/ Open_proxy
=) Open_relay
=) Phishing

Select All

Delete

-

. Stnre ASA FirePOVWWER Channee | | Cancal |

i#1Z1# 1B Store ASA Firepower Changes A 1FACK I E

HB38 Bh [ 2 5 SR

EFEEQEN  LEANESBRGRE, TRAXE Y  F2RETKELNSBERHRKRES
BRI o

EREREB R BURIES , 5cik — T Deployifi##ZDeploy FirePOWER Changes , A& EHE HRE
Fi&ZDeploy A EB FE X,



File View Tools Wizards Window Help

@) Home O%Emﬁgwamn[;lhhmtuognephr | ¥ Refresh oam Qan-'"un‘ D we

Device List eﬂeplﬂy FirePOWER Changes Ctrl+D
& add [ Delete & Connect

Save Hunnmg Configuration to Flash  Ctrl+5
; e R e e Bt e

Deploy Policies Version:2016-01-05 09:09 AM

[+ System Policy: Default
D Sensor Palicy: firepower
D Access Control Policy: Default Allow Al Traffic

Y i-Intrusmn Policy: Balanced Security and Connectiviby
D - Intrusion Policy: IPS_Palicy
& - DNS Policy: Default DNS Palicy

: 5.4.xASA FirePOWER

> ASA Firepower>

REWRVEHER

ERRFirepowertlB N T2 B3R , HEME B> ASA FirepowerBsiE>EIRF =4, 1Ei1ESecurity
IntelligenceiBE ., EXEEREY , M TEMR

> ASA FirePOWER itoring > Real Time
Real Time Eventing
IEI ‘ All A\'[E'}FirePOWER Events ‘ Connection | | Intrusion || File || Malware File || Security Intelligence
Filter
| §ll Pause Refresh Rate | 5 seconds ~ | 2j9/16 1:03:31 PM(IST)
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP
2/9/16 1:01:48 PM Block 2/5/16 1:01:47 PM 1P Block 152.168.20.3 184.26.162.43




R

BRIRBERARLERNEBRERERF.

REREGF

AETHRAZEBEHRFEREFTN , FEME/Configuration > ASA FirePOWER Configuration > Object
Management > Security Intelligence > Network Lists and Feed , S & X EFRAVEFRE, " LLE
1 TimE) RMURERENNER,

Configuration > ASA FirePOWER Configuration > Object Management > SecurityIntelligence > Network Lists and Feeds
|_ Update Feeds | | (&) Add Network Lists and Feeds | |- Filter
MName Type

Cisco-Intelligence-Feed

Last Updated: 2016-02-08 10:03:14 e &
Custom_Feed Feed &
Global-Blacklist List &
Global-wWhitelist List e

HER B BT ST AL R HI R BEE0E
ERZeRHRUABRRERDTHEL.

» Cisco ASA FirePOWER
» -Cisco Systems
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