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ASA
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aaa-server ISE_AAA protocol radius
aaa-server ISE_AAA (Outside) host 10.31.124.82
key ciscol23

Anyconnect

webvpn

enable outside

anyconnect image diskO:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group Defaul tWEBVPNGroup general-attributes
address-pool Remote_users
authentication-server-group ISE_AAA

group-policy DfltGrpPolicy attributes

banner value ###YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL RESOURCES###
vpn-simultaneous-logins 0

vpn-tunnel-protocol ssl-client

group-policy RADIUS-USERS internal

group-policy RADIUS-USERS attributes

banner value YOU ARE CONNECTED TO ### RADIUS USER AUTHENTICATION###
vpn-simultaneous-logins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-list value SPLIT ACL

group-policy RADIUS-ADMIN internal

group-policy RADIUS-ADMIN attributes

banner value YOU ARE CONNECTED TO ###RADIUS ADMIN AUTHENTICATION #i##
vpn-simultaneous-logins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1list none

BiEE - LB E RGP , A LURIBISER B A KB 2 ELig B EAnyconnectE A&, HAE
AEAREREREANIREE , Bt ERE Default WEBVPNGroup tunnel-group ¥
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DfltGrpPolicy ¥, iﬁ‘T—IU\EDfItGeroIlcy,%ﬂTEE,Evpn-&multaneous-loglns 0, R LZEH
REEH B2 & BIBVPNETER.



ISE
HER1. G ASART B 2IISE,

Hit SR+  SESEE>-MBRRE>-FREE,

“tieas  ldentity Services Engine Contexd Visibality » Operations » Palicy = Administration » Work Centers
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Network Devices
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* Mame | ASAw ‘
Dwvice Security Settings -
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" Device Profile | &% Cisco | » &

Software Version

* Metwork Device Group

Location |4l Locations ] Sat To Dafault

IPSEC |Ho & Set To Default
Device Type [ u) Device Types @ | | SetTo Default

|+ RADIUS Authentication Settings

RADNUS UDP Settings
Protocel  RADIUS ‘

® Shared Secret | gisoo123 Hide
Use Second Shared Secrat [] 4
Show
CoA Port | 1700 Sit To Default

RAMMUS DTLS Settings
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Engine Home + Cont

» System |~ Identity Management ¥ Network Resources  » Dievice Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

» Identities  Growps  External ldentity Sources  Identity Source Sequences  » Settings
—

Identity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
Identity Grou
& o) y Sroup
— n “Name | RADIUS_ANYCONNECT
b i
* Endpoint Identity Groups Description

User [dentity Groups
=

Member Users

Users Selected 0 | Total 1 B 55

4 hdt ~ | odete - o —
Status Email Username ~  First Name Last Name

[ @@ Enabled 4 usarl

SER3 AL & B DB B

HEEREBBE RN S0E. SHEE>-50>FRE,

» Operations * Pol ~ Administration

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

Groups  Extemal Identity Sources  Identity Source Sequences  » Settings

isas ° Network Access Users
Latest Manual Network Scan Results / Edir <k add [ change Status +  @2import @ Bxport + HDekte - @y Duplcate
Status Name = | Description First Name Last Hame Email Address User Identity Groups Admin
m] B Enabled 9 userl | RADIUS _ANYCONNECT
0O B Enabled 9 user2 RADIUS_ANYCONNECT_USER
[0 @ enabled 2 user3

TRABNFHE,
ERGTERMNREE , R (FIEEERR ) iR, BfnZElPolicy>Policy sets.

Policy Sets ~ Profiling  Posture  Client Provisicning  * Policy Elements

Policy Sets

@ Status  Palicy Set Name Description Conditions. Allowed Protocols / Server Sequence  Hits  Actions  View
@  HewPolicy Set 1 I;! DEVIGE Device Type EQUALS All Disice Types I Default Network Access v I 27 o >
@  Detaut Default policy set Default Natwork Access e+ 0 o S

SRS B ZERE,
B EEBEGRGNFRERELICE 5548,



Poicy Sets | Profling  Posture  Clisnt Prodsioning  » Palicy Elements

Policy Sets = New Policy Set 1

Status  Policy Set Name Description

@ HNewPolicy Set 1

¥ Authentication Policy (1}
¥ Authonization Palicy - Local Exceptions.
* Authorization Pelicy - Global Exceptions

w Awthorization Policy (3)

Conditions

DEVICE Device Type EQUALS ANl Device Types
] W

Non_Cisco_Profiled_Phones

Non_Compiiant_Devices

o

Mllowed Protocols [ Server Sequence Hits.

Default Netwerk Aceess » ~ a7

Metwork_Access_Authentication_Passed (D)

Results
o Status  Rule Name Conditions Profiles Security Groups Hits  Actions
G DEVICE Devies Typs EQUALS All Deviee Types
# @  ISE_CLASS_ADMIN AND + v 7 0
I A IdontityGroup Name EQUALS Usor Identity Groups RADIUS_ANYCONNECT I
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Description |

Authonzation Eromes "
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Downloadable ACLs
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Track Movement [
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» Advanced Attributes Settings

[Radius:Class 0| = [raDWS-ADMMY i
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¥ Attributes Details

Access Type = ACCESS_ACCEFT
Class = RADIUS-ADMIN

=
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il Identity Services Engine Homs  » Contost Visibility  » Oporations [ O@l * Administration  + Waork Contors License Warming & @

Poicy Sets | Profiing  Postwie  Client Pravisioning  » Policy Elements
Policy Sets = New Policy Set 1 m m
Stalus  Policy Set Name Description Conditions Allowed Protocals / Server Sequence  Hits
@ MNaw Policy Set 1 E  DEVICE Device Type EQUALS All Dimico Types Default Netwark Access x v

¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions.

+ Authorization Policy (3)

Results.

Status  Rule Name Caonditions Frofiles Security Groups Hits  Actions.
g oe
# @  ISE_CLASS_ADMIN AND + ]
E
o] ANE ot + o
US, C
@ + o ]

HEUEE RS S | B LR BEE M EIBISER EHARE 2B A EEAnyconnectEA &,

RER AR

BB AW {EEEIIEE 2 — £debug radius, THER T AAATIASAETE & B fradius B 0 B EBEE RN 5 4
BEEENFMEES.

debug radius
B— ﬂﬁ%%lﬁ%ﬁ%mm%a%waoﬁﬁﬁTuéU%ﬁ%%mmxmvmuﬁﬁ
REFLECTED , AR EMRRFBEHIBRNEMY (EARBIF A class'BME ) o

test aaa-server authentication

THeBR

£ EiRuser B E RHIF , IRIBISER E , BARADIUS-ADMINAE KBS , i RiE1THIF aaa-serverdt
F&dradius , BITLIBRRZEE., %&ﬁﬁm%%ﬁﬁ%ﬂﬁﬁ%o

ASAv# debug radius
ASAv#test aaa-server authentication ISE_AAA host 10.31.124.82 username userl password *****

INFO: Attempting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADIUS packet decode (authentication request)

Raw packet data (length = 84).....

01 le 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 | T..|.X"5".|Hs
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1lc | ...t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | e.c...F.5.R.o...
1f 7¢ 55 05 06 00 00 00 06 3d 06 00 00 00 05 la | [U...... = ...
15 00 00 00 09 01 Of 63 6f 61 2d 70 75 73 68 3d | .. coa-push=
74 72 75 65 | true

Parsed packet data.....



Radius: Code = 1 (0x01)

Radius: Identifier = 30 (0x1E)
Radius: Length = 84 (0x0054)
Radius: Vector:

Radius: Type = 1 (0x01) User-Name
Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

Radius: Type = 2 (0x02) User-Password
Radius: Length = 18 (0x12)
Radius: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f |
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.31.124.85 (0x0A1F7C55)
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x6

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 21 (0x15)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 15 (0x0F)

Radius: Value (String) =

63 6f 61 24 70 75 73 68 3d 74 72 75 65

send pkt 10.31.124.82/1645

rip 0x00007£03b419fb08 state 7 id 30

rad_vrfy ()
rip 0x00007£03b419fb08
chall_state ''
state 0x7
regauth:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

info 0x00007£03b419fc48
session_id 0x80000007
request_id 0Oxle

user 'userl'

response '**x*!
app O

reason 0

skey 'ciscol23'
sip 10.31.124.82

type 1

RADIUS packet decode (response)

response message verified

Raw packet data (length =

188) ..
02 le 00 bc 9e 5f 7c db ad 63 87
37 3d 7a 35 01 07 75 73 65 72 31
75 74 68 53 65 73 73 69 6f 6e 3a
63 35 32 52 71 51 47 52 72 70 36
65 4a 39 76 4c 54 6a 73 58 75 65
70 44 45 61 35 36 34 66 52 4f 44
52 41 44 49 55 53 2d 41 44 44 49
43 53 3a 30 61 31 66 37 63 35 32
72 70 36 5a 35 66 4e 4a 65 4a 39
58 75 65 59 35 4a 70 75 70 44 45
52 4f 44 57 78 34 3a 69 73 65 61

cl
43
61
35
35
78
19
71
4c
35
79

bb
52
31
66
4a
34
50
51
54
36
32

03
65
66
de
70
19
43
47
6a
34
34

ACB67CES55822355E8E7C4873049F8C74

41
61
37
da
75
Oe
41
52
73
66
2f

userl

.@.C...F.5.R.0

coa-push=true

7=z5..userl.CRea
uthSession:0alf7
c52RgQGRrp67Z5£fNJ
eJ9VLTjsXueY5Jpu
pDEa564 fRODWx4 . .
RADIUS-ADMIN. PCA
CS:0alf7c52RgQGR
rp6Z5fNJeJ9vLT]s
XueY5JpupDEa564f
RODWx4 : iseamy24/



33 37 39 35 35 36 37 34 35 2f 33 31 | 379556745/31
Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 30 (0x1E)

Radius: Length = 188 (0x00BC)

Radius: Vector: 9ESF7CDBAD6387D8C1BB0341373D7A35

Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 userl

Radius: Type = 24 (0x18) State
Radius: Length = 67 (0x43)
Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35 | 1f7¢52RQQGRrp675
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35 | fNJeJ9VLTjsXueY5
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78 | JpupDEa564fRODWx
34 | 4

Radius: Type = 25 (0x19) Class

Radius: Length = 14 (0x0E)

Radius: Value (String) =

52 41 44 49 55 53 2d 41 44 44 49 4e

Radius: Type = 25 (0x19) Class

Radius: Length = 80 (0x50)

Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51 |

47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 |

6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36 |
|
|

RADIUS-ADMIN

CACS:0alf7¢c52RgQ
GRrp6Z5fNJeJ9VLT
jsXueY5JpupDEa56
4 fRODWx4 : iseamy?
4/379556745/31

34 66 52 4f 44 57 78 34 3a 69 73 65 61 64 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31
rad_procpkt: ACCEPT
RADIUS_ACCESS_ACCEPT:
RADIUS_DELETE
remove_req 0x00007£f03b419fb08 session 0x80000007 id 30
free_rip 0x00007£03b419fb08

radius: send queue empty

INFO: Authentication Successful

5 —ERE Luser1BiBAnyconnectEMREF R E TEN /5% , A show vpn-sessiondb
anyconnectis B HISEE B M 5 Bl AV A SR BE

normal termination

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl Index
28

Assigned IP 10.100.2.1 Public IP 10.100.1.3

Protocol AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License AnyConnect Premium

Encryption AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256

Hashing AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx 15604 Bytes Rx 28706

Group Policy : RADIUS-ADMIN Tunnel Group DefaultWEBVPNGroup

Login Time 04:14:45 UTC Wed Jun 3 2020

Duration 0h:01m:29s

Inactivity 0h:00m:00s

VLAN Mapping N/A VLAN none

Audt Sess ID 0a6401010001c0005ed723b5

Security Grp none

T HBR1

mMRAnyconnect L S ERFE AR , W HISEFAREJECTEE, ZEERBEAERCHERE



SOERE K REZRRETER, SHIBRMESERRRE>-FARRA.

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 21 00 14 dd 74 bb 43 8f 0a 40 fe d8 92 de 7a | N
27 66 15 be | 't
Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 33 (0x21)

Radius: Length = 20 (0x0014)

Radius: Vector: DD74BB438F0A40FED892DE7A276615BE
rad_procpkt: REJECT

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000009 id 33
free_rip 0x00007£03b419fb08

radius: send queue empty

ERROR: Authentication Rejected: AAA failure
aluil dentity Services Engine

Overview
Event 5400 Authentication failed
Username userl
Endpoint Id

Endpoint Profile

Authentication Policy New Paolicy Set 1 >> Default
Authorization Policy New Policy Set 1 == Default
Authorization Result DenyAccess

Authentication Details

Source Timestamp 2020-06-02 23:22:53.577

Received Timestamp 2020-06-02 23:22:53 577

Policy Server iseamy24

Event 5400 Authentication failed

Failure Reason 15039 Rejected per authorization profile

Steps

11001

Received RADIUS Access-Request

11017 RADIUS created a new session

1117 Generated a new session ID

15049 Evaluating Policy Group

15008  Evaluating Senice Selection Policy

15046 Queried PIP - DEVICE Device Type

15041 Evaluating ldentity Policy

22072 Selected identity source sequence - All_User_ID_Stores
15013 Selected Identity Source - Internal Users

24210 Looking up User in Internal Users 1DStore - user!
24212 Found User in Internal Users |DStore

22037 Authentication Passed

15036  Evaluating Authorization Policy

15048  Queried PIP - DEVICE Device Type

15048  Queried PIP - Network Access. Userlame

15048  Queried PIP - IdentityGroup.Name

15016  Selected Authorization Profile - DenyAccess
15039  Rejected per authorization profile

11003  Returned RADIUS Access-Reject

BHRE : EARTRBIH |, user! REEMEIER & & MEABRB. Rt , ©&EfADenyAccessiEFEE
New Policy Set 1 T B FEE S A RMFNBERM, TUETERBEREPRBILRESRA
PermitAccess , L AFFR BRI ERE S HENERAEETHHRE.

FTEER2

R Anyconnect £ #Y & 58 38 5k B B AR IR BESR BE BPermitAccess , RBIiEZ 51 5E. B2
, Radius &/ R F RclassB M , F b H &N DAtGrpPolicy™ , 3 B B /A vpn-simultaneous-

logins 0T f& &R

RADIUS packet decode (response)



Raw packet data (length = 174).....

02 24 00 ae 5f 0f bc bl 65 53 64 71 la a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 32 39 54 68 33 47 68 64 44 54 49 35 71
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢c 4a 6f 19 50
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32

.$.._...eSdqg....
| .D...userl.CRea
uthSession:0alf7
©5229Th3GhmDTI5g
7HFEOzotedj7PviK
Z5wgkx1P93BlJo.P
CACS:0al1f7c¢5229T
h3GhmDTI5Q7HFEOzZ
otedj7PviKzZ5wgkx
1P93B1lJo:iseamy?

34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 4/379556745/37
Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 36 (0x24)

Radius: Length = 174 (0x00AE)

Radius: Vector: 5F0FBCB1655364711AA3BD887CFE44EB

Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 userl

Radius: Type = 24 (0x18) State

Radius: Length = 67 (0x43)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession:0a
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54 | 1£7¢5229Th3GhmDT
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50 | IS5Q7HFEOzotedj7P
76 69 4b 5a 35 77 71 6b 78 6¢ 50 39 33 42 6¢ 4da | viKZ5wgkx1P93BlJ
6f | o

Radius: Type = 25 (0x19) Class

Radius: Length = 80 (0x50)

Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a

| CACS:0alf7c¢c5229T

|
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 |

|

|

h3GhmDTI5Q7HFEOzZ
otedj7PviKzZ5wgkx
1P93B1lJo:iseamy?
4/379556745/37

6c 50 39 33 42 6¢c 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37
rad_procpkt: ACCEPT
RADIUS_ACCESS_ACCEPT:
RADIUS_DELETE
remove_req 0x00007£f03b419fb08 session 0x8000000b id 36
free_rip 0x00007£03b419fb08

radius:

normal termination

send queue empty
INFO: Authentication Successful
ASAVH#

7 Rvpn-simultaneous-logins 0F X A&'1' , BIEAEERN T@WH R :

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl Index
41

Assigned IP 10.100.2.1 Public IP 10.100.1.3

Protocol AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License AnyConnect Premium

Encryption AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx 15448 Bytes Rx 15528

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Time 18:43:39 UTC Wed Jun 3 2020

Duration Oh:01m:40s

Inactivity 0h:00m:00s

VLAN Mapping N/A VLAN none



Audt Sess ID :
Security Grp

02640101000290005ed7e£f5b
: none

o @

Ciggo AnyConmect

YO DON'T HAVE AUTHORIZATION TOr ACCESS ANY INTERMAL

REFIURLES

FET BRI
MRELGBRFEER , BEAERIAERALEENRE S0, RERNEREEHFIMBE

[Tk} =

HEANERRE, EAERMNERNERESBEF.

ASAv# sh vpn-sessiondb anyconnect

Session Type: AnyConnect

Username
Assigned IP

: userl
: 10.100.2.1

Index : 29
Public IP : 10.100.1.3

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Bytes Rx : 0

Group Policy : RADIUS-USERS Tunnel Group : DefaultWEBVPNGroup
Login Time : 04:36:50 UTC Wed Jun 3 2020

Duration : Oh:00m:20s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a6401010001d40005ed728e2

Security Grp : none

L 25]

WERRE T AR MR EFISES 1 RFFNEBIEAISSL Anyconnect 5 B,
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