BLEASA AnyConnectZ £ B 81 % Fin & 108 7%
B &%

REEHS
23;ibika
reEm

Enco

BXJE

AnyConnectFF &
ASALHEEZRE

&
AXHNBEABERBHYE S HRBHASA AnyComect ZE BHEFHBHNER.
AR

=X
BNEBR AR T EHE

« ASATETHINE(CL)EENZ£EEFE(SSL)VPNEL & K E A&
« X509 E R E A A

BRA T
AERPHEFARRBIUTRERAE



« Cisco Adaptive Security Appliance(ASA)#X 8.4 R & B /& iR A
+ Windows 7#ICisco AnyConnectZ £ B E& F 3.1

BREREERNDBERREEM(CARELE

o FRASAH 88 IN #1228 B (PKCS #12)base64 % 7% & (AnyConnect.pfx)
« FAMAnyConnect#12PKCSEE

AXHFHNEARBBREEERERREANKENREN. XHEAZNMERERRCER (R
) AARERRE . MREHMREFT , FERERMAEAESTREXRNTE,

BEREV

AXENBEEEL2EE(ASA)Cisco AnyConnectZ £ BB EFinshBNEE RS , ZXBEEFER
THRERBNEESNRFE. EARAnyConnectffAE , BXLARMES MBI S HRIENLE
HERENRBESEESVPNIF BT TR, A ERHEFEAEER NN RS HRTRA,

T

A ;&

~ AE  FHADDERTIEENASFAAGTNFMER. RETMHNERERESEHBR
WERTEMEH,

AnyConnectE &
EBELRERHIRE | FEM TAnyConnect. pixiER | RBBIREELBEARERE,
FHAREEES (certmgr.msc) BB L -

E certmgr - [Certificates - Current User\Personal\ Certificates] EI@

File Action View Help

e zEalc=HE

_.;)J Certificates - Current User “ || Issued Tlu:u Issued By Expiration Date  Intended Purposes Friendly Name
41 Pv.?rsz_:una.lf. SEITAC TALC 2013-11-16 <Al =Mone>
| Certificates Foltestl TAC 2014-03-06 Server Authenticati..  <Nones

| Trusted Root Certification

| Enterprise Trust

| Intermediate Certification |
| Active Directory User Obje|~
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certifica

| Trusted People

| Other People

| Certificate Enrollment Rec =
4 I (3 4 L1114 3

Perzonal store contains 2 certificates.

FERXIBEMT , AnyConnectE & EMicrosoftff A EREETEHES ; EFEHAnyConnectFl BEER


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

ETEAER,
ASAEMRBEZRZE

R GIEE RASATN AT FE Abase64 PKCS #12% &

<#froot>

BSNS-ASA5580-40-1(config)# crypto ca import CA pkcsl2 123456

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
MIIJAQIBAzCCCMcGCSqGSIb3DQEHAACCCLgEggiOMIIIsDCCBa8GCSqGSIb3DQEH

<output ommitted>

83EWMTAhMAKGBSsOAwWIaBQAEFCS/WBSkrOIeT1HARHbLF1FFQvSVvBAhu0j9bTtZo
3AICCAA=
quit

INFO I nport PKCS12 operation conpleted successfully

{# Fshow crypto ca certificatesfn & LA BRHE A -

BSNS-ASA5580-40-1(config)# show crypto ca certificates
CA Certificate
Status: Available
Certificate Serial Number: 00cf946de20d0ce6d9
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:
cn=TAC
ou=RAC
o=TAC
T=Warsaw
st=Maz
c=PL
Subject Name:
cn=TAC
ou=RAC
o=TAC
T=Warsaw
st=Maz
c=PL
Validity Date:
start date: 08:11:26 UTC Nov 16 2012
end date: 08:11:26 UTC Nov 16 2013
Associated Trustpoints: CA

Certificate
Status: Available
Certificate Serial Number: 00fe9c3d6lel3lcda9
Certificate Usage: General Purpose



Public Key Type: RSA (1024 bits)
Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:

cn=TAC

ou=RAC

o=TAC

1=Warsaw

st=Maz

c=PL
Subject Name:

cn=I0S

ou=UNIT

o=TAC

T=Wa

st=Maz

c=PL
Validity Date:

start date: 12:48:31 UTC Nov 29 2012

end date: 12:48:31 UTC Nov 29 2013
Associated Trustpoints: CA

N 52#-Output Interpreter T B 3 £ Bshowds & {# A Output Interpreter T E##8 show s S i
HEv oM. REFMNERERETEFRRBENTENER,

ARE—BREBEMIBERIBHVASAEE

ASAR R FER B MERE. REMITIRAAABLEINFESHRE. FER[ELTEN. AAAF
PEREBFERAMERE,

hEfEREARERENE —BE,

<#root>

ip local pool POOL 10.1.1.10-10.1.1.20
username cisco password cisco

webvpn

enable outside

AnyConnect image disk0:/AnyConnect-win-3.1.01065-k9.pkg 1
AnyConnect enable

tunnel-group-1list enable

group-policy Groupl internal

group-policy Groupl attributes
vpn-tunnel-protocol ssl-client ssl-clientless
address-pools value POOL

tunnel-group RA type remote-access
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

default-group-policy Groupl

aut hori zation-required


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

group-alias RA enable

BRTEEEZN , EUUFERAREEERERVHINESEBCN)NEAESZBHTRENRB &
SR E(LDAP)RE, RETURREMBUHYEEEARVPNE R, EHEE0RINEZTSREN
B, Fol TEABREERBNEEMASA AnyConnect VPNFOpenL DAP#Z HEFL & =41

o

A

~ 7 Z.:Output Interpreter T B #FEH teshowds T /A Output Interpreter T E &R shows S Hi
HW D . REFMHNENFERAESEIRABENTENER.

A TRGERE  FRESEEE (EAE B BciscoMZH#cisco ) » BEMVARFE :


http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

| =

Y Cisco AnyConnect | 10.48.67.153

Please enter your username and password.

Group: | RA
Lisername: Cisco
Password: ey

VPN:
Please enter your username and password.

10.48.67.153

FEASA L #i A show vpn-sessiondb detail AnyConnect@i < :

<tfroot>

BSNS-ASA5580-40-1(config-tunnel-general)# show vpn-sessiondb detail AnyConnect

Session Type: AnyConnect Detailed

Username
cisco

Index : 10
Assigned IP
10.1.1.10

Public IP : 10.147.24.60

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128



Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

: 20150 Bytes Rx
: 16 Pkts Rx
0 Pkts Rx Drop :

Groupl

Tunnel Group :

Login Time : 10:16:35 UTC Sat Apr 13 2013
Duration : Oh:01m:30s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 10.1
Public IP : 10.147.24.60
Encryption I none

TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : AnyConnect
Client Ver : 3.1.01065

Bytes Tx : 10075

Pkts Tx : 8

Pkts Tx Drop : O

SSL-Tunnel:
Tunnel ID : 10.2
Assigned IP : 10.1.1.10
Encryption : RC4

Encapsulation: TLSv1.0
TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : SSL VPN Client

Client Ver
Bytes Tx 5037
Pkts Tx 4

Pkts Tx Drop : O

DTLS-Tunnel:

Tunnel ID : 10.3
Assigned IP : 10.1.1.10
Encryption : AES128
Encapsulation: DTLSv1.0

UDP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : DTLS VPN Client
Client Ver : 3.1.01065

Bytes Tx : 0

: 25
: 19

RA

. ho

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

199
2

ne

62531

28 Minutes

: 1696

Pkts Rx Drop :

Public IP
Hashing

: 10.147.24.60
: SHAlL

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

62535

28 Minutes

: Cisco AnyConnect VPN Agent for Windows 3.1.01065

1 2235
11

Pkts Rx Drop :

Public IP
Hashing

0

: 10.147.24.60
: SHAlL

UDP Src Port :

Auth Mode

Idle TO Left :

Bytes Rx

52818

29 Minutes

1 21268



Pkts Tx : 0 Pkts Rx : 177

Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 92 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

(6]

N S /8 debug S 2B, HHSEER Debug ESWESET,

EATRGF  REEREDRINES , CRIEENCA , FATERNESBAZ
(ClientAuthentication) , W H E R IhEAHHE -

<tfroot>

debug aaa authentication
debug aaa authorization
debug webvpn 255

debug webvpn AnyConnect 255

debug crypto ca 255

FFHAY debug® T (Mdebug webvpn 2558 B) AT A E A ERBEHRERFZ A , WIRASABRILE
Bk, RERER A EEWebVPNFZ S MIBR :

<ffroot>

CERT_API: Authenticate session 0x0934d687, non-blocking cb=0x00000000012cfc50
CERT API thread wakes up!

CERT_API: process msg cmd=0, session=0x0934d687

CERT_API: Async locked for session 0x0934d687

CRYPTO_PKI:

Checking to see if an identical cert is

already in the database

CRYPTO_PKI: looking for cert in hand1e=0x00007ffd8b80ee90, digest=

ad 3d a2 da 83 19 e0 ee d9 b5 2a 83 5c dd e0 70 | = *\..p
CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO_PKI:

Cert not found in database



CRYPTO_PKI:

Looki ng for suitable trustpoints

CRYPTO_PKI: Storage context Tocked by thread CERT API
CRYPTO_PKI:

Found a suitable authenticated trustpoint CA

CRYPTO_PKI(make trustedCerts T1ist)CRYPTO_PKI:check_key_usage: ExtendedKeyUsage
OID = 1.3.6.1.5.5.7.3.1
CRYPTO_PKI:

check_key usage: Key Usage check K

CRYPTO_PKI:

Certificate validation: Successful, status: O

. Attempting to
retrieve revocation status if necessary
CRYPTO_PKI:Certificate validated. serial number: OOFE9C3D61E131CDB1, subject name:
cn=testl,ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL.
CRYPTO_PKI: Storage context released by thread CERT API
CRYPTO_PKI: Certificate validated without revocation check

EREACEBEANER. RERERFLMARA K BEACRHNEER

<#froot>

CRYPTO_PKI: Attempting to find tunnel group for cert with serial number:
OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,
c=PL, 1issuer_name: cn=TAC,ou=RAC,o0=TAC, 1=Warsaw,st=Maz,c=PL.

CRYPTO_PKI:

No Tunnel G oup Match for peer certificate

CERT_API: Unable to find tunnel group for cert using rules (SSL)

LT RSSLMERS AR !

<tfroot>

%ASA-7-725012: Device chooses cipher : RC4-SHA for the SSL session with client
outside:10.147.24.60/64435
%ASA-7-717025:

Validating certificate chain containing 1 certificate(s).

%ASA-7-717029:



Identified client certificate

within certificate chain. serial
number: OOFE9C3D61E131CDB1, subject name:

cn=t est 1, ou=Security, 0=C sco, | =Kr akow,
st =PL, c=PL

%ASA-7-717030:

Found a suitable trustpoint CAto validate certificate

%ASA-6-717022:
Certificate was successfully validated

. serial number:

OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,
c=PL.

%ASA-6-717028: Certificate chain was successfully validated with warning,
revocation status was not checked.

%ASA-6-725002: Device completed SSL handshake with client outside:
10.147.24.60/64435

%ASA-7-717036:

Looki ng for a tunnel group match based on certificate maps

for

peer certificate with serial number: OOFE9C3D61E131CDB1, subject name: ch=testl,
ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw,st=Maz,c=PL.
%ASA-4-717037:

Tunnel group search using certificate nmaps failed for peer
certificate

: serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,
ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw,st=Maz,c=PL.

%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-113009:

AAA retrieved default group policy (G oupl) for user = cisco

%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.grouppolicy = Groupl

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernamel = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username2 =

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.tunnelgroup = RA

%ASA-6-734001: DAP: User cisco, Addr 10.147.24.60, Connection AnyConnect: The
following DAP records were selected for this connection: DfltAccessPolicy
%ASA-6-113039: Group <Groupl> User <cisco> IP <10.147.24.60> AnyConnect parent
session started.



AREESNRIFNTFZRIFNASARE

UTREESMREN R  HPE50REMMKRIZLOCAL , Wi 51 8E AR ELDAP, &
ERFENAMA,

I RBIFE RLDAPEL & :

aaa-server LDAP protocol ldap
aaa-server LDAP (outside) host 10.147.24.60
Tdap-base-dn DC=test-cisco,DC=com

Tdap-scope subtree

Tdap-naming-attribute uid

Tdap-Togin-password %%

Tdap-login-dn CN=Manager,DC=test-cisco,DC=com
server-type openldap

LAT 25718 19 %6 Bh B 38 A AR 2%

<#root>
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL
secondary-aut henti cati on-server-group LDAP

default-group-policy Groupl

aut hori zati on-required

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

BEEEHETE Mauthentication-server-group LOCAL, , ABERFERRE,

EMEMAAARBRES A AT LLA R Mauthentication-server-groups » ¥f# Msecondary-
authentication-server-group, , AI BA{# F Security Dynamics International(SDI){al BR 23 SA SN FR B
AAATIBRES ; FEEEBIEAT , SDUN A RER X F D5 E AR

S

S

i

~ JEZ:Output Interpreter T E X FHE Eshowdn T . A Output Interpreter T B4R showis S Hi
HW . REFMNERNGERAESEIRABERNITENER.

ATRAFELEE A6 FRUEAHEE (FHE B BciscoM#Fcisco ) FILDAPRIE (FRHERR


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

CiscoMZMELDAP ) , BENEEFRE :

{'Y Cisco AnyConnect | 10.48.67.153 =

Please enter your username and password.

Group: | RA - |
Lisername: cisco
Password: FEEEE
Second Username: cisco
Second Password: e

VPN:
Please enter your username and password.,

10.428.67.153 Connect

FEASA L Ashow vpn-sessiondb detail AnyConnectdi o

RREE-SNRINERMEL. F2R_TASAREARE—SHRBNEERE . AH. .

(=6

WebVPNEFER AR & BB R L
o HMR—EFEANSHRFIRRE




<tfroot>
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-302013: Built outbound TCP connection 1936 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/54437 (10.48.67.153/54437)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60
user = cisco

%ASA-6-113009: AAA retrieved default group policy (Groupl) for user = cisco
%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

LDAPFARE RALDAPE EMENFMENA :

[34] Session Start
[34] New request Session, context 0x00007ffd8d7dd828, reqType = Authentication
[34] Fiber started
[34] Creating LDAP context with uri=ldap://10.147.24.60:389
[34] Connect to LDAP server: ldap://10.147.24.60:389, status = Successful
[34] supportedLDAPVersion: value = 3
[34] Binding as Manager
[34] Performing Simple authentication for Manager to 10.147.24.60
[34] LDAP Search:
Base DN [DC=test-cisco,DC=com]
Filter [uid=cisco]
Scope = [SUBTREE]
[34] User DN = [uid=cisco,ou=People,dc=test-cisco,dc=com]
[34] Server type for 10.147.24.60 unknown - no password policy
[34] Binding as cisco
[34] Performing Simple authentication for cisco to 10.147.24.60
[34] Processing LDAP response for user cisco
[34] Authentication successful for cisco to 10.147.24.60
[34] Retrieved User Attributes:

[34] cn: value = John Smith
[34] givenName: value = John
[34] sn: value = cisco
[34] uid: value = cisco

[34] uidNumber: value = 10000
[34] gidNumber: value = 10000

[34] homeDirectory: value = /home/cisco

[34] mail: value = name@dev.local

[34] objectClass: value = top

[34] objectClass: value = posixAccount

[34] objectClass: value = shadowAccount

[34] objectClass: value = inetOrgPerson

[34] objectClass: value = organizationalPerson
[34] objectClass: value = person

[34] objectClass: value = CiscoPerson

[34] ToginShell: value = /bin/bash

[34] userPassword: value = {SSHA}pndf5sfjscTPuyrhlL+/QUqhK+i1UCUTy
[34] Fiber exit Tx=315 bytes Rx=911 bytes, status=1

[34] Session End



AREESHRFENTAETAASAEE
AU ELEREMVERIARESORENEH S ORENEAERR

<tfroot>

usernane testl password cisco

tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

secondary-aut henti cati on-server-group LDAP

default-group-policy Groupl
authorization-required

usernanme-fromcertificate CN

secondary-usernane-fromcertificate QU

tunnel-group RA webvpn-attributes
authentication aaa certificate

pre-fill-usernanme ssl-client

secondary-pre-fill-usernanme ssl-client

group-alias RA enable

EAREGG | FRHEIRFERER : cn=test1,ou=Security,0=Cisco , |=Krakow , st=PL , c=PL.
HRTESNRE K FAEKBEINACN , EMEREYAERE Ttest1y NWERER,

HREBHHRE K CRAEEBENEEABEMNLOUV), ERMRELDAPRERLEVERE 22,
KRR,

7] LAs& ] AnyConnectfiE Fpre-fillin S RFEER F EMEHBFERAE BB,

ERESSEY  FENREBEMAKRI[EFE ZADIHLDAPHEIRES , MEE SO ERBARSERFEATHE
BE#Rivest. ShamirflAdelman(RSA)AMRES., LR+ | EHE N ARMAD/LDAPER ( EH
EHE ), RSATHEZG (EHEMHE ) IBE (EFERAMSEL)

BIER

AR BELZERTEFIREEAESRT  RATERESCNANOUMNMTAERM !



'Y Cisco AnyConnect | 10.48.67.153 (23]

Please enter your username and password,

Group: | RA - |
[Isermarnme: testl
Password: |
Secand [sernanme; security

Second Password:

Please enter your username and password,

10.43.67.153 Connect

(=6

It R ) BB R 8% Bl AnyConnect (Y T IE 75 55>

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.



[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.
[Request 6]

LEREEINENREBEAERNERAESR

<{froot>
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = testl

%ASA-6-302013: Built outbound TCP connection 2137 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/46606 (10.48.67.153/46606)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60
user = Security

AREESNRIFNTSHRNASARE

A RFER PR S HRIFERER , MU TREIFR

crypto ca certificate map CERT-MAP 10
issuer-name co tac

webvpn
certificate-group-map CERT-MAP 10 RA

Wk —2 , PR B BRI P O(TAC)CAREN A EBRRHESHRIE A "RAL WEERE

o

N B SSLNBEYMEBREIPseci BEYMEE R, YWRlPsec, AL HERBERRT
ElE T Ttunnel-group-map. R, HMSSL , FEwebvpnEl BHE R TEIE A "certificate-
group-mapJ o

AR, "ERABRYE  BRIABREREEERA !



'Y Cisco AnyConnect | 10.48.67.153

Please enter yvour username and password,

sermane: testl
Password: |
secand/Usernanme: security

Second Password:

[ QK ] | Cancel |

@Cism AnyConnect Secure Mobility Client o | =@ | 2|

VPN
Please enter your username and password.

10.48.67.153 Connect

=%

EAHF , BEHRAR AFFRIIRRER

<{froot>

%ASA-7-717036:

Looki ng for a tunnel group match based on certificate maps

for

peer certificate with serial number: OOFE9C3D61E131CDB1l, subject name: cn=testl,
ou=Security,o=Cisco, 1=Krakow,st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw,st=Maz,c=PL.

%ASA-7-717038:



Tunnel group match found. Tunnel G oup: RA

, Peer certificate:
serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,
1=Krakow,st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,o=TAC,1=Warsaw,st=Maz,c=PL.

E S HF AR

REFRR G EF AT AR BHR 1T S SRR

BRHEETFE

#HWindows7 FRIBRERFEER , AnyConnectR FEIE M ERRE .

Cisco AnyConnect

!; Certificate Validation Failure

Ok

F

@Ciscuhnyfunnect Secure Mobility Client I=RIRERES

Mo valid certificates available for authentication,

10.48.67.153 Connect

FEASAL |, EFELLIF B EF Fin#& Lk (Reset-I):

<#froot>

%ASA-6-302013: Built inbound TCP connection 2489 for outside:10.147.24.60/52838
(10.147.24.60/52838) to identity:10.48.67.153/443 (10.48.67.153/443)



%ASA-6-725001: Starting SSL handshake with client outside:10.147.24.60/52838 for
TLSv1l session.

%ASA-7-725010: Device supports the following 4 cipher(s).

%ASA-7-725011: Cipher[1] : RC4-SHA

%ASA-7-725011: Cipher[2] : AES128-SHA

%ASA-7-725011: Cipher[3] : AES256-SHA

%ASA-7-725011: Cipher[4] : DES-CBC3-SHA

%ASA-7-725008: SSL client outside:10.147.24.60/52838 proposes the following 8
cipher(s).

%ASA-7-725011: Cipher[1] : AES128-SHA

%ASA-7-725011: Cipher[2] : AES256-SHA

%ASA-7-725011: Cipher[3] : RC4-SHA

%ASA-7-725011: Cipher[4] : DES-CBC3-SHA

%ASA-7-725011: Cipher[5] : DHE-DSS-AES128-SHA

%ASA-7-725011: Cipher[6] : DHE-DSS-AES256-SHA

%ASA-7-725011: Cipher[7] : EDH-DSS-DES-CBC3-SHA

%ASA-7-725011: Cipher[8] : RC4-MD5

%ASA-7-725012: Device chooses cipher : RC4-SHA for the SSL session with client
outside:10.147.24.60/52838

%ASA-6-302014:

Teardown TCP connection 2489 for outside: 10.147.24.60/52838 to
identity: 10.48.67.153/443 duration 0:00:00 bytes 1448 TCP Reset-|

- RRERE % N

® ’%’EI\ S [X /_ /-Fﬁ


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_groups.html#wp1243545
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/ref_extserver.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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