EFMCEEMWFTDL |, FHRA VPNAILDAPEL E
RIEE R

H &%

LDAPEZADNFI{EDN

BRI DAPS SSLEER

A REN 4B E FALDAP BE R Z Cisco Firepower Threat Defense(FTD)#JAnyConnect® F ik it B 2
BEE,

B AR

==K

BRIEBREEBUT TENELRNE

- EXEEFMC ERRA VPN ( EinasEERE AR ) BE
« FMC_LRILDAPa B 25 L & & 7 HI5%



« Active Directory & & Hi%
ATt
AN PR ERRBERATREANEERA

« Microsoft 2012 R2{@ iR 88
e 1E177.3.069FMCv
o #177.3.089FTDv

ANFHEARBRBRBEERETREANEEMEL. XPEAZNAMBEERERREER (HEKR
) BAAREREE . MREHEEEFT , FEARECERAEAESTRERNTE,

#HRE
Gl EESY

- a = putside

inside

Windows Server FTD AnyConnect Client

Windows{a fk22 FREC & T ADDSHMADCSLURIFEE A E R EEFIBRE, FHEEREY , BEYE
EEREIRF,
ERERF:
- BEE  WIRFAEB&KIRS , LAFFFTDREEE|Active Directory Al IR 88
« admin : AREREAEFHNAREESIRS,
HELDAPEZADNFI4EDN

1. BB Active Directory Users and Computers " Server Manager Dashboard ( falfRES &2 812 41 EH ) B,



B Local Sercer

B A Servees

" apcs

& aDDs

¢ ADFS

& ons

B§ File and Storage Services b
I 15

T Nap

'WELCOME TO SERVER MANAGER

QUICK START

WHATS NEW :

ROLES AND SERVER GROUPS

Aol T | Serwer groups Fes
"} apcs 1 il aoos 1 2 ADFS & DNS
() Manageability () Manageability (T Manageability (0 Managesbisty
Events Events Events Events
Saervices Services Services Services
Ferformance Performance Performance Performance
BPA results BFA resulis BPA resulis BRA results
o s 1 ™ nap 1 B Local Server Ei Al servers
() Manageability (@ Manageability Manageability (® Marageabity
Events Events Events Everits
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results EPA results BPA results

B View Option "TEZB, EAR LK , AEEAAdvanced Features , I T EIFTR :

B File {

Serv
® Man:
Evenl
Servi
Perfq

BPAL

Active Directory Adminitrative Center
Azte Dvectary Domaans sad Truits

tive Dinestory Module for Windaws Powerhl

Actve Directory Siet and Senvices
v D Usars and Comnputiri

AD F5 Management
ADS! Edit

Certification Autharity

Component Services

Computer Management

Drefragenent and Optimize Drives

DNS

Event Veewer

Group Pokcy Management

eaith Regictraten Autharity

Internet Infoematon Sernces (115) Manager
SCSI Initiator

Laeal Secunsy Paiey

Rietwork Pely Servee

DOEC Data Senrrirs [32-b1)

DDEC Dats Ssamves [B5-ba)
Perdomange Monsar

Resource Monstor

Security Configurabon Wizaed

Senvices

System ConfSigueation

System Informaion

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Dlagnossc

Windows PowerSaell

Wirndts Poswtrimedl (x06]

Windows PowerShell BE

Winidows PownerShell I5E (x36)

Wandzws Senver Saciup




Add/Remove Columns...

] Active Direc Large lcons
b ] SavedQ  Smallicons
4 ﬁ razor.log List ntainer for up...

p (] Bui ntainer for do.
Detail

» @ Co IE' | ntainer for sec...

p [E] Do Users, Contacts, Groups, and Computers as containers htainer for of...

o iy
I

» B Ma Filter Options... ation for stor...

¢ ] Pro Customize...

b [ System

rem settings

ainer for up...
& Users I NTDS Quotas msDS-QuotaC... Quota specifications co...

p %) NTDS Quotas [ZI TPM Devices  msTPM-Infor...

b ] TPM Devices [ Infrastructure  infrastructureU...

W

Displays items in a list.

EAFRBADHRTHEMBM,
Blan , ZEESHKIRBIDNrazor.loca , iR — T G#razor.loca , AEIEEProperties, M TFEFIR :



File Action View Help
e 2@ oBez Bm3ataras

] Active Directory Users and Com|| Name Type Description
p (] Saved Queries ] Builtin builtinDomain
434 _lamr.l?c Dedeoatz Controll t:‘r Default container for up...
t [ Built ional... Default container for do...

Find...
B g gom o . ner Default container for sec...
b om nge Domain...

b 5 Forei Change Domain Controller.. ner Default container for ma...

b [ Lost Raise domain functional level... ner Default location for stor...

L' 3 :::; . Operations Masters... ner Builtin system settings
ner Default container for up...

b ] Syste New
QuotaC... Quota specifications co...
User:
P g NTD .A“ == A-Infor...
pE3 TPM | View ucturel...

dFound Default container for or...

] >

Opens the properties dialog box for the current selection.

fEProperties T , i&#ZAttribute Editor B8, £ "distinguishedNameAttributes; T&EH , A& E—TView , T B Ro

ERFAM—EHRRE  TUEEPERIBRIGONE ERIFMCH,

FEApIF , |RDNZEDC=razor, DC=local, MEZELRFAHURER. B—TOK "ZEBUMRER RERE , ARE-TOK "
BRE-T. UEH "EML .



razor.local Properties (2] x ]

General | Managed By | Object | Security | Attribute Editor

Attributes:
Attribute Value A
defaultLocalPolicyObj... <not set>
description <not set> -
desktop Profile <not set> =
displayName <not set>

displayNamePrintable  <not set>
distinguishedName DC=razor,DC=local

domain PolicyObject <not set>

domainReplica <not set>

dSASignature { V1: Flags = 0x0; LatencySecs = 0; DsaGuic

dSCorePropagationD... 0 =()

eFSPolicy <not set>

extensionName <not set>

flags <not set>

forceLogoff (never) v
< m ]

View Fitter

Attribute: distinguishedName
Value:

Clear




BEHRILDAPSSSLEZR

BWintREnter#mmc.exe , R%EZE—TOK , T EFFRo

A Run L

= Type the name of & program, folder, document, or Internet
= resgurce, and Windows wall open it for you,

Oper: | D ]

| QK | | Cancel Browse... |

EEZEFile > Add/Remove Snap-in..., ss, I FEIFFR :



There are no items to show in this view.
Save As...

Add/Remove Snap-in...
Options...

1 C\Windows\system32\dsa

2 CAWindows\systern32\eventvwr
3 C:\Windows\system32\certmgr
4 C\Windows\system32\certsrv
Exit

Enables you to add snap-ins to or remove them from the snap-in console.

ETOUREEET, T, BiECeatificates A% IR —TAdd , M TFEFR :



budd ar Remeve Snap-ins

You can sekct snap-ns for s console from thase avalable on your computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns:
Snap-in Vendor
[l Active Directory Do...  Microsoft Cor...
B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...
Mcresoft Cor,.,
Micresoft Cor...
Micresaft Cor...
Marosoft Cor,.,
Murosoft Cor,.,
s Certification Authority  Microsoft Cor,,,
B, Component Serviees  Microsoft Cor...
ECﬂn‘rputa'r-'la'paan Microsaft Cor...
Hbew:e MMaraper Murosaft Cor,..,
J.TI'.“lisl-:|'I-'|-n-l'u.'u_;lm:ﬂwl:!':’c Microsoft and, ..
Desmipbion:

Selected snap-ins:

[ Conscle Root

Eemove

Mave Lip

Move Down

The Certificates snap-n alews yeu to bravse the contents of the cersficate stores for yoursalf, a sandce, or a computer.

| | cancel

i#1E "Computer account 1 , RAEE—TNext ", , MTFEFR :




Certificates cnag-in

Thiz srizp-n will always manage cetificates for

gl ] [

WMEFTR , #&— FFinish,



Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

(") Another computar:

Browse...

[ ] Alow the selected computer to be changad when launching from the command line. Thiz

orfy appliea F you save the consola.

< Back

B |, R—TOK , I TEMR.




budd ar Remeve Snap-ins

You can sekct snap-ns for s console from thase avalable on your computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns:
Snap-in Viendor
| Active Directory Do...  Micresoft Cor...
B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...
=1 ActiveX Contral Microsoft Cor.,..
ALS] Edit Micresoft Cor...
Autharizalion Manager  Micresaft Car...
#| Certificate Templates  Marosoft Cor,..
I Certificates Mucrosoft Cor,..
Li)Certfication Authority  Microsoft Cor...
. Component Serviees  Microsoft Cor...
*'-Cnmpl.lta'r-'.anagem... Microsaft Cor...
Hbew:e MMaraper Murosaft Cor,..,
Tﬁsk Management Microsoft and, ..
Desmiption:

Selected snap-ins:
[l Console Root Edit Extensions. ..
o Certificates (Local Ceenputer)
Bamove
Mave Lk
Miove Down
Acvanced...

The Certificates snap-n alews you to bravise the contents of the cerificate stores for yoursslf, a sandce, or a computer,

o ][ o

BB R K Personal , A& — T Certificates, LDAP{E F#Y 3% & %A B & #AWindowsfr] IR EF#Y 5T £ PR E 5% (FQDN), £ Lth{A

BR28 £5IH =E8F

CAFE & M 345 F 18 2% #E razor-WIN-E3SK FIQD6J7-CA,

FE 46 AN A8 2 2 B CARE E supinfo-WIN-FNJVPIQUEH9-CA,

255 EE BB WIN-E3SKFIQD6J7.razor.locals razor-WIN-E3SK FJQD6J7-CA .




EHEERERS , FQDNAWIN-E3SKFIQD6J7.razor.locd , H It eI M{EZE ETEEAELDAPHISSLEE ., BERENFHEEWIN-
E3SKFJQD6J7.razor.local , B Windows Server CARRIE B B ER MR E., RM T ERUREHFMET.

File Action View Favorites Window Help
= nm o 6B

[] Console Root A || Issued To = Issued By Expiration Date
4 (5 Certificates {Local Computer) %] razor-WIN-E3SKFIQDEIT-CA razor-WIN-E35KFJQD6IT-CA 3/22/2026
a4 (] Personal E3)supinfo-WIN-FMIVPOQUEHS-CA _ supinfo-WIN-FNJVPSQUEHS-CA  2/23/2025

|| Certificates ﬁ:mn-essmczow.rmnlocal razor-WIN-E3SKFJQDEI7-CA 472512023 |
3 T oot Certitication Authol

B _j Enterprise Trust
b [ Intermediate Certification Autho
p 1 Trusted Publishers
b (] Untrusted Certificates
p [ Third-Party Root Certification AL
b | Trusted People
I ] Client Authentication lssuers
p [ Other People
b | Remote Desktop
p [ Certificate Enroliment Requests
b (] Smart Card Trusted Roots
b [ Trusted Devices
p 1 Web Hosting
< L}

More Actions

Persenal store contains 3 certificates.

EZAELDAPHISSLE S , BEXEREUTER !

N A Z B DNSHE A & BB BEWindows Server I FQDNPEE .

F E7EEnhanced Key Usagetli i T~ 8 Server Authentications,

ERENEH TDetals , IBIZESubject Alternative NameFQDNFTE B WIN-E3SK FIQD6J7.razor.local fi i& o



Certification Path

Value
%|Enhanced Key Usage Client Authentication (1.3.6.1....
| Application Policies [1]Application Certificate Polic...
5| subject Key Identifier 1b 34758 c43e ef 58 b 43 ...
55| Authority Key Identifier KeyID=cf83 92 a4 1400 e75...
gcm Distribution Points [1]CRL Distribution Point: Distr...
&l

Authority Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Endpher...
Subject Alternative Name DNS Name=WIN-E3SKFJQD&]...

S Name=WIN-E3SKFIQD617.razor.local

DNS Name=RAZOR

Edit Properties...
Learn more about certificate details

£ Enhanced Key Usage' Server Authentication , £4E.



General iIs | Certification Path

Show: | <All>

Field Value

Certificate Template Inform... Template=LDAPoverSSL(1.3.6...
n3| Enhanced Key Usage Client Authentication (1.3.6.1....
Application Policies [1]Application Certificate Polic...

SuhjectKeyIdenﬁﬁer 1b3475f8c43eefS8H 43...

Authority Key Identifier KeyID=cf 8392 a4 1400 e75...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...

|Key Usage Digital Signature, Key Encipher...

KDC Authentication (1.3.6. 1.5.2.3.5)

Edit Properties...
Learn more about certificate details

W& , HECertification PAhNEE T , BEEARCARBENTRMREE | REE— T View Certificate, EMFRRMIBCARENTE
FRER  MTEMR



A Certificate
Certiicaion Path
Certification path

razor-WIN-E35KFJQD6J7-CA I
(5] WIN-E3SKFIQD6J7.razor.local

Certificate status:

[ This certificate is OK.

Learn more about certification paths

Certificate

General | Details | Certification Path |

I- a Certificate Information

« All issuance policies

» All application policies

This certificate is intended for the following purpose(s):

Issued to: razor-WIN-E3SKFIQD6I7-CA

Issued by: razor-WIN-E3SKFIQD637-CA

Valid from 3/22/2021 to 3/22/2026

Learn more about certificates

Issuer Statement

[ ]

ERCADetalsEEESWEE T |, #— T Copy to File I Ef B LAPEM A& =, [E t 48 CA B Certificate Export Wizards

1#12Base-64 encoded X.500 fEAE =K,




Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Users\Administrator \Downloads'yoq
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

EAREARHE XA RERFARETEER LEEMENRCARE.

ERRPEMEREE, MEFUBARER,

————— BEGIN CERTIFICATE-----

MIIDfFTCCAMWgAWIBAgGIQV 4ymxt 3BJOIHNDL +luY azANBgkghkiGOWOBA QUFA DBRMRUWEWY K CZImiZPyL GQBGRY FbG9j Y WwxFTATBgo.
vCjEhMB8GA1UEAXMY cmF6b3ItV0lOLUUzUOtGSIFENKko3LUNBMB4XDTIXMDMyMjEOMzMxNVoXDTI2MDMyMjEONDMxNVowUTEV MBM!
BWxvY 2FsMRUWEWY KCZImiZPyL GQBGRY FcmF6b3IxI TAfBgNVBAMTGHJIhem9yL VdJITi1IFM INL RkpRRDZKNy1DQTCCASIwDQY JKoZlhve
CCAQ0oCggEBAL803nQ6xPpazjj+HBZY c+8fV++RX CG+cUnblxwtX OB2G4UXZ3L RrWznj X aS02Rc3qV w4l nOA ziGs4ZMNM 1X 8UWeK uwi8QZQljJ
9dkncZaGtQ1cPmgenCWunfTsaENK bgoKideX jpwwUSbEY wU3Qaiil/tp422ydy3K gl 71gt1s4X gpZmT ezykWra7dUy X fkuESKBIEOAV +zNxfBJIn3Q9Nzf



CSKTQTRXY ryy8dJWjAF/N6A3VnS/I 7UhujIx4CD20BkfQy6p5HpGxdcdGM T TnDzUL 460t6i meB X PHFOI Jehh+tZk3bxpox TDX ECAWEA AaNRM E8w
DAgGGMABGA 1UdEWEB/WQFMAMBATf8WHQY DVROOBBY EFM+DkqQUAOdY 379NnViaM JAVTZ1IMBAGCSsGAQQBgjcVAQQDAGEAMAQC
AA4IBAQCiSm5U7UBY 7zX dx+dleJdOQmGgKayAAuY AD+MWNwCANzFD8Y r7BnO6f/V nF6V GY PXatDvs7V L ZewMNKkp3i+V QpkBCK dhAV 6qZu
4sMZffbVrGIRz7twWY 36J5G5vhNUhzZ1IN20L wewtHg2SO8XIvpTS5fAnyCZgSK 3V PK X nn1HL p7UH5/SWN2JbPL 15r+wCW84b8nryl bBfnONEX 71
GuDsepY 7/u2uWfy/vpTJigeok2DH6HF OET 3sE+7rsI AY +0f OkWW5gNwQ4hOwv4Gogj+Y QRAX Xi20ZyltHR1dfUUbwV ENSFQtDNFA 7X

HELDAPIMREE LN A BB FRRESEIENERT (R)

LELDAPSHILERZESHRENERT , EXABESOREFETHREY , AEBEFFBLDAPSARERE , MARTUKRE
FTD LR ER B HEHRIRCA,

2 MRFELDAPIARER ( WIAD DSEHZHIRR ) A BB ER TP EZEHARKZFORBEMRNEIE , ATLUERD , TRANES
FRLDAPSEH. RILEBMENRESERRAHERBEREFIREMAETLENRE  YEEEF - EHARSFSORESR
HMHEE.

B2  NMRErEEHREERERESHEL HFEDEHE—EWindows Server 2008 LDAPEIARES , AlActive DirectoryiZiBR 7§
(NTDS\Personal ) B & #Z[E T FHRLDAPEH.

BT 5 B /R A0 A f 450 422 16 85 7 #th B i 8 3 o 17 0 HH XA L DA PSHY 7 & 2 Active Directory 8 AR #5 & & fi# 7 (N TDS\Personal).

B EActive DirectoryfAl iR 88 EFIMMCIEHI#E | BIBHER , A% IR — T Add/Remove Snap-in.

% — T Certificates , A% E —TAdd,

£ # Certificates snap-in , 1#3#EComputer account , A% % — T Nexto

1ESelect Computer , ##FLocal Computer , #—TOK , A% — TFinish, F£Add or Remove Snap-insH , #&—TOK,

EZEARMARSINRBENIBENSKBERHESD |, Z— T H#catificate , I —TAIl Tasks , A% — T Export,



[ File Action View Favorites Window Help
e 2@ &G X0 BE

(] Console Root Issued To = Issued By Expiration Date

4 [ Certificates (Local Computer) o) razor-WIN-E3SKFIQDEIT-CA razor-WIN-E3SKFJQD6EIT-CA 3/22/2026
4 7] Personal ¥) supinfo-WIN-FNJIVPQUEHI-CA  supinfo-WIN-FNJVPOQUEHO-CA  2/23/2025
[ Certificates WIN-E3SKFIQDEJT .razor.local razor-WIN-E3SKFJQDSS ol
b ] Trusted Root Certification Autho
b ] Enterprise Trust
b | Intermediate Certification Autho !
b ] Trusted Publishers Request Certificate with New Key..

b ] Untrusted Certificates Renew Certificate with New Key...
: g Im::yo:;m camhhon | Manage Private Keys...
p ] Client Authentication Issuers ;Advanced Operations
b -] Other People T
b | Remote Desktop
p ] Certificate Enroliment Requests
b (] Smart Card Trusted Roots
b | Trusted Devices

b (] WebHosting

< m

Export a certificate

« EREMDPpix AEXELRE. FENAEMMCEHEXBEN N Epfix , BBRUTXE:

https.//www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

BHER%E , BEZEAdd/Remove Snap-in onMMC console, 3% — T Certificates , $R#% 1% — T Add,

1Z1ZService account , A% — T Nexto

This snap-n will always manage cerificates for:
(O My user account

(® Service account

(O Computer account


https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

¥ FESelect ComputerfEH |, i##ELocal Computer , A E — T Next,

iZ#Active Directory Domain Services , #A#% 3 — T Finish,

Select a service account to manage on the local computer.

Service account:
Active Directory Certificate Services

1 0 Uoma
Active Directory Web Services
AD FS Windows Service
Application Host Helper Service
Application Identity
Application Information
Application Layer Gateway Service
Application Management
ASP NET State Service
Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Base Filtering Enaine

EHFEAdd/Remove Snap-inslEH |, 32— T 0K,

J& B Certificates - Services (Active Directory Domain Services) , $A# 1 — TNTDS\Personal



B — T HENTDS\Personal , 32— TAIll Tasks , A% — T Import.

@ File Action View Favorites Window Help

o) _1'_1'_ SR ..

[ Console Root Object Type
b @ Certificates (Local Computer) | Certificates
4 (5 Certificates - Service (Active Directcry[.’1 R
b I:IW' Mare Actions 4
b & NT Find Certificates... l
b EINTL AlTasks » Find Certificates...
» [ NT = s y
b B NT iew | mport...
p 5] NT _Nm\h’mdnwfmm Here Advanced Operations. ]
> E N7 New Taskpad View...
b & NT
b :j NT Refresh
Export List..
Help
< n 3

Add a certificate to a store

TE B0 & B Certificate Import Wizard , 3#— T Nexto

£ TFiletolmport ( EEAMER ) , EE L , —TBrowse, AEKRIZBHELNBFEER,

£ THRL R BREE TEAERARER, (pfx pL2EAERER , AREMIERIBUKILELNES, R
#®, B-T&ES,



®

- 4 |@ » Libraries » Documents v C;l | Search Documents

Organize ¥  New folder 2~ 1 @
W Favostes Name - Date modified Type Size
B Desktop | @ Idapcert 4/25/2022 12:01 Personal Informati... 5 I(B|
|8 Downloads

] Recent places

4 Libraries
Documents
Jl Music
(=) Pictures
B videos

% Computer

€l Network

File name: | Idapcert vl Personal Information Exchange vl

| open | | Cancel |

#— T Open , A% — T Next,

i TER, ERLE BARERRENER , REE—TNexto

i "RERE HEL , BREP "HEMERE.  ARRE "WERT  NTDSPersonal s, REE— T Nexto



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
NTDS\Personal

Learn more about certificate stores

1E TR B F L Certificate Import Wizard , 32— FFinish, REEEEE—KEE , RBEEARKII. E—TOK, BEEFIHEC
EAZFERFHEE . NTDS\Persona



File Action View Favorites Window Help
e 2 G X0 @@

[] Console Root Issued To = Issued By Expiration Date || Actions
b G Certificates (Local Computer) 53] razor-WIN-E3SKFJQDEJ7-CA razor-WIN-E3SKFJQDEJ7-CA 3/22/2026 .
4 (50 Centificates - Service (Active Directory D|| Tl EE GO LAt A ] razor-WIN-E3SKFIQDEJ7-CA 4/25/2023 KE-l R
4 | NTDS\Personal

1 Cetificates

b | NTDS\Trusted Root Certification Au
I+ ] NTDS\Enterprise Trust
b 1 NTDS\Intermediate Certification Au

b ] NTDS\Trusted Publishers

b ] NTDS\Untrusted Certificates

p 1 NTDS\Third-Party Root Certificatior

b (] NTDS\Trusted People

B [ NTDS\Client Authentication Issuers

L I — >« m >

NTDS\Personal store contains 2 certificates.

FMCHEL &

BT

AT EBEBAnyConnectBL B , K REEBFF U RMRIR LMD, YEXAMEERAERHIPlus. ApexHVPNFFAE.

REEE

Efji E System > Integration, EEZEReams , AR%IKR— TFTAddRedm , M TFEFR :

AMP Intelligence

Configuration  Users  Domains | Integration | Updates  Licensesw  Logging v  MeaRhw | Monitoring»  Tools w

Cloud Services Realms I Identity Sources High Availability aftreamaer Host Input Client Smart Softwara Manager On-Prem

m Realm Sequences  Sync Results

RIFEMEMicrosoft Server for LDAPKEHN ERIEZTHEREA, Fibza , FEARCARE , AHECE TEHWindowsa ik
83 F WL DAPHR I 38 & L %5 & Objects > PK| > Trusted CAs > Add Trusted CA , A&7 "8, T Directory Server
Configuration &5|AZEE. THE , B—TOK,



Edit Trusted Cenrtificate Authority

Namie:

LDAPS-ROOT-CERT

Subject:
Common Name: razor-WIN-E3SKFIODEIT-CA
Ovganization:
Owganization Unit:

Issuer:
Commaon Name: razor-WIN-E3SKFIQDEJT-CA
Ceganization:
Organization Unit:

Mot Valid Before:
Mar 22 14:33:15 2021 GMT

Mot Valid After:

[ Install Genificate ]




Add New Realm [ 7 4

MName* Description
LDAP-Server
Type

LDAP
Directory Username* Directory Password*
Administrator@razor.local sessnssesn
Base DN* Group DN*
DC=razor,DC=local DC=razor,DC=local

Directory Server Configuration
A WIN-E3SKFIQD6]/.razor.local: 636

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.local 636
Encryption CA Certificate*
LDAPS LDAPS-ROOT-CERT +

Interface used to connect to Directory server o
(@ Resolve via route lookup
(") Choose an interface

Management/Diagnostic Interface h

Test

Add another directory

B—TTest, BRFMCREAER LA S RPRHUNWEBRERAESBNBRRYER, ARELYHARRFMCREBN , AR
BBFTDERENEEARENE (MASE, S, dmz) , B ( KK ) BELRTBEREAnyConnect & 17 52 7 #9 48 =




#HR , BAAnyConnect LDAPE R RFFEREZRFTDUTHRHANEZ — BN,

Add Directory @ X

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.loc 636

Encryption CA Certificate*

LDAPS-ROOT-CERT ] +

LDAPS

Interface used to connect to Directory server o
@ Resolve via route lookup

O Choose an interface

Default: Management/Diagnostic Interface v

® Test connection succeeded

l Cancel Jl OK J

R PR SR

Configuration Users Domains. Integration Updates Licenses » Loggng v Health » Menitoring » Tocls »

Cloud services [JETIJll Identity Sources  High Avallability  eStreamer  MostInput Client  Smart Software Manager On-Prem

m Realm Sequences Sync Results

LDAP AD Glabal ciseoll.com OU=Wisers, 0U=CISCO,DC=giseod1, DC=com ) Ernabied LA T

LDAP-Server AD Global razoe.local DC=razor,DCslocal & Enabled LA T




B2 B AnyConnecti 1T R IG & 12

BERENEREBRER BT - EFNEERERER ( WREAnyConnectlI ¥WIIRERTE ) . MWEMAERH & AT HM
B& 5 TAnyConnect-AD, HWHRAERRERER,

imwlmwmm-mmmmmmm

AnyConnect

EESIT- ==
Entar Dascription
Peticy Assigrments {1}
Local Bealm: g2a Dynamnic Acoess: Policy: Hgifican
[+]
DelsutWEBVPNGroup Authantication: [y, DMGpbsiey 78
Autherization:
Arcoasnting:
AmyCenneer Authentication: Radut (RADIUS) iy, DMGepPeiicy 78
Autherization:  Rades [RADIUS)
Acesnting:
AnyCennect-AD Authentication: LOCAL [y AnyCornect.Group 78
Authorization:
Arcoasing:

HEREBEERNAAARET , EEREEERYHRENESRTEENFLDAPRMRR. TH&ESve, B—TH LA,

Edit Connection Profile

GConnection Profile:* [nncama-m

Group Palicy:* | AmyConnect- Group
8% Geoug Potay
Cliant Address Assignment ABR Aliases

Authentication
Authentication Method: | AAA Gnly .

Authentication Server: | LDAP-Server (AD)

| Fallback to LOCAL Authentication
] Use secondary authéntication
Authorization

Server: | Use same server ¥

] Allow connection only if user exists in autherization database
Configuro LDAP Atiriate Map

Accounting
* Advanced Settings:
(] Strip Realm from usemame




ETRABBEEEAAA > Advanced Settings , W EFEE.

Device Management Device Upgrade HAT VPN » Remote Access Qos Platform Settings FlexCanfig Centificates

AnyConnect

| 3 cancat
Enter Description
Policy Assigeenests (1)
Local Realm: a3 Dyramic Acoess Policy: Hostscan
[REIPST  Access Interfaces  Advanced Edit Connection Profile * x
Connestion Profile:® | AmyConnect-AD
Grawp Poicy:® AryConmeat-Gros Vo o
DefausWEBVPHGroup : -
} _Client Address Assignment [TV Ailases #8
:
LDAP-Server (AD) ~ =
AnyConnact ’ #8
# Faliback to LOCAL Authestication
:
Use secendary authentication
AnyCannect-AD y 78
» Authorization
Authorization Server: — o servar -
siobs # =
3 Alow conmection cnly i User €xsts i aUChOrZation dutabase <8
y Configure LW Attrisate Map
Accounting
Accanting Server: =

< Advanced Settings
Strip Resim from usemame

Sarip Group frem Lsemame

Eratin Fasswerd Managomant
& Ly |1 373 prioe 1o passward expiration

Notify user on the day of password expintion

Sarn Cancal

HE

SERFTEEE%Deploy , —TH LAWK,

Analysis  Pol LRSS Objects  AMP  Intel

Deploy System Help v  admin ¥

BE-TERARTCHFTDREZS BHEMG R , REE—TDeploy , WTEMT

Overview Analysis Policles Devices Objects = AMP  Intelligence

Help v admin v

Deployment  Deplayment History

1 device selec

i

Davica Hodified by Amspact Internaption Type Group Last Daploy Time Praview Status

!E]] 0.197.224.1%0_FTD1 sdmin FTD May 30, 2022 7:34 AM [}
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RREE

EERNEBEFTD CLIREZIRERE,

AAAFREE

<tfroot>

> show runni ng-confi g aaa-server

aaa-server LDAP-Server protocol ldap

<-mmm-- aaa-server group configured for LDAPs
max-failed-attempts 4
realm-id 8
aaa-server LDAP-Server host WIN-E3SKFJQD6]7.razor.local
<mmmmmm-- LDAPs Server to which the queries are sent

server-port 636

Tdap-base-dn DC=razor,DC=1local
Tdap-group-base-dn DC=razor,DC=local
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #%%%*
Tdap-login-dn *****@razor.local
Tdap-over-ss1 enable

server-type microsoft

AnyConnect &

<ffroot>

> show runni ng-confi g webvpn



webvpn

enable Outside

anyconnect image diskO:/csm/anyconnect-win-4.10.01075-webdeploy-k9.pkg 1 regex "Windows"

anyconnect profiles FTD-Client-Prof diskO:/csm/ftd.xml

anyconnect enable
tunnel-group-1list enable
cache

no disable

error-recovery disable

> show runni ng-confi g tunnel - group

tunnel-group AnyConnect-AD type remote-access
tunnel-group AnyConnect-AD general-attributes

address-pool Pool-1

aut henti cati on-server-group LDAP-Server

default-group-policy AnyConnect-Group

passwor d- managenent passwor d- expire-in-days 1

tunnel-group AnyConnect-AD webvpn-attributes

group-alias Dev enable

> show runni ng-confi g group-policy AnyConnect -G oup

group-policy
AnyConnect - G oup

internal

Cmmmmmmmn- Group-Policy configuration that i s mapped once the user

i s authenticated

-------- LDAPs Ser ve

Passwor d- mnanagenent



group-policy AnyConnect-Group attributes
vpn-simultaneous-Togins 3
vpn-idle-timeout 35791394
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel - protocol ikev2 ssl-client S Pr ot ocol

split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value Remote-Access-Allow
default-domain none
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
vlan none
address-pools none
webvpn
anyconnect ss1 dtls enable
anyconnect mtu 1406
anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none

anyconnect modules value none



anyconnect profiles value FTD-Client-Prof type user
anyconnect ask none default anyconnect

anyconnect ss1 df-bit-ignore disable

> show runni ng-confi g ssl

ss1 trust-point ID-New-Cert Outside

mmmmmmm- FTD I D-cert trustpoint nane mapped to the outside interface on which AnyConnect Connections

L E

fE A AnyConnecE#R I BR B £ & ERNW ZIHEEIBRE

LB EHEERE EERNER. AR ARBEESEERRRBR , Microsoft Server ERIFEIHRHER T B ENFR | REKER
RMERAEERER,

& Ciace AnyConmeat | FTD-Hedtnmne

Piew Pasgword: [|

Werify Password:

Password change requned, you must enter 8 new
passweed with & minimum length of 7 to contrue,

VPt
Contacting FTD-Hostname.,




EAEMAZATRRER | ERENEL,

"Sﬂ Cisco AnyConnect Secure Mobility Client — X

Connected to FTD-Hostname.

FTD-Hostname

00:02:43

o O Ll

EFTD CLI LB B E A EELR .

<tfroot>

FTD 2# sh vpn-sessi ondb anyconnect

Session Type: AnyConnect

User name : adm n
Index 7
Cemmmmo- Usernane, |P address assigned infornmation of the client

Assigned IP : 10.1.x.x



PubTic IP : 10.106.xx.xX

Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 16316 Bytes Rx : 2109

G oup Policy : AnyConnect-G oup Tunnel G oup : AnyConnect - AD

Login Time : 13:22:24 UTC Mon Apr 25 2022

Duration : Oh:00m:51s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0ac5e0fa000070006266a090

Security Grp : none Tunnel Zone : 0

WERAR T AEREICLIRETT , MEMRERBEEHBARIE : debugldap 255,

EERENRREERR

<#froot>

[24] Session Start
[24] New request Session, context 0x0000148f3c271830, reqType = Authentication
[24] Fiber started

[24] Creating LDAP context with uri=|daps://10.106.71.234:636

[24] Connect to LDAP server: |daps://10.106.71.234:636, status = Successful



[24]
[24]
[24]
[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

[24]

Il
w

supportedLDAPVersion: value

Il
N

supportedLDAPVersion: value

oo %

Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234

LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=local]

Talking to Active Directory server 10.106.71.234

Readi ng password policy for adm n, dn: CN=adm n, CN=User s, DC=r azor, DC=Il ocal

Read bad password count 3

Bi nding as admin

Perform ng Sinple authentication for admn to 10.106.71. 234

Sinpl e authentication for adm n returned code (49) Invalid credentials

Message (admin): 80090308: LdapErr: DSID-0C0903C5, comment: AcceptSecurityContext error, data 773,

Checki ng password policy

New password is required for admn

Fiber exit Tx=622 bytes Rx=2771 bytes, status=-1

Session End



[25]
[25]
[25]

[25]

[25]

[25]
[25]
[25]
[25]

[25]

[25]

[25]

[25]

[25]

[25]

[25]

[25]

[25]
[25]
[25]

[25]

Session Start
New request Session, context 0x0000148f3c271830, reqType = Modify Password
Fiber started

Creating LDAP context with uri=Tldaps://10.106.71.234:636

Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

Il
w

supportedLDAPVersion: value

Il
N

supportedLDAPVersion: value

oo %

Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234

LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=local]

Talking to Active Directory server 10.106.71.234

Readi ng password policy for adm n, dn: CN=adm n, CN=User s, DC=r azor, DC=Il ocal

Read bad password count 3

Change Password for admn successfully converted old password to uni code

Change Password for admn successfully converted new password to uni code

Password for adnmin successfully changed

Retrieved User Attributes:
objectClass: value = top
objectClass: value = person

objectClass: value = organizationalPerson



[25] objectClass: value = user

[25] cn: value = admin

[25] givenName: value = admin

[25] distinguishedName: value = CN=admin,CN=Users,DC=razor,DC=local

[25] instanceType: value = 4

[25] whenCreated: value 20201029053516.0Z

20220426032127.0Z

[25] whenChanged: value

[25] displayName: value = admin

[25] uSNCreated: value = 16710

[25] uSNChanged: value = 98431

[25] name: value = admin

[25] objectGUID: value = ..0.].LH..... 9.4

[25] userAccountControl: value = 512

[25] badPwdCount: value = 3

[25] codePage: value = 0

[25] countryCode: value = 0

[25] badPasswordTime: value = 132610388348662803
[25] TlastLogoff: value = 0

[25] TastLogon: value = 132484577284881837

[25] pwdLastSet: value = 0

[25] primaryGroupID: value = 513
[25] objectSid: value = ................ 7Z|....RQ...
[25] accountExpires: value = 9223372036854775807

[25] TogonCount: value = 0
[25] sAMAccountName: value = admin

[25] sAMAccountType: value 805306368

[25] userPrincipalName: value = ******@razor.local

[25] objectCategory: value = CN=Person,CN=Schema,(CN=Configuration,DC=razor,DC=Tocal

[25] dSCorePropagationData: value 20220425125800.0Z

[25] dSCorePropagationData: value 20201029053516.0Z

[25] dSCorePropagationData: value 16010101000000.0Z



[25] TlastLogonTimestamp: value = 132953506361126701
[25] msDS-SupportedEncryptionTypes: value = 0

[25] uid: value = ******@razor.local

[25] Fiber exit Tx=714 bytes Rx=2683 bytes, status=1

[25] Session End

EREEBETEINERER

BE , MREFEAEREMATFEHHERREMicrosoft ServerfR EMN ZIEREE |, EHRAEK L |, WHIRERFE " Password does the Password
Policy Requirementsy o E It , SRR BB EMicrosoft Server BLDAPER E K R EE .

Cannot complete password change because the password does not meet the
password pobcy requrements. Chedk the minmum password length, password
compheity, and password higtory requrements.

Cisco AnyConnect

Cannot complete pacsword change becaute the pastword
does not meet the password policy requinements. Chck the
minsmyum password lengeh, parsword complexty, and
password history requirements.
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