PEAISERASA 9.2.1fRVPNZ £ LB B R A

RIEN R
NACAZE AR RE 4 b
THEAE F

msr

AEENBNAREDZNAEBRREREASA)MRA.2.1 , ESHH BRI S 585 K% 51 Z(1SE)Y
VPNER EETR LM , MEFABHRERRE(IPN).

DB R4

&R
SRHEBCBEL T EHE
- ASA CLIE.BEMZ £ E# 7B (SSL)VPNEL B /Y &2 4 H5H

- ASA LiEumah B VPNEL & /Y B 28 Hl%
- ISERARRE AR #5 B 1 AIGE
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AERTHWEARRBUTRERE

. Cisco ASAEX IR A<9.2. 1 R B FRA
. B & Cisco AnyConnectZ £ 1T Bt F & im iR 24<3. 18I Microsoft Windowshx 47
. Cisco ISERZS.2 ( B TS5RE ShRA )

HRER

Cisco ASAKRZ9.2.1% HERADIUSEEE % (CoA)(RFC 5176), & L& Cisco ISEXITVPNAE A &
BE , MAEEIPN, EVPNEAEEZEAR , ASARSRRAREEEQEIISE , FHEE AR MK
&)\?"‘“%ﬂ(NAC)ﬁIE:RWebﬁEo ﬁﬁ%ﬂiﬁﬁ EUBITEERE , UEETHREAFS —HEEE
AR R, IEXERKOS). BEREX. BFEE. R, EARXIBZHERA,

REBRERTEREEIISE, WREMBRAIRET | RIISET UL A RERMEGMASAEE
RADIUS CoA. BINEITMRERFEMCoAR , RFFEREFBABEIR.

ATE

AR I R AR RS

—_— VPN Access (Ikev2 or 55L1)

—_—— Radius

= Hitp traffic to internal server
502 test-cisco . com

S o~ —= VEN Pool IP: 10.10.10.10

G0S0: 172.16.0.1
{outside)
1
GO0/1: 192.168.111.10

(inside) Cisco
Anyconnect
ASA1 Mobile
—_— ——] Security

Internal
resources

1’/{ /|b§1§$ﬁf ﬂﬂfﬁ%ﬂﬁﬁﬁﬁx .

1. 3= %48 F % {#F f Cisco Anyconnect$¥f ASAE1TVPNEAR .



L O

. ASAMISEEEZ A &EHIRADIUSEHEFE XK.

. ZFERFEEISE L& AASA92-posturety K EE, F It , #5IRE ASA92-posture R Hi & 1& 2%

ISEBiEHEMECiscoBit — EHHIRADIUSH IR -

url-redirect-acl=redirect — iE R FEASAR I E R B IRFFEACL)ER , CREEEEM

=1
Elg;ﬁ:io

url-redirect=https://ise2.test-cisco.com:8443/guestportal/gateway?sessionld=xx&action=cpp
— EREREAEEEEMIMNURL, BFR  2EBVPNEF RN ER RFEDONS)FRSEHE
RS EE MURLFIREIH T2 RESEH(FQDN), MREE TVPNIBIREEEATERRE B R A
[REIFAE |, FFHEARE Finitee s e BE L MISERBRER (EAHIH ATCP 8443),

. ASAEIARADIUS Accounting-Requesti Bt E R I L 1ZWERE, EEMISEEEEENFIEF

HEF , EEHITIIRE, EEFMET SiEsession_id, VPNEF xS ZBIP# 1k FIASAK
IPibiit, ISEfEfsession_idRIZHZEFE. ASAEREHEEGHRIIRFEN , EFREENE
£ 2Framed-IP-Address , ZBMHEBASATEHEFIHNIPHEARHIH A10.10.10.10),

. BVPNEAENREELRHERNWACL (EEM ) EEE , §85HEE O Ehttps:/ise2.test-

cisco.com:8443, RIFEE , ISEEFAENACKRIERWebKE,

EEFREMEZERER  REEEDUTRENRE, EXHFP , ©EScMest.txtiE R,

TIEMOISEEARERE BRI EFERE T HENETCP/UDP 89051 1T % X XM LAEH
BISE,

. BISERFIRBRENREREHR , CERARERERA, E—X, ABBERAEH , 5—

FHAWE AP, BHIXRADIUS CoAR A :

MREAEFES , IEEXATTLEEFIMN A FEHACL(DACL)E R ( AuthZ# AIASA92-
compliant ) o

MRFEAETHEE , IEEXAFERIFEMNDACLERE ( AuthZ#R BIASA92-not
compliant ) . &E:RADIUS CoAMR#EHERE ; BIASAMISERAEFE LT,

.ASARIRREE @, MRZAMIMDACL , AIAXABEFHBEFERTERISETHEM. RKiE

DACLE M tnEIVPNEFE,

. FREVPNEREEFHS BB ER , EGIRASA LR ENDACLAFNABEE IR,

MRERETFEHR , AHER FERWVFHEETTHE,

EE . HREEREFEHARADIUS COANAZEARTRE., HREF/ERS02.1x5 17 5F

, RADIUS COATBiEEMBM, T REZMIMMEBM ( MDACL ) NE—E 5 R, B
FAASA VPNMREE , REFE B S EE. FIEBHHIREZIRADIUS CoAH, VPNEFFER
SEEMRRE | EEFRAZSHVPNEAERE.

£ A A< BB EASATISE.

ASA



LA RCisco AnyConnectiZ A ) EARASAEL B

ip local pool POOL 10.10.10.10-10.10.10.100 nmask 255.255.255.0

nterface G gabitEthernet0/0
nanei f outside

security-level 0

ip address xxxx 255.255.255.0

nterface G gabitEthernet0/1

nanei f inside

security-level 100

ip address 192.168.111.10 255.255.255.0

aaa-server | SE protocol radius
aaa-server ISE (inside) host 10.48.66.74
key cisco

webvpn

enable outside

anyconnect - essential s

anyconnect image di skO:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy GP-SSL interna
group-policy GP-SSL attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL

aut henti cati on-server-group | SE
defaul t - group-policy GP-SSL
tunnel -group RA webvpn-attri butes
group-alias RA enable

HRNASABISER IR T 2FEES  FHREAS .
- RBERERESHRE. RENZIRAAA)RRE , LEZEZCOA,
- BERCIRECE ARREHE , AEMISEFEVPNEFEFMAER,
B ERRFRCIR , EAEE D BLARGEAE /Y IPH Ut 30 E B SE#TISE L & FEARRE

. REEEMACL, BRERTANDNSHISER R, FARAEHTTPRESHEEAEISER
eS8
T RABREDI -

access-|ist redirect extended deny udp any any eq domain
access-|ist redirect extended deny ip any host 10.48.66.74
access-list redirect extended deny icnp any any
access-|ist redirect extended pernmit tcp any any eq ww

aaa-server | SE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization



aaa-server |SE (inside) host 10.48.66.74
key cisco

tunnel -group RA general -attributes
addr ess- pool POCL
aut henti cation-server-group | SE
accounting-server-group ISE
defaul t - group-policy GP-SSL

ISE

SEREAT Z R EISE:

1. E i E|Administration > Network Resources > Network Devices , AREASASAFTIE AREKEE

@7 [UShizy Services Enaine ¢ Home Operations|»  Policy| v Administration| »

=t System E1 Identity Managemant i Metwark Resources [ Web Partal Management |cy Feed Sance

Metwork Davices Metwork Device Groups Exdgrnal RADILUS Senvers RADIUS Server Sequences S0AARA Senvars MNAC Managers

Netwnrk D’EViCES Hebwark Dewises Ligl = New Mebtworl Deviee
Network Devices

|T 2 | * Mame[ A5A |
= = Descrimiunl ]
[ Wetwork Devices 3

*IPAddress: | 192.168.111.10 || 32

i Default Device

Model Mame =
Software Version -
* Metwork Device Group

Location[ 4] Locations © | [ SetToDefault
Davice T'!'I:'Ql_q" Device Types &) | Set To Default

= Authentication Sattings

Enable Authentication Sefings
Frotocol  RADUS
*Shared Sectét | ggeee| | | Show

2. E¥ FPolicy > Results > Authorization > Downloadable ACL , 3 i¥ EDACLEH AFFTEHF
B, FEFXACLELEAFFISELMMBIPHRE :



£y Home Operations|v Policy| v  Administration | v
|2) Authentication |&, Authorization |+ Profiling | Posture |z3) Client Provisioning |z} Security Group Access
Cictionaries  Condiions = Resulis
Results Dewnloadable ACL List > PERMIT_ALL_TRAFFIC
Downloadable ACL
I ,u I " Name | PERMIT_ALL_TRAFFIC
@ k- ey

v [ Authentication
w | Authorization
» [ Authorization Profiles
» [ Downibadable ACLs
» [ Inine Posture Mods Profiles
» [ Profiting
» [ Posture
v [ Chient Provizioning
» [ Security Group Access

Description | allow all Traffic

*DACL Content perailt ip any any

¥ Check DACL Syntax

3. MERMEMRFEMBELIACL (HETERERE ).

4. Bfn F|Policy > Results > Authorization > Authorization Profiles , Y F¢ & & AASA92-
posturelVIREREERR , XEEEREECNHEAFETLELTME. EFWeb RedirectionEzE}
F R, #£ T E FiRiZClient Provisioning , Y {RredirectBE REACLMBAMLF ( BZACLTE
ASAL K ES )

7> Home Operations|¥  Policy| v  Administration | »
|4} Authentication |®) Authorization |4} Profiling |® Posture |l Client Provisioning |5/ Security Group Access
Dictionaries Conditions Resulls
Results Authorization Profiles > ASADY.pesture
| = | Authorization Profile
- *MName | IEEFE |
Q= L

v [ Authentication
+ [ Authorization
v | Authorization Profies
» [ Downloadable ACLs
v £ Infne Posiure Node Profies
3 ; Profiling
v (5 Posture
¥ [ Client Provisioning
v [ Security Group Access

Description [

“Access Type | ACCESS ACCERT | ~]
Senice Template [

* Common Tasks

O wice Domain Permission

Web Radirection (CWA, DRW, MDM, NSP. CPF)

Clignt Provisioning (Posture) = ACL | redirect |

[ static IPHost name



5. Bt E & AASA2-complianttV IRERBERER , ZEEERERREEA
PERMIT_ALL_TRAFFICHIDACL , A FEAERHT LB #

Lo icntity/Services Engine 7> Home Operations|»  Policy| +  Administration | »

|4 Authentication |®, Authorization |4 Profiling [# Postura |&, Clignt Frovisioning |=, Security Group Access

Dictionarias Conditions Rasults

uthorization Profiles > ASAD2 -compliant

"

Results
5] Authorization Profile
- "Name |psag2-compliant |

ar e L
L _. Authanhcation DEEEHNIUI‘I
- _ Authoriz ation *ArCass Tl"pg I-"-"l'C'CESS ACCEPT - |

¥ | Authorization Profiles ’

i : e m Service Template []

¥ [ Inline Posture Mode Profiles
¥ _ Frofiling
v | Posture
v [ Chent Provisioning i
b Securily Group Access

DACL Mame | PERMIT ALL TRAFFIC -

6. Bt & & AASA92-non-complianttV ELUREEERER , ZEEERRERE EEBRFEFTF U#E
HIDACL ( StETSHERE ) .

7. B F|Policy > Authorizationt fit & 1% &R 8l
By —RBRA , AFREMREERTERETTLHE. FRIRERKEASAER.
BUEMRABERTRERAFERFEANKRL, FREFRERKASARFHEE

RRBTMERUDRGH , ARERRAUREASA2-posture , ERAFIEASA LETEEM.

ASALY complain SassionPosturafiatus EQUALS Compliant ASAD2-compliant
ASALD non complaint SagsionPosturaatus EQUALS NonCompliant ASAA2-noncompliang
ﬂ AZADD rediredt Radiwg MAS-IP-Addrass EQUALS 19216811110 ASAD2-poshire

8. MR HMRIFRIBERNMBEOETNEAESRE. MRV AERURE I , EActive
Directory(AD)H &) , 55E M E|Policy > Authenticationdt # T & 2K :



- TET—— —————
Identity S i ¢ Home Operalions|v  Policy| v Administration | v
_ %, Authentication | |o) Authorization |4, Profiling [ Posture [ ClientProvisioning [, Security Group Access 8, Pol

Authentication Policy

Define the Authentication Policy by selecting the protocels that ISE should use 1o communicats with the network devices, and the identity sources that it shy
Policy Type ) Simple (8 Rule-Based

ﬂ MAB DT Wirad_MAB OR Allow Protocals @ Defaull Network Atcass
Wirglass_MAE
Default use Internal Endpoints
Dol I Wired_802.1% 0OR Allow Protocals | Defauld Network Access
Wiraless_802.1x
Default use Internal Users
Default Rule (ifno match) - Allow Protocals © Default Network Access and use: Intarnal Users

9. EffnElPolicy > Client Provisioning it EFEL AR A, U T RREEFEMNRERBNHRA, =
LRG| EFE—EEHERA , 3 BISEAFTEMicrosoft Windows RFEIEENACKE :

' £ Home Gporations v Pobey| v Administation | v
|8} Auihosization  [5] Profiling |7 Postare | :: ChentProvisioning || [z Security Group Access g8, Policy Elements

|4} Authentication

Client Provisioning Policy
Dafing the Cliard Provisioning Policy 1o detarmine what usars will raceive upon login and esar sassion infialon

For fgent Configuration: wersion of agent, agen! profile, agent campkance medule, andior ager cuslomizabon package
For Hatve Supalicant Configuialion wizard prafile andlar wizard. Deag and diop rulés 1o change he sider

Ruls Hama Idarlity Growps Crparating Systems Ginar Congtions Rasults

ASAS2-poslure ¢ Ay and Windows Al and  Gondition(s] than MAGAgend 4901013

EAgent REISELEF , AL TR EM :



[ NACAgent4.9.

Done

Agent Configuration

Agent: MNACAgent 4.9.0.1013

| ] Is Upgrade Mandatory ‘

Profile: Choose a Profile

Compliance Module:

Choose a Compliance Module

Agents

Agent Customization
Package:

Choose a Customization Package

Native Supplicant Configuration

Config W1zard:| Choose a Config Wizard |
Wizard Profile:| Choose a Wizard Profile ]

| A |
G =~

@ Cled . Download Resource
Nad % Upload Resource

|_".
L i

@ HNACAgent 49052
m NACAgent 4.9.0.1008
HACAgent 4901013

[ =

WebfAgent 49.0.24

=

@ WebAgent 49028
WebAgent 49.0.31
WebAgent 4.9.0, 1005
@ WebAgent 49.0.1007

=

c

10. B XE | &0 LU E|Administration > System > Settings > Proxy , it BISEfl & {2

11.

12.

( LAFHRInternet )

BELRZ2TERA  ARBRETFHEE. ZUUREREUTRENAL

fles — 7. A, B

registry — $#, {H. F1&

application — & , EEEIT , KiET
service — R &M , EHET , KiET

BiimE — EMERE , RAXE100Z REER
FREHE — EMERK , RAZE100SRMUES
#ERMt — BEFE

BERARKRG — KRS BISEFAENER

HEHRGIH , ABTHENERFELRE, NREF

i

i§ EFfEc:\test.txtiE = | BIZE

EFAHAF LB, EEZ=Policy > Conditions > File Conditions , 3 5% ERERIEH :



£ Home Operations| = Policyl v  Administration | »

| &) Authentication |m) Authorization | Frofiling [m, Fosture |4 Cllent Frovisioning |5} Secuity Group Accass E Policy Elemenis
Dictionaries Conditians Rasults

P Fila Corditinss List > fle_condition
File Condition

l — L] * Mame | file_condition |
::lﬁh :ndium - Description | |
‘ Regtatry Condition + File Path | ABSOLUTE_FATH -| [Evtest.tst K
:= Application Condition * File Type | FileExistence -|
S + File Cperater | Exists -
12 Compound Condition
i= AV Compound Condition " Operabing SYSWEm g o)

AS Compound Conditien

Dicticnary Simple Comdition | Reset

Dieticnary Compound Conditien

13. Efn EPolicy > Results > Posture > Requirementsit 27 ER, EmEH — &4 , BRE
LLER, MRFZ , ABTHRIRE, TseBFSRBINERIRETR , BELTRES , #F
AEEENFERIRE . BERBEHEE.

-' i & = Mun:l - Fl:lwlll o Mmlnl“unl % J

E. Aulherticalion E Authoiizakan d Profling |‘._?" Poskre |& Chanl Pravissning |_;:I Sacurfy Braup Arcess I ﬁulr.l!em:rﬂ:s
Dichizraras  Condfons | Resulls

Resnlis Pl uiremen s
| = | Mame Dperaling Systems Condilions Femedalion Acions
@ -
[ Awbanisaion file_requisament © Windows All “1 file_condtion r Message Ted Oy
L ;.ﬂmu:a‘mn
i A & Iestalkation Wie for 'windowe &l w10 ANY_av win_inst MasEEps Teat Onky
b [ Pratiag S = Sl
* [ Postme Ary_®¢_Defniian_iWin for Windows Al 111 ANE_aw_win_dsd AT edationai
v 5 Aevediitiao Acias n
Fill s okl Arvy_AS_Installation_in for wandows All 111 ANE_as_win_inst Messags Teat DNl
B[] Chend Provisinsiog
v (B3] Secwniy Grow Aocess Amp_&5_Delfnibon_%n ©wndows All AN _as_win_del By S Del=em ed ationidi
n
By S _lealalalinn_Mac 1 Wac 05K | ANY_av_mac_nsl Message Tead Dinlky
Arg_A¢_Defnitan_Wac Wag 05X a1l AN _av_ma_daf A DeRemadalionMa
A _AS_Ingtallation_Mac for WAL 08 atil AN _35 M _inst Maggags Teut Only
RS _Detnition_Mac far Mac OFx 11 ANF_as_miac_ded Message Tad Ony

¥R EEEBRT , WEAEAFile Remediationi®{E ( ISERRETT FTHRER ) .

14. BfnElPolicy > Posture , AR IF R £ ARUPEREEL—PRPEBINEREBEBA
file_requirement), R —#Y R B8R B Z R Fr A Microsoft Windows R # &8/ 2
file_requirement, MRF/EHER , BITEHRHEEN ; MRFERBLER , AITHE®RE
THEN.

{3 Homs Operations| v Policy| »  Adminisiration | = -

|&) Auhenticaten |®) Aainorizaton s Prefiing |5 Client Previsianing |z Secuiity Group Access &, Folicy Elements

Posture Policy

Dafing the Fosture Folcy by configuring rules basad on oparaling system andiar ofhar condions

Stabus  Rule Hame Idanlity Groups Gparaling Systems Other Conditions Requiremeants

poslure I Ay Windiows All 1 file_raquiremant



EHEHFE

ARIERT , MRES

—XMEH. R K ANZEEHRECERAENSN  YRBERARYER

KEhf. LLEFABBSWISSHHE ( NACHKE ) HIXHEEARER (WebRE ) PR,
TRUTESRUBEFEREFEM

1. B FJAdministration > Settings > Posture > Reassessments , it £iF A E#F T4 ( ZE
SMEERE ) -

d [ﬁ htbps: e fadming#pageld =com_cisco_cmp_weh_page_administration_globaloptions

Casrs

- ETHES

TR

Soitings

ZiPerlarmance s oDoes

[ﬁ} Tkt Speslmne | w

Paley' v fomiclsinros =

MR ETech Toals= 2 0WE O Licenses= OWLC- 802 1x= | Truslses s

EACS=

.."EI- lents Matagsment

Learalsg  car (el anzing

ook Taacurnes

vallenanss Hathz § Sasms

E Wz Poral Marapamel

[:4 Femd 2endee

agrinbizass | Satings

1= e ok ng

_- == ipad ol mran Nerves
|2 725 W

i= S Sl g

=[5 Prenme

R Y R
| Feomescerwnin.

= My

17 Amzepiacie e Pricy

12 Aoilng

b [ Proizzoi
12 Frosy
_- Sy Ty Crous Bocaax
|2 SHTF Server
o S lew
|= Ezley Sam

Ll = Kew 0L

Reasmesmment Configuralion

ot Cond

=Cnffsuiaioe ke ||n:-h$tuﬁ-|||m'r

Sligusnzn Caszoplun |

BCLILEEL Ll TSI Tt {1 He E

Ertrcime-A T

Jrzup Sakiclian Rias

* Zglart Usar darly Grocps | sy

2. B3 ERP R B ET AL ECEC A AR R4

el [220

| miaes

Gz Time | 3

T 4

~ @ [+ Directory
EISC= EOVPN=- OASR-

1. o5 tomlguratizn s, e A uTigae JIUs or aungue seebiraie of jruss.
2. ten conflgu oS may have any graus N commos.

P zznbipal sy sosle sl guiog =08 e omn sl cns e e s e sl anises -

I thz exds=g comig wih @ grous of Ay 15 usdased |2 re1ees @ @ sup Gar srauss] Sthorfan ¥y, o
i the asiediog coih aiha Siie o R e dslaad
20 Tacznlgwtha srous o Ss must e creglad de sl ol ohe: comips e

|

Adminisiration | =

l;, Secunty Group Access I Paliey Elerments

L
; ¢+ Home Operations |+ Policy|
|4 Authertication |=) Autharization |4, Prafiling |® Posture ey Client Provisioning
Dictionanies = Condilons = Results
b Dietianury Condiliens List = Now Dickionary Condition
| | Dictionary Simple Condition
e *Mame| reassesment
Er | E - Description
1= Fila Conditien
i= Registry Condition
Application Condition * bl = Qparator

Sarvice Condition

Compeund Conditlen

AV Compound Condition

AS Compound Condition
Dictionary Simple Conditian
Dictionary Compaund Conditicn

:Sesgban:n.gent-nequest-'ﬁlpe [ | [ Equals

I s

3. B fEEa1) 1A RV A4 DU B By BB LR 4F -

'] [ Feriodic Reassessment]

*Valug

-]



et Lea NN e 1 4> Home Operations|w  Policy| v Administiation | v !

la, Authentication [ Auhorizaion | Profiling  |@ Posture |5 Glient Provisioning =) Security Group Atcess | gt Policy Elements

Dictionaries Conditions Results

Dicbonany Conditiops Lok = New Dictienary Condition

Posture
Dictionary Simple Condition
| 2 | *Mame| Initial
arE- — Description
i= File Conditien
1= Reistry Condition
iz Application Condition = Allribute * Dparaton =l
Sapvics Condition [sessionAgent-Request Tipe 0 || Equals «| [ muteal -

Compeund Condition Submit @
AV Compeund Condition

H AL Compeund Condition

iz Dictionary Simple Condition

12 Doetienary Compound Condition

IE W R EB AT ATEIRRER AR E A . 58—k RAMECEADSA L |, 5 —IRR A ICE TR RIERHE

{iy Home Opemalions = Palicy| x  Adminisiration| v -

[5) Aulherication  [m) Aulhorization [ Prefiling |7 Poslie | |oy ClientProsioning [ SecurityGroup Atcess g% Pelicy Elements

Posture Policy
Dafing tha Poshirs P\:'If.'r o :ﬂl‘ﬂl:ll..l'll'lg nilas basad an cparanng SyEtam andiar oinar conditinns

L
Hatus  RuleMame Identty Groups Oparating Systams Othar Condflans Requiremants
B8 posturs_infial ANy nd Windows &ll iniial e fike_requiremant
n posturs_resesassmant T Anmy il Windoews A1 TEaBeasEmant thezn filz_requiramant

B
EEMBENEBRETEREE  FRACEKRATRATIR
1. VPNER FERBIASA,
2. ASAEIXRADIUSEE R 3t ## U & Burl-redirectMurl-redirect-acl & 4 FY & FE

codld rRXe ceswTFAEN AR @SS B

Filter: | ﬂ!m_ Chsir Apply  Save
No. | Source | Destination | Protocet | Length| infa
1197, 168, 111,10 18, 48,65, WADIUS 312 Aicess-Request (1] (Ld=i&, 1=278)

4

H, 1 HADTLS 111 Aecess=Ascopt(? [ 1hmdb 1259 )
Frame 2: 311 bytes on wire (2488 bits], 311 bytes captured (2438 bils)

¢ Ethermet T1, Src: Veware_c888:83 (08:58:56:00:80:03). Dsh: Veware_ef:ef:25% (68:8c:20:e8:0l:35)
¢ Intermel Protecel Yersien 4, Src: 10.48.56.74 (18.48.66.74), Dat: 197.168.111.10 (192.183.111.18)
¢+ User Datagram Protecel, Src Porl: sightlime (16451, Dst Port: 54450 (54459)
- Radius Protocel

Code: Aifess-Recepl (25

Packel identifier: 0ude (46)

Lemgthi 269

Buthent icalor: belXFIbAT0a10: 1eddeabia TTRED Bl

|Tine from request: 8.0%9399088 seconds)
= Atiribute Yalue Pairs
FAVP: Im7 Iwlher-Rame(1): ¢isco
FOAVPD Imdd  twStated24): SHS6175TH6A5IG5TIT 06100 100 130613817 3008613038, .
FAVPD Ie30  teClass{23): A343I3334633061333730306 1 303030 3064 30300353262 . ,
= AWP: a3l ieVesdor-Specific (26] wee iscaSysbens i)
b WSA: 1=3T t=Cisco-AVWPalr(l): url-redirect-acleredirect

= AYP: Iml1%  Ee¥endor-Spec ific (26) we iscoSystess(9)
FVSA: L=11Y t=Cisco-AVPalr(ll: wrl-redivec t=hitps://ise?, test-¢ lsco, coni B4 gues por tal Agateway Poess Lonld=c Dall 70000 520 1b 1b¢ bac  Lon=cpp



3. ISEREFMREENRERBEESR (F—@HFKE ) T :

BeDO
b- b b &
(=]

CRECL2- P4 ARADE

ASAD.F ASAGZ2complant Comphant

Compliant
182,168 6 ASASLE

ASARR-posture User Ident&y Gro... Pendng

4. ASAKEE@HFTIEEIVPNESE -

aaa_url redirect: Added url

redirect: https://ise2.test-cisco.com 8443/

guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp

acl :redirect for

5. ASA EVPNEFEHARRER

10.10.10.10

FEELZLREIBEMHTTPRE :

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane cisco I ndex 9

Assigned | P 10.10.10.10 Public I P 10.147.24.61
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense AnyConnect Essential s

Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAlL
Bytes Tx 16077 Byt es Rx © 19497

Pkts Tx 43 Pkts Rx . 225

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GP-SSL Tunnel Goup : RA

Login Tinme 14:55: 50 CET Mon Dec 23 2013

Dur ati on Oh: 01m 34s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN none
Audt Sess I D : c0a8700a0000900052b840e6

Security Gp : O
AnyConnect - Parent Tunnels: 1

SSL- Tunnel Tunnels: 1

DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :

Tunnel ID 9.1

Public IP 10.147.24.61

Encryption none Hashi ng none

TCP Src Port 50025 TCP Dst Port 443

Aut h Mode user Passwor d

Idle Tine Qut: 30 M nutes Idle TO Left 28 M nutes
Cient CS Wi n

Cient Type AnyConnect

Cient Ver Ci sco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx 5204 Bytes Rx 779

Pkts Tx 4 Pkts Rx 01

Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :

Tunnel ID 9.2

Assigned | P 10.10.10.10 Public I P : 10.147.24.61
Encryption RC4 Hashi ng : SHA1
Encapsul ation: TLSv1.0 TCP Src Port 50044

TCP Dst Port 443 Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 28 M nutes



Client OS : W ndows
Client Type : SSL VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Byt es Tx : 5204 Byt es Rx 1172

Pkts Tx 4 Pkts Rx 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS- Tunnel :

Tunnel D 9.3

Assigned IP : 10.10.10.10 Public IP © 10.147.24.61
Encryption : AES128 Hashi ng : SHAL
Encapsul ati on: DTLSv1.0 UDP Src Port : 63296

UDP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 29 Mnutes
Cient CS : W ndows

Client Type : DTLS VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5669 Byt es Rx : 18546

Pkts Tx : 35 Pkts Rx 1 222

Pkts Tx Drop : O Pkts Rx Drop : O

ISE Posture:
Redirect URL : https://ise2.test-cisco.com:8443/guestportal/gateway?
sessionId=c0a8700a0000900052b840eb6&action=cpp
Redirect ACL : redirect

6. MBI EE MACLEEHIHT TP &/ & F i B 7E [0 2 ISE:

aaa_url _redirect: Created proxy for 10.10.10.10

aaa_url _redirect: Sending url redirect: https://ise2.test-cisco.com 8443/
guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp
for 10.10.10.10

7. B PR EE M BISENEIT R 2578

+ B Foocie? mrtcizegcarm 03 auth A ppEenao eation Tression=c0ed TO [a00 [ IG0 0I5 2b0 35 2t =Windawa T (4 & " AV Fecure Fearch £ ‘ 'ﬁ' n ]

ciIsco Client Frovisioning Portal

o u_.
-

Cisco Identity Services

1 i mp g s
Eng_lne NetworkSesus
Notice

Diaterminirg prior Cieoo Aget Insts l20on oo device. . 26 seocnd(s).

Do yon want to Contlnue?
The connection 1o thie websits i unirustsd.

! ': Welmites: ko e, bestecimn o D443

Mobe:  The cebfizate s nok wald 2nd carno: be vsed oo ver Py Be entky of the webste.

This apolcator wil = biocked in 2 fubre Jres secwky updste becaus= th= 162 fils marfes: doss rot
carka bhe Permiss o stinbute, Prass contack the Pubisher For more nfemston, Hoe Ffanaten
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10.

£ Cisco NAC Agent =Sy

vl ]es '
cisco Cisco NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

E OK j

ISEEWGRERE , EMTERERA LB (MRFE ) EAREREILFIECoA, EF S

frise-psc.logh 5 :

ci sco. cpm posture. runtime. PostureHandl erl npl -:cisco: c0a8700a0000900052b840e6
. .- Decrypting report
ci sco. cpm posture. runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
.- User cisco belongs to groups NAC Group:NAC:IdentityGroups:User Identity
Groups :Employee, NAC Group: NAC: | dent i t yGr oups: An
ci sco. cpm posture.runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
. ..- Posture report token for endpoint mac 08-00-27-CD-E8-A2 is Healthy
ci sco. cpm posture.runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
...- Posture state is compliant for endpoint with mac 08-00-27-CD-E8-A2
ci sco.cpm posture. runtime. PostureCoA -:cisco: c0a8700a0000900052b840e6
:1:- Posture CoA is triggered for endpoint [null] with session
[ c0a8700a0000900052b840e6]

ISEE &% —{ERADIUS CoA , HH‘IiEsession_idM L FF T2 FEHIDACLE M :

No. | Source Destination Protocol | Length| Info
7108.48.66. 74 192,168, 111.10 RADILS 231 CoA-Request (43) (id=11, 1=189)

G 192.168.111.10 16.48.66.74 RADIUS 62 CoA-ACK(44) (id=11, 1=20)
0

* Frame 7: 231 bytes on wire (1848 bits), 231 bytes captured (1848 bits)
¥ Ethernet II, Src: VmwWare c@:00:03 (BO:50:56:cB:00:03), Dst: VYmware eB:ef!25 (00:0c:29:e8:0f:25)
¢ Internet Protocol Version 4, Src: 10.48.66.74 (10.48.66.74), Dst: 192.168.111.18 (192.168.111.10)
# User Datagram Protocol, Src Port: 44354 (44354), Dst Port: mps-raft (1780)
= Radius Protocol
Code: CoA-Request (43)
Packet identifier: @xb (11)
Length: 18%
Authenticator: d20817cbcad28cedbdee5df15177Thed
M I y g 3]
= Attribute Value Pairs
bOAVP: 1=6  t=NAS-IP-Address(4): 10.147.24.61
FOAVP: 1=15 t=Calling-Station-Td(31): 192.168.18,67
b AYP: 1=6 t=Event-Timestamp(55): Dec 18, 2013 15:32:10,000000000 CET
P AVP: 1=18 t=Message-Authenticator(B8): lee?dfld83e5f3aadd3ddobdaabliebeb
= AVP: 1=75 t=¥endor-Specific(26) v=ciscoSystems(9)
P ¥SA! 1=69 t=Cisco-AVPair{l): ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT_ALL TRAFFIC-5lef7dbl
* AVP: 1=49 t=Yendor-Specific(26) v=ciscoSystems(9)
P ¥SA: L=43 t=Cisco-AVPair(l): audit-session-idsc@aBTo0a0000do0052blblbe

ERMREISERFEH :



11.

12.

E—EERFERANEREREREESR (FEEMD ) WABSORE.
EWBFEHSWISSHER , RIRGERE @B FHEB.
58 =18 H 551k B ECoABIA R EERERY —BIEER ( R RBERERY ) o

EASATHDACLE , 82V KK AFEE.
ASAD.Z ASAG-camphant Comphant

oD
¥
F
i

Compliart

EeBd
[}
(=]

ASADE ASASZ-posture User Identry Gro... Pending

o

ASA LV FAFE R EEWCOAY MEREEM ., MREE , ASAR THEDACL:

ASA# Received RAD_COA_REQUEST
RADI US packet decode (CoA-Request)

Radi us: Value (String) =

41 43 53 3a 43 69 73 63 6f 53 65 63 75 72 65 2d | ACS: CiscoSecure-
44 65 66 69 6e 65 64 2d 41 43 4c 3d 23 41 43 53 | Defined- ACL=#ACS
41 43 4c 23 2d 49 50 2d 50 45 52 4d 49 54 5f 41 | ACL#-1P-PERM T_A
4c 4c 5f 54 52 41 46 46 49 43 2d 35 31 65 66 37 | LL_TRAFFI C-51ef?7
64 62 31 | dbl

Got AV-Pair with value audit-session-i d=c0a8700a0000900052b840e6
Got AV-Pair with value ACS: C scoSecure- Defi ned- ACL=

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-5lef7dbl

aaa_url _redirect: Deleted url redirect for 10.10.10.10

EVPNEERERE  BRERAEHEEMADACL ( T2 FHGTHAE )

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane . cisco I ndex 9

Assigned IP : 10.10.10.10 Public IP ©10.147.24.61

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1
Bytes Tx : 94042 Byt es Rx . 37079

Pkts Tx ;169 Pkts Rx . 382

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : GP-SSL Tunnel Group : RA

Login Tinme : 14:55:50 CET Mon Dec 23 2013

Dur ati on : Oh: 05m 30s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess ID: c0a8700a0000900052b840e6
Security Gp: O

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :
Tunnel 1D 9.1
Public IP 1 10.147.24.61

Ised
R
g2

Ise2



Encryption none Hashi ng : none

TCP Src Port 50025 TCP Dst Port : 443

Aut h Mode user Passwor d

Idle Tine Qut: 30 M nutes Idle TO Left 24 M nut es
Client OS Wi n

Client Type AnyConnect

Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx : 5204 Byt es Rx 779

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

SSL- Tunnel :
Tunnel 1D 9.2
Assigned | P 10.10.10.10 Public IP ©10.147.24.61
Encryption : R4 Hashi ng : SHA1

Encapsul ation: TLSv1.0 TCP Src Port : 50044

TCP Dst Port : 443 Aut h Mode user Password
Idle Tine Qut: 30 M nutes Idle TO Left 24 M nutes
Cient OS : W ndows

Client Type SSL VPN d i ent

Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx : 5204 Byt es Rx 1172

Pkts Tx 4 Pkt s Rx 2

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name #ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl
DTLS- Tunnel :

Tunnel ID ;9.3

Assigned | P 10.10.10.10 Public IP 10.147.24.61
Encryption : AES128 Hashi ng : SHA1

Encapsul ati on: DTLSv1.0 UDP Src Port : 63296

UDP Dst Port : 443 Aut h Mode user Password
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient OS : W ndows

Client Type DTLS VPN d i ent

Client Ver C sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx : 83634 Byt es Rx : 36128

Pkts Tx ;161 Pkt s Rx ;379

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name #ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl

I : HI{ECoAKRMIMNEAIDACL , ASARKMIBRE E @R A,

RER: AR

REHRHENEF AR R YRR TR SRR

ISE LR

iE ¥ Z Administration > Logging > Debug Log Configuration AR A FEE. BREZ

AR

Bt

- TEETEE(NSF)
- NSF&3

. R

RIEAUTRER



- AREE
FECLIFB AL T i & AR EEESR

i se2/ adm n# show logging application ise-psc.log tail count 100
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Pasture More Detail Assessment
Teme Range:  Erom LAZH2013 1200000 AM to 1222003 025731 PM
2003-12- 23 15:57-30 248

Garserated AL

Clignt Detalls
Username
Mac Address:
IP addrass:
Sassion ID:
Client Qperating System
Client NAC Agent

PR& Enforcemeant:

Co:

PRA Grace Time:

PHA Intensal:

PRA Action:

User Agreement Status:
System Name:

System Domain:

System User

User Domain:

A Installed:

A5 Installed:

Pastura Report
Posture Status

Logged At:

Posture Policy Detalls
Paolicy

postura_initial

ASA L YRR

Mame

file_require. ..

clsco
08:00:27: CO:ER:AZ

10.147.24.92
c0ag8700al000b00052bad6e0

windows 7 Enterprise 64-bit

Cisco MAC Agent for Windows 4.9.0.1013
1

Received a posture report from an endpaoint

240

continue
NetEnabled
MGARL ARTWS01
CISCaCom

I1'.;J.:|',_ alL

CISCO

Medfes VirusScan Enterprises8.8.0,975: 72271071 37201 3; Mohfead, Cisco Security Agent; &,

]
=]

L2113

[3

wWindows Defender;5.1.7600.16385;1.95.191.0:11/1 9/201 0; Microsoft &5

Compliant

2013-12-23 15:21:34.5902

Enforcement Statu  Passed Falled Skipped Conditions

Mandatory file_condition

BT LAEASA LA AIE LFAA -

debug aaa url-redirect

- debug aaa authorization

debug radius dynamic-authorization
debug radius decode

debug radius user cisco

RENHAR

HMRNACKE , ATAEARGUIRBE M Cisco BFIT BN S £ ACLIWMERF
: CCAAgentLogPackager.app.

i Clscoi



ailvane,
cisco. Cisco Log Packager

Cisco Log Packager collects information for product support requests. The
information & stored in a ZIP archive that can be protected by a password.

Click the <Collect Data> button to start the information collection.

1R B LER BT ERFO(TAC) T EMRBBHE R,

EMREWebREN BF , FEMBIUTNE :
- C: > Document and Settings > <user> > Local Settings > Temp > webagent.log ( fEFTACT

SRS )
- C: > Document and Settings > <user> > Local Settings > Temp > webagentsetup.log

FE - MRAFTEELMNE , BIBRFTEMP Environmenti# £,

NACH AR RE i

MRZEMRERY , AEREAERERUTERR :



cisco Client Provisioning Portal

£ Cisco NAC Agent = & |-

Information

@ Temporary Network Access 00:03:30 left

Scan Result Requirement Name
(%] Mandatory  file_requirement

Hide Details

System Check Complate

MREE T UATERE , MAFFERAERIAERIRE

e
c1scoO Client Frovisioning Portal

£ Cisco NAC Agent

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:58 left

There ks atleast one mandatory requirement failing. You are reguired to update your system
before you can access the network.

| Repair | | Show Details |

System Check Complele
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