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AERNBNAZREERKEEE , UMEAETUNIX EHITHWTACACS+HETER®, TACACS+HIEHAY
INRER R % H 124 Cisco Secure ACS for WindowsE%Cisco Secure ACS UNIX,

Cisco Systems &R iR I TACACS+E B E{F%E , HCisco Systems TH X,

B , SHREEENERERESSIZLES "TACACS+REKRRE i, ATKEIFZ AN
TACACS+REERBRA, ENENFEEBEREMSIENTACACS+REHKE,

BRZ2EFERFIFEREFACS) AIEBH AR EHRERBEEN D EEERE, Cisco Secure
ACS for Windows @& fEMicrosoft Windows T4EUE EETE I ZHEFTENMME L ETH, Cisco
Secure ACSHER 7 R 5| M AT S A Cisco Secure ACSELBEF AT, FRERTEEE(EREM
EF)TETE,

AR BREZEEHBRBESHIMNCCOIRE 8211558 A M Cisco Secure ACS for WindowsHJ90X
AR

X HHYER R ERAERE R E#1TCisco IOS®ER R IR A~ 11.3. 3RV EX HIZR L BB M. Cisco IOSEKBR R A
12.0.5.TH & # R4~ f£ A group tacacs+1m 7+ &tacacs+ , & ttaaa authentication login default
tacacs+ enable% [RiA X ¥ /< Aaaa authentication login default group tacacs+ enable.

A2 BCisco IOSHBEREELUBRBRELHRIRMABA TN TEEN,

A E R

&R
AKX RAREER.
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BATH
AEEHPHEFRIRIECisco IOSELEERA11.3.3FCisco IOSELEEM A 12.0.5. TR EFH XA

ANHHNEARBBRBEERETREANEKEMEL. XHEH IJE’JFJTE L EERCERR (/R
) BVHERERRE) . MRIEHVEEREEER | FRACEEBIMNES ARERNTE,

4]

MEXHESINFRER , F2EEREAIRRED.

B

mREBUTEER

1. SERREEFEUNIXME IRES LARZBTACACSHTACHRE, EEH [ ARESE & R E & HCisco
TAC+HAIRBRE., ERARFEANGBREEERNARSZERE , BASSAEHELEEE,
TAC+ABERIIRETT ; MBEXE , FHEIEIRE &,

2. ERARRERNtest file , ASEMETAC+AMRSS L |, Wi B Btest_file. MELURER
tac_plus_executable<F 2 5 Sitest_filef( &), S , -PREEREREER , BT
BrEE
tac_plus_executable -P -C test_file
OB E Rltest_filel AR T RBRE , BETHEXE Flcannot find file, cleartext
expected - found cl eartext Biunexpected } FEHE, MR HIEIER , FnEtest_fileiRE , E
FRERAAR K AREWAS , AREE.

3. AR ERHEE LEETAC+, i AenabletEx , M7 a5 & 5 2 B8 A configure terminal, Ltan
THREATHERELRVIEHEERKHSEZI , BRIRE R Btac_plus_executable:

!--- Turn on TAC+. aaa new nodel enable password whatever !--- These are lists of
authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, if !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list.

!

aaa authentication login |linmethod tacacs+ enable

aaa authentication |ogin vtymethod tacacs+ enabl e

aaa aut hentication |ogin conmethod tacacs+ enabl e

!

!--- Point the router to the server, where #.#.#.# !--- 1s the server IP address. !
tacacs-server host # #.# # |line con 0 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout O O |ogin authentication conmethod line 1 8
I ogin authentication |innethod nodem I nQut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever /--- No time-out to prevent being
locked out !--- during debugging. exec-tinmeout O O |ogin authentication vtymethod

4 BEETZE , BHETIE , MERESMDITUEBTelnetMEFIBRH B HET, HR
tac_plus_executableRE1T , HitEZEZenableZiE, T X : RIEFBHEESFEN TN
RYWRFHMAER. LEETEER. HEHXAENGEZRRS , CEZRENETREERE
WMFHKECHE, RHEUATHSRBEBSE LN RARB[IEREBZNES

term nal nonitor
debug aaa aut hentication

5 LRFERE S HEMRRS LRETACH:


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

tac_plus_executable -Ctest _file -d 16

6. MELURRTAC+ERE :

ps -aux | grep tac_plus_executable
5
ps -ef | grep tac_pl us_executabl e
MRTAC+HRBRLE , BE Rtest_file I EME, BRESER1UEIEREE,

7. 8 Atail -f /var/tmpltac_plus.logh 3 A R85 LB MR BRI ARES B &Y, XM : P Bs-d 161818
H& Fir B 5 A B E% Bl /var/tmp/tac_plus.logo.

8. Telnet(VTY)EAZEREXLEEBTAC+HEITHRF ., EHXAHENMAREE LiETdebug ( ZER4M
7) %, REBRNS —BoTelnetEHHER. MHFFEECEAESBNEBRR , 88t

EITEE
"aut henuser' (usernane fromtest_file)
"admi n' (password fromtest_file)

ﬁﬁﬁ%aut henuserfﬁﬁ'\“adm nﬁ"ﬂ':F' ) ﬁ%ﬂﬂ’ﬂ@ﬁ%%adm No E’R%ﬁﬂﬁ%ﬁ%ﬂﬁ%&l%ﬁ , %':F'E.“*XEEU
TAC+EE — EIAfUE, &FE. FRE, FELMEBE , AEBRE.

9. MRBLBWHLEEAFEBTACHETREUEAMAER , FRAEBHNIEAERBEXRE
MERERTMRE , WU T SHIEEIRASEF

!--- For enable mode, list 'default' looks to TAC+ !--- then enable password if TAC+ does
not run. aaa authentication enable default tacacs+ enabl e

ERERELAEBTACHEA,
10. MR MMAMREE L Tdebug ( ZERATT ) & |, (EWEBEN S — D TelnetERE AR, K
REELFEAERBNRRRET , CEHHETEE

' aut henuser' (username fromtest _file)
"adnmi n' (password fromtest file)

EABAERE | BHRSERECBHER

' ci sco' ( $enable$ password from test_file)
BRMARSENKRASE  SEZREPEITACHEDS — FEAE. B, BRE, BELER
BREE K ARBEE,

1. EMEREFRAERER , BEARRKRSE LMTACHER | BRETAC+ERN , FAEMNH
LAfFHR S 8T

ps -aux | grep tac_plus_executabl e

/4

ps -ef | grep tac_pl us_executabl e)
kill -9 pid_of _tac_plus_executabl e

EBEE—SHTenetMB A, AR RARSEAITAC+HERRFER Y AFEREER
EREBEANMA.

12. RELBBTAC+HRFBEEFREN S HRE. EENTHERE , FERARBTACHRARE
(ZER5M6 ) , WEVFERAR/MTelnetERE ( XFFEEBBTACHETSORE ) . ERUF
BX TEBTelnetfRIFEIRMHAFAER , ERRETAEREFEREZAKBER, BiBEH
BHRET IR EERR BRAY R IR EAR , RREMERIEHEER, FRERAEDNEE (NS R
10FFR ) BANMBANZEHEES HREREEBBTACY,

13. ERBiBTelnet@ A FIBBERIFER , Y HERMARMMAKRE LETRARE ( ZBRIA
7) , BRIV BIBEER, RBEAERESEBEBTAC+EANRMA, BHFSE
AEAEEBAEBRR , SfgHibETDE

' aut henuser' (usernane fromtest file)
"admin' (password fromtest_file)

EABAERE  BHREERER. @IF .

' ci sco' ( Senables$ password from test_file)
BRAFINTAC+EBNRIREINIEHE — BXE, B, BRE, FEEMERE , A
ZEEE CRAEREXESEBTACHRA,



i
B RR TR,
BRIERT , BABELA=EGSSME

- FrEffERR B0 , BIEEA. A, BE. EBMES

. BRI REAR B - Telnet LAV IE &R B — BAREF Brouter>

- BT AR BN15 — BRG] — B Rrouter#
HA TG SEURRIOSINEESE. Cisco IOSKRAS, RHREFEE , RILRBEE1RFME1SBRHmME
WHHTEEE, a0, show ipx route N EEREIPTIEEEF |, show ip nat trans 77 R Cisco
|IOSE B8R A10.2.xF , ABERKRSIANAT , 3 B8 G SR AEE I8R5 5% % Bshow
environment, =&\ A?2ERZT U REBIE , ZRHASFBPRIFE.

BB RIEEERID CSCdi82030(EREFMEF)2 8l , KB HIBEREFIE AN, BRERT

, BRHRIBERERERERRRE , URDBENEEERERBASR AN T, WREAETUES
BB AHESETYESR , MEFEERETEIEEN. ERUUEUT S FEECiscots
£2ID CSCdiB2030({E R 5 )M G M con ofT FRIR R A BB

aut hori zati on exec defaul t| WORD
1. BRABRATUREAEMESRLEMRFBBATAC+HEEDT. WEARKEAFFMEEAEEN
fREz LR ESEGRTHRE. LERMEBTAC+HEEMENS , ERMNRMAMRF[ERN , RIE

aaa aut horization conmmands 1 default tacacs+ none
aaa aut horization conmands 15 default tacacs+ none

2. TAC+{AIREE N ITHAR , £ Auserid authenuserTelnetE4E E K B85, HRauthenuserf®
test_filedh E B AR = permit , Rt ER EREXAEHHNITAIEINRE, B , EA
enablefE X , RARFERBIRETAR -

term nal nonitor
debug aaa aut horization

3. fif Fuserid authoruserfpassword operatorTelnetZE ¥ 25, It H & E LA ITMEshowdn H
tracerouteFllogout(;82 Rtest_file). BEEFETAC+EBHNFAARESMEEHES (BENVE, &
FE, BRE ), FELEFMERE K ARBEE,

4. NRE BautocommandBl BEAE |, FFHKtest file PN ETEBENFEHERRE  YHEEN
WIPH#b i B ERR B# 4 H#H#. FIEWRETAC+RIIRES, ERAEELE

aaa aut horization exec default tacacs+

{# Fuserid transient®lpassword transientTelnetE & HES. telnet ####SGHIT , WASEHE
BREEEAEIEE S —EE,

318 5 IR

HiE SRR ALERF,

HECIRAE = 5| B{u M test_file - accounting file = /var/log/tac.log. B2 , BRIEE A HEE ( W0
REBAEETHESN11.0MCisco IOSEEMA ) , BRIF TR,

1. FERR H 2P RUAEIR
aaa accounting exec default start-stop tacacs+
aaa accounting connection default start-stop tacacs+
aaa accounting network default start-stop tacacs+


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi82030
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi82030
http://tools.cisco.com/RPF/register/register.do

aaa accounting systemdefault start-stop tacacs+
A EREREP , AAARIRTHTED TR REEREREASEGTHRE , WG
SIS R BIETIRER T, (FESMECiscofiiRID CSCdi44140, ) MNRIEFEHMBRGER T
1t B E AR A [Cisco IOSELBEARA11.2(1.3)F, 11.2(1.2), 11.1(6.3), 11.1(6.3)AA01,
11.1(6.3)CABLE1997F9H24 ] , BEW LA G TR,
2. TAC+HE AR L#ITH , FEABRSBFLBAUT ST , AEREEATIRERNESR

tail -f /var/log/tac.!|og

REZFAWBRHIEEHEE , TelnetiBHIRHRES, NALE , HIRARLBWA

term nal monitor
debug aaa accounting

AEER

- - - - - - - (cut here) - - - - - - -

# Set up accounting file if enabling accounting on NAS
accounting file = /var/log/tac.|og

# Enabl e password setup for everyone
user = $enabl e$ {
login = cleartext "cisco"

}

# Group listings nust be first:

group = admin {

# Users in group '"admin' have cleartext password
login = cleartext "admn"
expires = "Dec 31 1999"

group = operators {

# Users in group 'operators' have cleartext password
login = cleartext "operator"
expires = "Dec 31 1999"

group = transients {

# Users in group 'transient' have cleartext password
login = cleartext "transient"
expires = "Dec 31 1999"

}

# This user is a menber of group 'admn' & uses that group's password to log in.
# The $enabl e$ password is used to enter enable node. The user can performall conmands.
user = aut henuser ({
default service = permt
menber = admin

}

# This user is limtted in allowed commands when aaa authorization is enabl ed
user = telnet {
login = cleartext "telnet"
cmd = tel net {

permt .*

}

cmd = | ogout {
permt .*

}

}


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi44140

# user = transient ({

# nmenber = transients

# service = exec {
# When transient logs on to the NAS, he's imediately
# zipped to another site

# autocnd = "tel net #. #. # #"

# }

# }

# This user is a menber of group 'operators'
# & uses that group's password to log in
user = aut henuser ({

nmenber = operators
# Since this user does not have 'default service = pernmt' when comrand
# aut hori zation through TACACS+ is on at the router, this user's comands
# are linmted to:

cmd = show {
pernmit ver

permt ip

}

cmd = traceroute {
permt .*

}

cmd = | ogout ({
permt .*

}

}

- - - (end cut here) - - -

EE : WRTACACSEIIRESEEM , BISER LT EEEREE © wnaaA- 3- DROPACCTSNDFAI L: syst em

start o 878 TACACS+fAREF =B EFEIET,

HHEEA

- BEAERRTFINERLTACACS+

- #& i 7 AR i 2R FF B &l R (TACACSH+)
- BN L FHIEHIRBRER ( Windows®H )
.- F i T B H - Cisco Systems
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http://www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
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