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UTREEFFENRERE.,

host nane Switch

interface G gabitEthernet0/0
i p address 10.197.249.101 255. 255. 255.0

no shut

iproute 0.0.0.0 0.0.0.0 10.197.249.1

aaa new node

aaa authentication |login default |oca

aaa aut horization exec default |oca

i p domai n nane ci sco.com

l--- key used in this exanple is 1024

crypto key generate rsa

!

usernane cisco privilege 15 secret 5 <redacted>
!

line vty 0 Xx

transport input ssh

login | oca



ip scp server enable

! we can disable the above command after copy is completed

end

l--- optional

ip ssh tine-out 60
ip ssh authentication-retries 5

ip ssh version 2

ftzki&Windows/Mac/Linuxt , FEALUL TS RCiscolf Hss/RIBMERER -

scp usernanme@i p_address_of _the_device>: flash:/fil enane

Windows 10:

C.\ User s\ mmeht abu. Cl SCO>cd /
C.\>cd ios
C:\ios>dir

Vol une in drive C has no | abel.
Vol une Serial Number is xxxx-yyyy

Directory of C\ios

05-01-2023 09.32 AM<DI R> .

05-01-2023 09.32 AM<DI R> ..

0 File(s) O bytes

2 Dir(s) 163, 191,525,376 bytes free

C:\i0os> scp cisco@10.197.249.101:flash:/mycap.pcap .
Passwor d:

mycap. pcap 100% 33MB 105. 8KB/'s 05:19

Connection to 10.197.249.101 cl osed by renote host.



C.\i os>dir

Vol une in drive C has no | abel.
Vol une Serial Number is XXXX-yyyy

Directory of C\ios

05- 01- 2023 09.39 AM <Dl R> .

05-01-2023 09.39 AM<DIR> ..

05-01-2023 09.40 AM 1, 606, 582 mycap.pcap
1 File(s) 1,606,582 bytes

2 Dir(s) 163,182,600, 192 bytes free

Linux:

[root@o0t0 ~]# pwd

/ r oot

[root @oot ~]# 1s -1

total 1

drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

[root @oot ~]# scp cisco@10.197.249.101:flash:/mycap.pcap
Passwor d:

flash:/ nycap. pcap

[root @pnr000 ~]# 1s -1

total 1580

-rwr--r--. 1 root root 1606582 Jan 5 09: 47 mycap.pcap
drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

MacOSE —BEEUMNG T

scp username@i p_address_of _the_devi ce>:fl ash:/fil enanme

R

- ZeABEEIEE
. B2 8 Cisco IOSHR 48 3 T 3% B B M T 48
. Bfli T BB 4 - Cisco Systems

100% 45MB

2.9MB/ s

00: 15


/content/en/us/td/docs/ios-xml/ios/sec_usr_ssh/configuration/xe-16/sec-usr-ssh-xe-16-book/sec-usr-ssh-sec-copy.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/zh_tw/support/index.html
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